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- Zero Trust jodrney in the Government & Public Sector

working world Supporting your zero trust architecture transformationjourney

@® What is Zero Trust and Zero Trust Architecture?

Zero Trust is a security model that moves from static, network-based cyber defenses to a continuously validated security configuration across 5 key pillars: identity, device, network/environment, application
workload and data. Zero Trust enforces the cybersecurity concept of “never trust, always verify."”

Zero Trust Architecture (ZTA) is a security framework that defines how Zero Trust services, including network infrastructure (physical and virtual), access workflows and operational policies, are structured
to enable a Zero Trust security model.

PS M-22-09 Zero Trust Strategic Goals aligned with the
5 Pillars of the CISA Zero Trust Maturity Model
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@® The need for Zero Trust in the Government & Public Sector

» More sophisticated phishing,
malware, ransomware and extortion

» Rapid adoption of cloud technologies
» Hybrid remote-work environments

» Installation of endpoint detection and response (EDR) tools and
established information sharing capabilities
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» Enterprise-wide logging and information sharing
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The EY ZTA Approach expands upon the CISA Zero Trust Maturity Model to provide a robust

EY Zero Trust key outcomes

understanding of your ZTA current state and to help you plan to meet M-22-09 goals.
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Zero Trust Pillars and capabilities as a baseline

Evaluation of additional factors (capability, maturity, adoption) while adjusting to
adopt a 5-scale rating model to match standard maturity models

Capability: What can the service do?
Maturity: Is the service operating effectively?
Adoption: Is the service being utilized across the enterprise?

EY Zero Trust Services

We offer the full scope of Zero Trust services to support your transformation, including assessment, design, implementation and management.

Device Data

Assessment Identity Networking/environment Application workload

» DevSecOps
» Software supply chain
» Granular access control

» Datainventory, classification and
identification of critical data

» Broad data loss prevention

» Device and asset management
» Device trust and compliance
» High-value asset identification

» Software-defined networking

» Micro-/macro-segmentation
design and deployment

» ZTA assessments
» Cyber program assessment

» Identity and access management
» Privileged access management

» System assessments MFA . e
y . . . » EDR tool deployment and » Network visibility and analytics > Service mesh > Q.Utomated data classification and
» Penetration testing » Context-aware and conditional configuration » Network management » Authentication/authorization iscovery
» Cloud-readiness assessment access soc ) " tori models » Security orchestration and
. . > .
» Software security assessment > Zero Trust policy engine services, security monitoring automation
deployment

» User behavior analytics

v

EY | Building a better working world
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