





Web connections continued)

34% of respondents
include information
updates on the risks
associated with
social networking
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Securing social behavior

Understanding that this issue is primarily a behavior issue, organizations must profile
their technology users, update and align security policies, and increase awareness
communications in an attempt to successfully change behavior.

It is encouraging that only 15% of our survey participants indicated that they do not have a
security awareness program in place and that 42% plan on spending more over the next year
on security awareness and training (see page 6). However, just 34% of respondents currently
include information updates on the risks associated with social networking.

What elements are currently covered in your organization's security awareness program?

General awareness of security topics 76%
Review and agreement with current _ A7%
security policies and standards
Informational updates on the risks 45%

associated with mobile computing
Direct and frequent updates/alerts _ 3%
on current threats to the organization

Specific awareness activities or training
sessions for high-risk user groups

Information updates on the risks _
; ) A B 34%
associated with social networking

Measurement of the effectiveness of awareness activities 21%

We do not have a security awareness program -15%

Shown: percentage of respondents

34%

The simplest way to reduce the risks associated with social networking and Web 2.0 is to
restrict or limit the use of such tools in the work environment. It is doubtful that such an
approach can be successful — since it does not prevent the sharing of sensitive information
from personal devices or home computers; it could also drive additional unwanted behaviors,
such as connecting personal laptops to the business network. Another downside to such an
approach is that the organizations that do not offer or restrict the use of these tools may be
unable to attract and retain the best and brightest from the new generation of workers.
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In an attempt to control data leakage of sensitive information, 45% of respondents
indicated that they restrict or prohibit the use of instant messaging or email for sensitive

data. 45% of respondents
Which of the following actions has your organization taken to control data leakage of Ind |Cated that they
sensitive information? rest rict or pr0h|b|t
= the use of instant
B =  Mmessaging or email
Utilized internal auditing for testing of controls 54% fO r Se n S it ive d ata

Defined a specific policy for classification
and handling of sensitive information

|

Implemented content monitoring/filtering tools 51%

I

Defined specific requirements for telecommuting 48%

Locked down/restricted use of certain hardware components 45%
Restricted or prohibited use of instant 454
messaging or email for sensitive data 0

Implemented log-review tools 44%

Il

Prohibited use of camera devices

s - - 29%
within sensitive or restricted areas

Restricted access to sensitive

information to specific periods 18%

Shown: percentage of respondents

Our perspective

Today's social networking and collaboration tools are transforming the way in which business is conducted. People not only can share information and
collaborate around the world at astonishing speed and efficiency — but they demand it. While the potential benefits and opportunities associated with
the social trend are exciting, there are also new risks and information security issues that must be addressed.

The social media trend cannot be ignored by organizations that want to attract and retain the brightest talent of the new generation. Organizations
must provide the online communities and social collaboration tools that the new workforce while protecting sensitive business information in a way
that aligns enterprise requirements with personal responsibility. Specifically, organizations must raise security awareness and personal responsibility
to levels previously not achieved.

To create a secure and successful business environment, organizations must involve their people; a technology-savvy workforce will find a way
around controls, unless they fully understand the danger of the risks involved. By informing every member of the organization on the risks and issues
related to social media, information security becomes an expanded function that all employees are fully aware of and have a responsibility

to perform.
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Summary

Our 2010 Global Information Security Survey shows that companies and information
security leaders are facing a changing business environment, where traditional enterprise
boundaries are quickly evaporating, an environment driven by an increase in workforce
mobility, greater adoption of cloud computing services, and a growing use of social media
and collaboration tools within the enterprise.

Organizations are struggling to manage these trends — while needing to adopt them to
get the most benefits and cost savings, where possible — but they need to understand and
mitigate the potential risks and security impact to the organization.

By leveraging the information in this survey and taking action on the suggested steps for
improvement, organizations can better manage the risks associated with an increasingly
borderless environment.

Survey findings
Borderless security

» 60% of respondents perceived an increase in the level of risk they face due to the use of social networking, cloud computing
and personal mobile devices in the enterprise.

> 46% of respondents indicated that their annual investment in information security is increasing.

» 30% of respondents indicated that they have an IT risk management program in place that addresses the increasing risks
related to the use of new technologies.

Mobile computing

» 51% of respondents indicated that increased workforce mobility is a considerable challenge to effectively delivering their
information security initiatives.

» 64% of respondents indicated that data (e.q., disclosure of sensitive data) was one of their top five areas of IT risk.
> 50% of respondents plan to spend more on data leakage/data loss prevention technologies and processes over the next year.

Cloud computing

» 45Y% of respondents are currently using, evaluating or are planning to use cloud computing services within the next
12 months.

» T77% of respondents who use cloud services indicated that they are using Software as a Service as the main cloud service
model.

» 39% of respondents cited the loss of visibility of company data as an increasing risk.

Social media

» 32% of respondents indicated that social networking is a considerable challenge to effectively delivering information security
initiatives.

» 10% of respondents indicated that examining new and emerging IT trends was a very important activity for the information
security function to perform.

» 34% include information updates on the risks associated with social networking.

» 45Y% of respondents indicated that they restrict or prohibit the use of instant messaging or email for sensitive data.
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Our perspective

Borderless security

» Establish a detailed IT risk management program that identifies and addresses the risks associated with new and emerging technologies
» Undertake a risk assessment exercise to identify potential exposure and put in place appropriate risk based responses
» Take an information-centric view of security, which is better aligned with the organization's business and information flows

Mobile computing

» Increase the investment in data leakage prevention technologies, encryption, and identity and access management services — focusing on the
people who use the technology

» Gain an understanding of the risks created by the use of new technologies — including technologies adopted personally by employees that may be
used for business purposes

» Information security policies should be reviewed and adjusted appropriately to establish the acceptable use and any specific restrictions related to
mobile computing devices

» Increase security awareness training activities for the mobile workforce

» Push enterprise security out to end-point devices to protect critical business information and provide better alignment with the organization’s risk
profile

Cloud computing
» Assess the legal, organizational and technological risks as well as the security issues related to placing information into the public cloud

» Develop a company strategy, a governance model and an operational approach to cloud computing use, including the information security function
to help define policies and guidelines

» Set standards and minimum requirements to enable your organization to adopt cloud computing in as secure a manner as possible

Social media

» Provide the online communities and social collaboration tools that the new workforce expects, but do so with a view that aligns enterprise
requirements with personal responsibility to protect sensitive business information

» Raise security awareness and personal responsibility to levels that have not been
achieved before

> Inform every member of the organization on the risks and issues related to social media

Borderless security: Ernst & Young's 2010 Global Information Security Survey
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Survey approach
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Ernst & Young's 2010 Global Information Security Survey was developed with the help of
our assurance and advisory clients.

This year's survey was conducted between June 2010 and August 2010. Nearly 1,600
organizations across all major industries and in 56 countries participated.

Methodology

The questionnaire was distributed to designated Ernst & Young professionals in each
country practice, along with instructions for consistent administration of the survey
process.

The majority of the survey responses were collected during face-to-face interviews with
individuals responsible for information security at the participating organizations. When
this was not possible, the questionnaire was administered electronically via the internet.

If you wish to participate in Ernst & Young's 2011 Global Information Security Survey,
you can do so by contacting your local Ernst & Young office, or visiting www.ey.com and
completing a brief request form.

Profile of 2010 survey participants
Survey participants by region

2%

37% 30%

31%

Americas
W Asia/Pacific

Europe

Middle East
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Survey participants by industry

Financial services

|
Manufacturing — 233

Technology

509

Government & non-profit

139
_ 126
Utilities 93
Retail & wholesale _76
67
_ 62
44

Telecommunications
Health services

Real estate

Professional services h 41

Transportation 33

Other — 175

Survey participants by title

|
Chief Information Officer 273

Chief Information Security Officer _ 208

Information Technology Executive 204

Information Security Executive _ 185

Chief Security Officer

70
Internal Audit Director _46
38

Chief Technology Officer
Chief Operating Officer 20

Other 554

Survey participants by annual revenue (US$)
|
More than $24 billion 81
$10 billion - $24 billion 98
$1 billion - $9 billion 333
$500 million - $999 million 141
$250 million - $499 million 137
$100 million - $249 million 212

Less than $100 million 459
|
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About Ernst & Young

At Ernst & Young, our services focus on our individual clients’ specific
business needs and issues, because we recognize that every need and
issue is unique to that business.

IT is a critical enabler for organizations to compete in today's global business environment.
IT provides the opportunity to get closer and respond faster to customers, and can
significantly enhance both the effectiveness and efficiency of operations. But as
opportunities through technology increase, so do the risks.

Our 6,500 IT risk and assurance professionals draw on extensive personal experience to
give you fresh perspectives and open, objective advice — wherever you are in the world.

We view IT as both a business and a business enabler. IT is critical in helping businesses
continuously improve their performance and sustain that improvement in a rapidly
changing business environment.

Our business advisory professionals bring the experience of working with major
organizations to help you deliver measurable and sustainable improvement in how your
business performs.

We assemble multidisciplinary teams, use a consistent methodology, proven approaches
and tools, and draw on the full breadth of Ernst & Young's global reach, capabilities and
experience. We then work to give you the benefit of our broad sector experience, our deep
subject matter knowledge and the latest insights from our work worldwide. That's how
Ernst & Young makes a difference.

For more information on how we can make a difference in your organization, contact your
local Ernst & Young professional or any of the people listed in the table below.
Contacts

Global Telephone Email

Norman Lonergan (Advisory Services Leader) +44 20 7980 0596 norman.lonergan@uk.ey.com

Advisory Services

Robert Patton (Americas Leader) +1 404 817 5579 robert.patton®ey.com

Andrew Embury (Europe, Middle East, India and +44 20 7951 1802 aembury@uk.ey.com
Africa Leader)

Doug Simpson (Asia Pacific) +61 29248 4923 doug.simpson®@au.ey.com

Isao Onda (Japan Leader) +81 432387011 onda-s@shinnihon.or.jp

Bernie Wedge (Americas Leader) +1404 817 5120 bernard.wedge@ey.com

Paul van Kessel (Europe, Middle East, India and +31884071271 paul.van.kessel@nl.ey.com
Africa Leader)

Troy Kelly (Asia Pacific Leader) +81 22629 3238 troy.kelly@hk.ey.com

Masahiko Tsukahara (Japan Leader) +81 3 3503 2900 tsukahara-mshk@shinnihon.or.jp
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Ernst & Young

Assurance | Tax | Transactions | Advisory

About Ernst & Young

Ernst & Young is a global leader in assurance, tax,
transaction and advisory services. Worldwide, our
141,000 people are united by our shared values and
an unwavering commitment to quality. We make a
difference by helping our people, our clients and our
wider communities achieve their potential.

For more information, please visit www.ey.com.

Ernst & Young refers to the global organization of
member firms of Ernst & Young Global Limited, each
of which is a separate legal entity. Ernst & Young
Global Limited, a UK company limited by guarantee,
does not provide services to clients.

About Ernst & Young's Advisory Services

The relationship between risk and performance
improvement is an increasingly complex and central
business challenge, with business performance
directly connected to the recognition and effective
management of risk. Whether your focus is on
business transformation or sustaining achievement,
having the right advisors on your side can make all
the difference. Our 20,000 advisory professionals
form one of the broadest global advisory networks of
any professional organization, delivering seasoned
multidisciplinary teams that work with our clients to
deliver a powerful and superior client experience.
We use proven, integrated methodologies to help
you achieve your strategic priorities and make
improvements that are sustainable for the longer
term. We understand that to achieve your potential
as an organization you require services that respond
to your specific issues, so we bring our broad sector
experience and deep subject matter knowledge

to bear in a proactive and objective way. Above

all, we are committed to measuring the gains and
identifying where the strategy is delivering the value
your business needs. It's how Ernst & Young makes a
difference.
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