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The world is moving toward urbanization at an unprecedented rate. The United Nations 
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Moreover, globalization has meant that cities all over the world are more connected, 
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cities stems from crime and fear of crime, both of which constitute serious threats to the 
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and planning.
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conference held in New Delhi.
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and cities. 

���	
������
����!��	
��
�����		
������	
�		��	
���
������	
��
)�!�����
3�������
���
3���

>
3�����
1����
'
�!
��������
����
���
�����!�����
���	���
��
���	
������
�����
	����
�	
�

��������
!�������
���
���
	��"�������	
��
��!�����
	�������
��
���#�����&
��&��
��������&��	

���
�		�	���&
���!
��
����&�����&
���	�
����
�����
�I�	���&
	�	��!�

Dr. Rajiv Kumar 
3��������
J������
*
0'11'



3 Homeland Security 2011  Building safe and secure Indian cities — a perspective

)�!�����
	�������/
 
an understanding
History teaches many lesson
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initiatives to curb terrorism and crime in its burgeoning cities.
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Our homeland: India
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challenges for India and makes imperative the formulation and 
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���!���	
���
��
���		����
�	
�		��
&����	
��
�������$
��������&

intellectual, social, technical, environmental, culture,  
���	���
���
��������
�������
���
����
�������
����	
���������

threats due to certain factors, some of which have been 
highlighted above.

Figure 1: Constituent elements of a city

Source: A&S India, May 2011
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Homeland security: a concept
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Figure 2: Homeland security — a concept
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Figure 3: Urbanization in India
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Figure 5: Number of terror attacks by target type
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Table 1: Drivers of a city’s vulnerability with respect to terror attacks
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In most parts of the world, crime is studied in terms of the 
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IPC Crimes in cities is much higher than national average which 
emphasizes the fact that urban agglomeration centers are 
more susceptible to crime versus their domain states. 
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Figure 6: Comparison of crime rates in megacities and India

Figure 7: Comparison of cities based on internal 
security situation4
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Figure 8: Elements of city security strategy
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law enforcement agencies that have complex functional and 
reporting relationships, as depicted below in Figure 7.
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Table 2: Snapshot of internal security agencies

Parameter CISF CRPF NSG State Police Private Security

Applicable Act 1'30
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In addition, there are three areas where municipalities or urban 
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Eleven states have implemented the Model Police Act till date. 

Strengthening the governance framework
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Table 3: Intervention of governance
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Source: www.communities.gov.uk; www.london.gov.uk
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Parameter Value (in 2009)8
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Table 4: Police capacity statstics
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Table 5: City design components

Transport 
infrastructure

Open spaces Industrial 
buildings

Culture and 
leisure

Critical 
infrastructure

Housing

3����������� A
[

Access Control

Building a safe city 

A. Development of the organized surveillance network 
to adequately cover of key economic and transport 
locations as well as crime ‘hot spots’
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 Mechanical surveillance strategies through CCTV 
surveillance and street lighting 

B. Access control 

 Access control is a CPTED (Crime Prevention through 
environmental design) concept focused on reducing 
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London Ring of Steel – A case study9
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China building US$2.6 billion megacity security system4�
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hovering over cities all the time from unexpected elements, it is 
the need of the hour that response times are improved to meet 
these challenges. 
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Figure 11: Security functions that can be impacted by technology 

Source: http://www.cisco.com/web/strategy/smart_connected_communities.html
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Table 6: Security technologies
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A. Centralized data system for crime analysis 
and intelligence gathering
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 Centralized data system 

 A large number of Intelligence & Law Enforcement 
Agencies (LEAs) at the Centre and state levels have access 
to valuable information. Realizing the need for enabling 
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the government has taken an important step in creating 
the National Intelligence Grid (NATGRID), which will help 
intelligence agencies and LEAs get better and easier 
access to desired information to combat terrorism. 

 GIS-based analysis and reporting 
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future. The intelligent database helps in decisions being 
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B. Surveillance systems
 Over the past decade, reliance on video surveillance in 
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A major US international airport’s existing CCTV posed had functional restraints 
including poor video quality and unreliable storage44
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C. Electronic access control systems
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D. Detectors

Technology Description

Metal detectors Metal detectors are used to detect possession of metallic objects such as guns and knives. 
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Table 7: Types of detectors
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E. Command and control center
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during a crisis. 
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and threats. Operator monitoring stations provide a 
comprehensive view of the intelligent information in 
audio and visual formats.
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Surveillance video monitoring in the UK4�
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to be better prepared to deal with similar events or 
crises again. 
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increasing in niche areas.
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Table 8: Total investment in security

Investment 
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Figure 12: Private security industry
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and manned guarding accounts for the bulk of this revenue. 
There is, however, an increasing need for private contribution 
to make Indian cities secure. 
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Funding options
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Private parties (e.g. PPP
mode, direct investment) 

Source: Ernst & Young Research

Aid from international
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Figure 13: Sources of funding
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The SECURE Program of the US Department of Homeland Security14
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Black text = Typical government activities;  Blue text = Typical private sector activities

Source: www.dhs.gov

Figure 14: DOH SECURE program outreach process
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Citizens
Crime a social concept

Crime is a social and legal concept that refers to a number 
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overcrowding, lack of social and economic development, 
and increasing consumer demands. All these conditions 
have been linked to high crime rates in urban areas.

�
 '����+����
������!����
��
���
���!����
#�	����
	�	��!/

7
���"
���!����
#�	����
	�	��!
��	
�
�����!�����
������

��
������
������&	
��
	�����
���
����
��
���!��
B���

�!���������$
���
	�����
���������
���
���	�������
��

offenders helps to deter some criminals from  
committing crimes.

Social measures to be taken against crime
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Citizen awareness program
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aware of the options and facilities available to them in case 
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places, public transport vehicles, print and media to increase 
the coverage of awareness.

Community anti-crime initiatives
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be developed for such projects

Measures taken by schools
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and other modes of communication to prevent children from 
digressing into crime. 

Role of parents
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to supervise their children because of work pressure. Parents 
need to inculcate the sense of right and wrong in their children 
so that children can take decisions against crime even in the 
absence of parental guidance. 

Citizen involvement in city security
While maintaining law and order is not a direct municipal function in most countries, municipal interest and initiative in some 
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Cities aim to provide a warm and comfortable atmosphere, 
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increasing risk of terror attacks and crime cannot be ignored. 
These factors motivate the ongoing struggle for cities that 
improve people’s lives and meet their needs in all areas. 
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City 
security 
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Some of the other initiatives that will ensure city safety and security can be summarized as:

Table 9: Way forward for city safety and security
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Abbreviation Description

CAGR Compound Annual Growth Rate
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CCTV Closed Circuit Television

1'30 1������
'���	�����
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CPO Central Police Organizations

CPTED Crime Prevention through Environmental Design

CRPF Central Reserve Police Force

DGP Director General of Police

GDP Gross Domestic Product

J'3 J��&������
'����!�����
3�	��!

GTD Global Terrorism Database
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Abbreviation Description

IPC Indian Penal Code
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NATGRID National Intelligence Grid
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PPP Public Private Partnership

RWA Resident Welfare Association
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UN United Nations
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Whatever your inquiry, we’ll help direct you to the right place.
www.ey.com

The choice is yours!
Go to www.ey.com/india

More ways to stay connected 
to Ernst & Young

Assurance, Tax, Transactions, 
Advisory 
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in investors, manage your risk, strengthen your 
control and achieve your potential.

Center of excellence for key sectors
We have specialized teams that bring sector 
knowledge to you.

Read more on www.ey.com/services

Read more on www.ey.com/industries

Publications — easy to use 
subscription form

http://webcast.ey.com/thoughtcenter/

Webcasts and podcasts

www.ey.com/subscription-form

Subscribe to our ...

Services for you ...

Sector knowledge ...
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About Ernst & Young
Ernst & Young is a global leader in assurance, tax, 
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wider communities achieve their potential. 

Ernst & Young refers to the global organization of 
member firms of Ernst & Young Global Limited, each of 
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Ernst & Young Pvt. Ltd. is one of the Indian client serving member firms of 
EYGM Limited. For more information about our organization, please visit  
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specialised services and global linkages. It also provides 
a platform for sector specific consensus building and 
networking. Partnerships with countries across the world 
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which encompass health, education, livelihood, 
governance, skill development, etc. FICCI serves as the 
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