
TYPES OF FRAUD

$23 000.00

O
R

G
A

N
IZ

A
TI

O
N

A
L 

IN
C

EN
TI

V
E/

PR
ES

SU
R

E

DIRECT INDIVIDUAL INCENTIVE/PRESSURE

“BROKEN WINDOW” “ROGUE AGENT”

“PERFECT STORM”

MAPPING FRAUD BY INCENTIVE THE “FRAUD TRIANGLE”

“SAVE THE COMPANY”

GRC Illustrated Series

It is critical to recognize that fraud risk is not exclusively about the “good guys” catching “bad guys.” Given the right (wrong) circumstances, even the best people can do some 
of the worst things. In light of that, an organization should approach fraud risk in a comprehensive manner so that the business does not put any individual in a position where 
they will be tempted to do something that they would not normally do – as well as rigorously prevent, detect and respond to the “bad guys” where they exist.

IDENTIFY & ASSESS–Focus on significant assets, core processes, and business units. Where does fraud 
risk exist in your organization? What are the ramifications when it does occur? What should be the 
real priorities? Where should capital be allocated? 

FINANCIAL MISSTATEMENT

MISAPPROPRIATION  OF ASSETS

- Under-/over-reported 
revenues or expenses

- Concealing transactions

$
IMPACT - Misappropriating money, 

property and other tangible 
assets

- Misusing intellectual property 
and other intangible assets

Here, both the organization and 
the individual experience direct 
benefits from fraud. Significant 
media, enforcement, and investor 
attention are drawn to this type of 
fraud.

This represents a “perfect storm” 
where significant resources should 

be devoted to prevention, 
detection, and quick response.

Low-impact fraud typically does 
not raise the ire of investors or 
enforcement. However, pervasive 
low-impact fraud may create an 
environment for high-impact 
fraud to be committed. 

Zealous enforcement can send a 
signal that even “trivial” fraud is 
detected and will not be toler-
ated by the organization.

Theft or other schemes that 
result in significant personal gain 
at the expense of the organization 
can result in operational losses.

Typically, however, this type of 
fraud does not invite unwanted 
interest unless the magnitude 
suggests pervasive lack of control 
and oversight of business 
processes.

Here, the direct individual 
incentive is low but there may 
be significant indirect incentives 
and pressures to commit fraud.

An example is where an 
individual feels that their job 
or the entire company is in 
jeopardy and that committing 
fraud can “save my job” or even 
“save the company.”

FORCES ACT
TOGETHER TO

CREATE AN 
ENVIRONMENT

FOR FRAUD

PRESSURE/INCENTIVE
Individuals require some sort of 
incentive or pressure to commit fraud

• Financial gain

• Reputational gain

• Reduce pressure to perform

• Reduce job stress (just being lazy)

RATIONALIZATION
Individuals need to convince 
themselves that the conduct is 
not really wrong:

• The company owes me anyway

• Everyone else is doing it

• I was told to do it

• The lawyers said it was OK

• It is for the greater good

• We will do this just once ...

OPPORTUNITY
Individuals need an opportunity to 
actually commit fraud:

• Skills to execute the scheme

• Weaknesses to exploit

• Controls that can be overridden

• “Partners in crime” to help out

CORRUPTION & BRIBERY

BUSINESS PRACTICE FRAUD

- Bribery and other inappropriate 
payments or receipts

- Aiding and abetting fraud and 
other collusive activities

- Taking personal advantage of 
proprietary business 
opportunities

- Defrauding customers and 
government

- Marketing unsafe products
- Making bogus claims
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SET THE TONE & CULTURE
The board and senior management must 
agree on and set the tone for managing 
fraud risk. The Audit Committee and its 
financial expert, should provide specific 
oversight.

Explicit authority 
and resources 
should be 
allocated to a 
high-level 
executive to 
address fraud risk. 

Acceptable and 
unacceptable 
conduct should be 
clearly defined as 
part of a code of 
conduct–and 
communicated in 
presentations and 
other formal 
statements from 
the board and 
senior manage-
ment.

ULTIMATELY, FRAUD RISK 
SHOULD BE MANAGED BY 

EVERYONE

DEVELOPED BY DEVELOPMENT PARTNERS
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PREVENT & PROMOTE
To the extent possible, design controls and incentives to 
prevent fraud from occurring in the first place and to 
promote desirable conduct.

• Scrutinize processes and compensation plans for “attractive 
nuisances” and other incentives to actually commit fraud

• Evolve an environment where individuals are trained to 
recognize and report potential misconduct

• Check background of individuals in jobs with substantial 
authority or access to systems and controls

3 RESPOND & RESOLVE
Once fraud is detected, respond to the incident 
as quickly as possible to avoid ongoing damage.

• Is the problem unique or is it systemic?

• What was the opportunity, motivation, and 
rationalization for committing the fraud?

• How can we prevent, detect, and respond to 
this type of fraud in the future?

5DETECT & DISCERN
Use a mix of detective controls, system monitor-
ing, and human intelligence to uncover fraud.

• Provide a hotline/tipline for reporting fraud

• Monitor processes and filter messages for 
patterns of corrupt or fraudulent behavior

• Conduct workforce surveys and exit interviews 
that probe for the early signs of fraud

4 MONITOR & IMPROVE
Monitor the fraud risk management program to 
ensure that it continues to be effective over time.

• Test controls and incentives using scenario analysis 
and “white hat” scheming

• Analyze actual performance metrics (substantiated 
allegations of fraud, how the organization 
responded) to identify opportunities to improve.
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