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issued in April 1992, SAS 70 has served the needs 
of service organizations, user entities and user 
auditors to report on the effectiveness of service 
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ever, globalization and regulatory changes have 
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Service organizations are wondering how the new 
standards affect their business and what they need to 
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In December 2009, the International Auditing and Assurance 
Standards Board (IAASB) issued International Standard on 
Assurance Engagements ISAE 3402, Assurance Reports on 
Controls at a Service Organization. ISAE 3402 creates an 
international standard to address “engagements undertaken by a 
professional accountant to report on the controls at a third-party 
organization that provides a service to user entities when those 
controls are likely to be part of user entities’ information systems 
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on Standards for Attestation Engagements (SSAE) No. 16, 
Reporting on Controls at a Service Organization, that is substantially 
similar to the international standard and supersedes Statement on 
Auditing Standards No. 70, Service Organizations (SAS 70). 
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The New Standards are effective for reports for periods ending on 
or after 15 June 2011, with early adoption permitted. Because many 
reporting periods cover 12 months and begin in July, the New 
Standards will affect many organizations as early as 1 July 2010. 

While similar to SAS 70, the New Standards will require changes to 
service organizations’ reporting processes and reports. For some 
service organizations, these changes will be relatively minor. For 
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reporting processes or both. To determine the impact and how best 
to plan for and implement the New Standards, service organizations 
need to understand: 
<	 Reasons for the New Standards
<	 Service organization responsibilities under the New Standards
<	 Changes to service auditor responsibilities under the New 

Standards
<	 Impact on reports with inclusive subservice organizations
<	 Action steps to implement the New Standards

Reasons for the New Standards
While SAS 70 has worked well for many years, a number of factors 
drove the need for the New Standards, including:
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process outsourcing has grown from regional shared service 
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and local organizations serving many different industries for a 
mixture of local, regional and international organizations. As 
a result, the information required in a SAS 70 report may no 
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The New Standards — ISAE 3402 and SSAE 16

�� �������	���������������. While SAS 70 is used globally, 
it is a US standard and engagements must be performed 
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Consequently, current reports may not respond to the needs of 
user entities and their auditors outside the US.
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������. SAS 70 was developed as an auditor-to-auditor 
communication, a way for the service auditor to share audit 
workpapers with the user auditor, who then could rely on 
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changes, and governments, regulators, boards of directors 
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stakeholders, as well as the user auditors, now need a report 
from and by the service organization describing its internal 
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of management’s description of its system. The independent 
service auditor’s opinion remains critical, but its role is as 
a provider of assurance, not the entity responsible for the 
communication.

Service organization responsibilities 
under the New Standards
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responsibilities: 
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the system 
2. Specify the control objectives of the system and state those 

control objectives in the description of the system
3. Identify the risks that threaten the achievement of the control 

objectives (although these risks are not included in the service 
organization report)

4. Design, implement and maintain controls to provide reasonable 
assurance that the control objectives will be achieved

5. "�
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to the completeness and accuracy of the information provided 
and state the criteria used as a basis for making the assertion
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changes from SAS 70.
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Describing the service organization’s system
Under SAS 70, a service organization provides a “description 
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are only one aspect of a system so the New Standards require a 
broader management description. Under the New Standards, the 
service organization’s description of its system includes: 
!� Description of the services provided, including classes of 

transactions processed. This description should contain a 
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nature of the services provided. For service organizations 
that process transactions for user entities, a description of 
the classes of transactions processed and should provide the 
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user entity processes that are affected by the services (e.g., 
payroll expenses, cash disbursements, accounts payable and 
payroll tax reporting for the payroll function). For service 
organizations that provide IT platform and infrastructure 
services, the description should include the IT and other 
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!� Description of the procedures by which services are 
provided, including transaction initiation, authorization, 
recording, processing and correction. The description of 
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processes by which information errors are corrected. 
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and conditions that affect the processing of transactions and 
services, such as information technology general controls.

!� Description of the process used to prepare reports or 
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to user entities are often key components of a user entity’s 
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used to prepare reports and provide information relates the 
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management relies on to run the business.

The above requirements are in addition to the requirements that 
previously existed in SAS 70: 
<	 Description of control objectives and related controls, including 

complementary user entity controls. 

While many SAS 70 reports contain descriptions 
that meet most or all criteria of the New Standards, 
others that focus only on the minimum 
requirements of SAS 70 may require substantial 
additional descriptions.

<	 Description of aspects of the service organization’s control 
environment, risk assessment process, information and 
communications systems, control activities and monitoring 
controls. These aspects, which follow the elements of the 
COSO Internal Control Framework, are the most common 
means to articulate controls that achieve the control 
objectives. 

Other responsibilities
!� Providing a written assertion in the report. The most visible 

difference between a report prepared under SAS 70 and a 
report prepared under the New Standards is management’s 
written assertion. Similar to management’s assertion report 
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the report, typically on the service organization’s letterhead 
and signed by a member of management. The assertion 
communicates:
<	  Service organization management’s responsibility for the 

description of the system 
<	 The achievement of the evaluation criteria for the report — 

standards used by the service auditor to provide its opinion. 
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control objectives. The New Standards require the service 
organization to support its assertion by: 
<	  Identifying the risks that threaten the achievement of the 

control objectives
<	  Determining whether the controls would, if operating 

as described, provide reasonable assurance that those 
risks would not prevent the control objectives from being 
achieved 

Note that these risks do not need to be described or otherwise 

!���
��!	
�	���	����
��	
����
=��

�M�	!����
��

�	
�	���	�������	



4 Insights on IT risk — January 2010

Changes to service auditor responsibilities 
under the New Standards
The service auditor’s responsibilities under the New Standards 
do not change as dramatically as the service organization’s 
responsibilities. However, there are several changes that service 
organizations and user entities should understand. 
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attestation standard. SAS 70 is a US auditing standard, whereas 
ISAE 3402 is part of the IFAC assurance standards and the new 
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change was made to help service auditors by eliminating certain 
inconsistencies and ambiguities that resulted from mixing the 
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audit guidance. 

Using the work of internal audit. Like SAS 70, the New Standards 
permit the service auditor to use the work of an internal audit 
function. The use must comply with the requirements in the New 
Standards that provide guidance to the service auditor.

The major change in the use of the work of internal audit is that for 
Type 2 reports the service auditor is required to describe the work 
performed by the internal audit function, as well as the procedures 
used to test that work.  How this information is presented is not 
prescribed. The description can be provided in one of two ways:
<	 Using a narrative description summarizing the processes tested 

by internal audit, the nature of the work performed and the 
procedures performed by the service auditor to test that work. 
This description can be provided in the introduction to the 
service auditor test section

<	 Attribution of individual tests in the service auditor’s testing 
section of the report to internal audit, along with a description 
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test the work of internal audit 

When internal auditors provide direct assistance to the service 
auditor and that assistance is planned and supervised by the service 
auditor, the assistance need not be disclosed.
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subservice organizations 
A subservicer is a service organization used by another service 
organization. Similar to a SAS 70, under the New Standards the 
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with services provided by subservice organizations in the report.

If a service organization wishes to include a description in the report 
of a subservice organization’s role and controls (inclusive method), 
the subservice organization must prepare a management assertion 
report similar to the assertion report prepared by the service 
organization’s management. Getting subservice organization 
management to agree to provide this assertion may be more 
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representations from the subservice organization is still required.) 
This is even more likely to be a challenge when the subservice 
organization is a small unit of a much larger organization. 
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Determine the implementation date for the adoption of 
the New Standards
The New Standards are required to be adopted for periods 
ending 15 June 2011, with earlier adoption permitted. Service 
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adoption. Consider whether: 
<	 Non-US user entities have a preference for reports issued 

under the international standard 
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New Standards are effective

Determine whether subservice organizations will be 
treated under the inclusive method
If a current SAS 70 report uses the inclusive method for one 
or more subservice organizations, early discussions with the 
subservice organization(s) are critical. An assertion report from 
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Early communication with subservice organization management will 
reduce the risk of the subservice organization refusing to provide an 
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Key steps in this activity include:
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careful review of processes will occasionally identify subservice 
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new subservice organizations. 
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existing service organization reports (prepared under either 
SAS 70, the New Standards or other acceptable standard) 
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subservice organization has an acceptable report for the 
services it provides to you and your customers, it is usually 
cheaper and easier to provide your customers with a copy of 
the subservice organization’s report and limit your report to 
only your processes.

!�  Discuss your reporting strategy with your subservice 
organization. You will need the assistance and cooperation 
of your subservice organization whether you are using 
the inclusive method or packaging a copy of the service 
organization’s report along with yours. Obtain agreement 
with your subservice organization regarding this strategy, 
and get this agreement in writing. You may be able to include 
the commitments in the service agreement if the agreement 
is renewed between now and your implementation date, or 
you may need to prepare an addendum to the agreement. 
In addition, you may need to educate your procurement 
personnel on the new requirements and your strategy to 
ensure the contracts contain the appropriate language. 
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service organization how the needs of their clients will be 
�����Using the carve-out approach, a separate report can 
be issued. If the inclusive method is used, the subservice 
organization will need to provide a description of its system, 
a management assertion and a written representation letter. 
Discuss these matters with your service organization clients to 
better understand their needs and strategies. 

Develop a change management plan for dealing with 
your clients
Your service organization report is one part of your service 
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for service organization reports and has developed its own brand 
identity. However, as of the effective date of the New Standards, 
SAS 70 will be superseded. In preparing for the New Standards you 
should consider:
<	 How you will communicate the changes in the New Standards 

to your clients. Multiple communications may help them 
understand the nature of the change, including a cover letter 
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explaining the change. If you do not early-adopt the New 
Standards in 2010, you should consider communicating your 
implementation plans in the 2010 report. 

<	 Review your standard contracts to determine whether the term 
SAS 70 is used. Consult with your legal counsel regarding any 
required changes and assess the impact on existing contracts.

<	 Make sure that your sales and client service personnel 
understand the pending change and its impact to your clients. 
Their ability to explain the change can reduce client confusion 
and uncertainty. 

Review your system description and identify any 
necessary changes
As mentioned, many existing SAS 70 reports will need only minor 
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New Standards, you should:
<	 Identify the criteria used to evaluate the description of the 

system. While the standard sets minimum criteria for the 
description, other criteria may be appropriate. Consult with 
your service auditor as part of this process. 

<	 Evaluate your current report using your criteria and identify 
required changes to your description. Consider whether it may 
be cost-effective to phase in the changes to the report now and 
the effective date of the New Standards. 

<	 Consider preparing all new reports using your criteria. A report 
prepared using the minimum description criteria required by 
the New Standards can be used for a SAS 70 report. If a report 
will be issued on a recurring basis through at least 2011, 
consider drafting the system description so that it will not need 
to be updated for the New Standards. 
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Identify assertions regarding suitability of design and 
operating effectiveness
The minimum criteria include requirements regarding assertions 
about whether: 
<	 The risks that threaten the achievement of the control 
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provide reasonable assurance that those risks would not 
prevent the control objectives stated in the description from 
being achieved 

<	 The controls were consistently applied as designed, including 
whether manual controls were applied by individuals who have 
the appropriate competence and authority 

While making these assertions may require additional procedures, 
service organizations should consider that most of these criteria 
are met by their existing procedures as part of their service-level 
agreement and quality processes. However, because of the ability to 
rely on existing processes, you should plan to identify the processes 
that support these assertions early in your adoption process. In 
doing so, consider the following:
!� Review your control objectives. Control objectives describe 

the objectives of the services you provide and the manner 
in which you provide them. They should focus only on 
those aspects of your services that can affect your clients’ 
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objectives are complete, and evaluate whether all of them are 
necessary. 
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perform regular risk assessments, either formally or informally. 
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risks, including risks of not meeting service-level agreements. 
During your next risk assessment, consider the risks associated 
with the control objectives and determine whether any 
additional risks exist. One effective way to help you identify 
risks is to ask what could go wrong. Remember that risks 
should be reasonably possible to receive consideration during 
this process. To help reduce costs in future years, make sure to 
document your considerations. 
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be addressed by one or more controls at your organization, or 
by controls that you believe should be in place at a user entity. 
If a risk has not been addressed in your prior report, look for 
existing controls rather than immediately implementing a new 
control. Your service auditor can assist you with this effort.

!� Consider how you know that the controls are consistently 
applied as designed.	 
̀�	���	�
���
��	
!���
��!	�#
���	�
�	
need to be able to assert that the controls were operating 
effectively. The basis for making this assertion should be 
separate from work that has been or will be performed by the 
service auditor. 

Most service organizations have many processes to monitor 
the services provided to their clients. Often your control 
environment, monitoring, and information and communication 
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controls. These include: 
<	 Supervisory review of control procedures
<	  Management oversight
<	  Quality assurance programs
<	  Management reports
<	  Service-level agreement reporting
<	  Regular internal audits
<	  Complaint/incident management

These processes, individually or in combination, may provide 
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consistently as designed. Compare your existing processes 
to the list of controls in your current report to prepare for 
reporting under the New Standards. 
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controls in scope for Sarbanes-Oxley compliance address your 
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for services you provide to your clients. To the extent possible, 
reuse and rely on these efforts for both your Sarbanes-Oxley 
compliance and your service organization report assertion. 

!� Avoid direct testing of controls. Direct testing of controls, 
while an appropriate basis for making your assertion, is often 
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other basis for making an assertion. Before performing direct 
testing ask: if this control is critical to achieving the control 
objective and consequently proper client service, why is its 
effectiveness not already monitored? Usually the answer to 
this question is one of the following:
<	 ��	��
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control is functioning
<	 The risk that the control addresses has been assessed 

incorrectly or another control is more effective at 
addressing the risk

<	 The control is periodically failing but the failure is not being 
detected, or if detected, the problem management process 
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of problems 

Only in the last case is direct testing necessary, and usually 
additional monitoring should be implemented to reduce the 
risk of control failure. In future periods, this monitoring can 
replace direct testing. 
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Develop a project plan 
�
?�	���	�
��
�����	��
L����	��
���	��
L���	����������	
�	�	?��	
���#���	
�	����
���	��!	������
��	
����������

�	
�	���	5�+	
Standards. Your project management process can be used to 
help achieve these goals. We are including a checklist to help you 
develop a project plan.

Conclusion
While SAS 70 met the needs of service organizations and user 
organizations for many years, the New Standards represent a 
needed evolution to increase the usefulness of service organization 
reports in the future. Your company can be well-prepared to 
implement the New Standards and serve your clients with minimal 
disruption while controlling the costs of adoption by understanding: 
<	 Reasons for the New Standards
<	 Service organization responsibilities under the New Standards
<	 Changes to service auditor responsibilities under the New 

Standards
<	 Impact on reports with inclusive subservice organizations
<	 Action steps required to implement the New Standards

We encourage you to monitor development of both New Standards 
to take the actions necessary to achieve your goals.

 � Make a preliminary decision on whether to wait until the 
effective date or adopt early

 � If you rely on subservice organizations, determine 
whether you plan to use the inclusive method: 
<	 Determine whether your subservice organizations 

currently have an appropriate SAS 70
<	 Discuss the plan for an inclusive report with subservice 

organization leadership
<	 Modify your service agreements as needed

 � Review and modify your customer contracts:
<	 Review your standard contract to see if the language 
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under the New Standards

<	 Evaluate whether existing customer contracts will need 
to be amended to address the change in the standards

 � Brief sales and client handling teams on the New 
Standards and your approach to adopting them so they 
can have informed conversations with clients and targets

 � Develop a communication plan for your customers:
<	 Identify your communication channels and develop a 

plan for communicating with them repeatedly
<	 Those not adopting early may wish to inform 

customers of the pending changes for 2011 when they 
issue their 2010 reports under the current standards

<	 Inform your personnel about the pending changes so 
that they are not caught unaware

 � Draft new reports using the New Standards
<	 Identify your evaluation criteria 
<	 Review your current description of controls and 

consider whether it addresses the criteria
<	 Review your control objectives 
<	 Update your risk assessment process as necessary

 � Compare your current controls to the risk assessment

 � Identify your basis for knowing that your controls are 
functioning and that you are serving your customers in 
accordance with contractual terms 

 � Develop a formal project plan for issuing reports under the 
New Standards

New service organization reporting standards 
planning checklist
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recognize that every need and issue is unique to that business.
Information technology is one of the key enablers for modern organizations to compete. It gives the opportunity to get closer, more 
�
����!	��!	������	
�	����
�!
��	�
	����
�����	��!	���	��!����	#
��	���	������
������	��!	����
����	
�	
�����

���	'��	��	
��
����
��	
grows, so does risk. Effective information technology risk management helps you to improve the competitive advantage of your 
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systems. Our 6,000 information technology risk professionals draw on extensive personal experience to give you fresh perspectives and 
open, objective advice — wherever you are in the world. We work with you to develop an integrated, holistic approach to your information 
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matter knowledge and the latest insights from our work worldwide. It’s how Ernst & Young makes a difference.

For more information on how we can make a difference in your organization, contact your local Ernst & Young professional or any of the 
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experience and deep subject matter knowledge 
to bear in a proactive and objective way. Above 
all, we are committed to measuring the gains and 
identifying where the strategy is delivering the value 
your business needs. It’s how Ernst & Young makes  
a difference.
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