
Metamorphosis
Re-engineering the audit response

Part five



2 Metamorphosis Re–engineering the audit response

Metamorphosis
Re-engineering the audit response

Transformation will broaden the role of internal audit, leading to a new continuum of responses —  
well beyond a standard audit report – often requiring very different skills.  What new techniques must 
internal audit master to attain leading practice and how can the function skill-up for this very different 
mode of operation?

The first article in this series, 
Metamorphosis: Revitalising internal 
audit to drive performance, introduced 
Ernst & Young’s internal audit 
transformation model and established 
its value proposition. The second, 
Metamorphosis: Assessing the maturity 
of your internal audit function, looked 
at applying a “maturity model” to 
understand how to bridge the gap 
between current internal audit practice 
and the desired future level appropriate 
for your organisation. The third, 
Metamorphosis: Auditing behaviours 
to make control change sustainable, 
covered aligning the function of internal 
controls with the actual behaviours 
across your organisation. The fourth, 
Metamorphosis: Integrating ERM and 
internal audit, dealt with the critical 
step of embedding Enterprise Risk 
Management (ERM) in the internal  
audit process.

This article covers the next phase in the 
transformation journey: expanding your 
repertoire of internal audit techniques 
to increase the maturity of your internal 
audit practice and enable you to provide 
value added recommendations to 
improve the control environment. 

Changing behaviours with different 
internal audit response strategies
As the role of internal audit expands 
from pure compliance to encompass 
business improvement, it must provide 
an increasing range of services to  
the business. 

“Internal audit must grasp the idea  
that it can influence the control 
environment in many ways other  
than writing reports on what was found 
to be wrong,” says Rosina Hislop,  
Ernst & Young Advisory Partner.

“Depending on the situation, running 
a fraud awareness training course, or 
having a corridor conversation on a 
control issue, can be a more effective 
internal audit intervention than writing  
a report.”

 

Hislop points out that the response 
choice will depend on the control 
behaviours internal audit is trying to 
influence. As described in the third 
article in this series, a crucial part of 
re-engineering the audit response is to 
assess the maturity of not just processes, 
but also behaviours. 

The previous article introduced a 
behavioural engineering audit model,  
which allows you to diagnose and assess 
the impact of your current efforts to 
influence culture, identifying the level of 
effort activities require and what impact 
they are going to make. The model starts 
with organisational factors — information, 
resources and incentives — at one end of 
the spectrum, with individual factors — 
competencies, application and motivation 
— at the other. 

“Organisational factors are relatively 
easy to control, because they can be 
influenced centrally,” says Hislop.  
“Depending on the people involved and 
the behaviour you are trying to change 
can help to shape individual factors. 
When choosing the most appropriate 
internal audit response.”

Engaging the business with a new 
raft of internal audit services
The starting point for introducing new 
response strategies is for internal audit 
to recognise what the different possible 
options are, as well as when and how to 
use them. Already, Ernst & Young has 
identified 15 different types of internal 
audit work across, what Gus Cummings, 
Ernst & Young Advisory Partner, refers 
to as, the “Audit Response Continuum” 
(ARC). 

He points out that some of the responses 
lend themselves to different reporting 
requirements. “It may be that you can 
most usefully communicate the findings 
of a pre-implementation review through 
an informal presentation to the project 
team, rather than writing a lengthy 
report. The key is to ask your internal 
client how they want the results reported 
and give them options.”

This collaborative approach is 
symptomatic of a new culture of 
stakeholder engagement.

“If you’re going to offer services beyond 
compliance, you need to completely 
revitalise your stakeholder engagement.  
Your internal clients need to understand 
what you can offer and when and why 
they might need these services,”  
says Cummings.

To this end, he suggests internal audit 
should proactively share the ARC ‘menu’ 
with the business and report against it.

Andrea Lester, Rio Tinto’s Global Practice 
Leader for Internal Audit, agrees:  
“I firmly believe internal audit’s role is 
to improve the control environment 
of an organisation, rather than deliver 
audit reports for the sake of it. This is 
very apparent when previous audits or 
events have identified ‘systemic issues’ 
which management are in the process of 
remediating. Rather than continuing to 
audit the same area, which at best will 
just produce another ‘gotcha’ poor audit 
result, and at worst will actually distract 
management time and effort away from 
implementing a solution, internal audit 
can consider other response activities 
to support the business during the 
remediation phase. This could involve ad 
hoc reviews of the remediation program 
management and governance, pre-
implementation reviews of the future 
state control environment and/or training 
for the business to help raise awareness 
of the issues and influence behaviours 
in relation to the application of good 
internal controls.”

1 	  Thomas F. Gilbert, “Human Competence: 		
	 Engineering Worthy Performance,” 1996
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Audit response category Audit response 

‘Standard’ audits

1 Health checks/diagnostics

2 ‘Standard’ internal audits

3 Project/programme management reviews

4 Pre-implementation reviews

5 Post-implementation reviews

6 Compliance audits 

Risk and control framework 
reviews

7 Risk interviews and verbal auditing

8 Target/project monitoring

9 High level process overview

10 Control framework reviews

‘Complex’ audits

11 End-to-end process audits

12 Deep dives

13 Investigations

14 Probity audits

Education 15 Business coaching /education

“It’s a great way to raise the profile of 
internal audit. Right now, the Audit 
Committee only sees your formal reports, 
while your ‘verbal auditing’ work flies 
under the radar.  You need to educate the 
business about what internal audit can 
do, and that starts with increasing the 
visibility of the range of services  
you perform.”

“An important part of this education 
process involves creating a common 
vocabulary for talking about audit. 
Having a shared language can transform 
your relationship with the business. 
You’re aiming for the day when the head 
of a business unit proactively approaches 
internal audit and says: ‘I think we’ve got 
a problem – could you run a Diagnostic?’  
That’s when you know you’ve made 
the transition from ‘necessary evil’ to 
‘valuable service’.”

Parks Victoria has recognised this and 
begun the process, as Jennifer Wolcott, 
General Manager Corporate Strategy & 
Services, Parks Victoria, explains:  
 

“Parks Victoria recently initiated a 
behavioural survey diagnostic on its 
control environment, through  
Ernst & Young as the new internal 
auditor, after recognising that we need 
to understand behavioural factors to 
improve compliance particularly  
where audits reveal persistent issues. 
This approach was driven by the 
Board’s Audit & Risk Management 
Committee who sought a new approach 
to the traditional direction of the audit 
function.”

The Audit Response Continuum has 
been very effective at Rio Tinto as a 
communication tool during internal audit 
planning. “Management will ask for an 
‘audit’ of a particular area or issue,  
but there could be a large expectation 
gap, in that management really meant a 
5 day ‘health check’ whereas the auditor 
might start planning a 30 day deep dive. 
Having a common language has helped 
us clarify expectations early,”  
explains Andrea Lester.

Audit Response Continuum (ARC)

ARC case study

When implementing a new global business 
system, traditionally Internal Audit may have 
conducted a pre and post–implementation 
review to assess the processes for data 
cleansing and migration before implementation, 
as well as the data conversion after 
implementation. By contrast, under the ARC the 
following responses may be provided to offer a 
more comprehensive level of comfort over  
the implementation:

•	 Diagnostic (ARC 1) — Assess the current 
control environment and the quality of data 
currently in SAP.

•	 Project management review (ARC 3) — 
Review the governance structure of the 
project ensuring key project dimensions  
(risk management, financial management,  
and benefit analysis) are being appropriately 
managed.  

•	 In conjunction with ARC 3, internal audit will 
carry out Risk interviews (ARC 7) with key 
stakeholders and provide feedback to the 
Steering Committee. The outcomes from 
ARC 7 will be a key input to the  
Pre-implementation review (ARC 4).

•	 Pre-implementation review (ARC 4) — Assess 
the processes management has developed 
for the data cleansing and for maintaining 
data integrity before implementation.

•	 Target/project monitoring (ARC 8) — Through 
interviews with key project staff and 
attendance at Steering Committee meetings, 
provide recommendations/findings around 
identifying and mitigating project risks. 

•	 Post-implementation review (ARC 5) — 
Assess the effectiveness of the data 
conversion during implementation and the 
adequacy of controls. As part of this review, 
internal audit may carry out a ‘high level 
review’ of the newly implemented processes 
(ARC 9).

•	 Deep dive (ARC 12) — Perform more granular 
substantive procedures and provide 
management with, for example, an increased 
level of comfort over the controls present in 
the new system. This review will often take 
place much later in the life cycle of the new 
system, once the new system and processes 
have been bedded down.

•	 End-to-end process audit (ARC 11) — 
Ascertain whether the new system is 
operating as intended and supporting core 
business processes.

•	 Business coaching/educational (ARC 15) 
— Conduct training sessions to educate and 
raise awareness on leading practice in fraud 
awareness, risk management and  
internal controls.
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‘Standard’ audits 
1. Health checks/diagnostics
Diagnostic reviews are high level reviews 
over business processes which are 
designed to consider the “health” status 
of the area under review, and identify 
“quick wins” available to strengthen 
underlying business processes and 
control frameworks. In undertaking a 
diagnostic review, internal audit may 
consider using manual or analytical 
techniques to diagnose an issue within 
a process or the business. This will 
generally be a once off audit response 
which may lead to the team discussing 
further Audit Response Strategies  
with management.

Len Gainsford, Director, Audit 
and Assurance at the Department 
of Transport, Victoria, promotes           
diagnostics as “a powerful tool to enable 
audit to identify quick wins to enhance 
business processes and inform future 
targeted audit activity.”  

2. ‘Standard’ internal audits
This standard audit tests key controls 
to confirm their design and operating 
effectiveness, using data analytics, 
transactional testing and root cause 
analysis. It’s a high level audit, as 
opposed to the deep dive approach in 
Strategy 12. 

3. Project/programme  
management reviews
Project monitoring evaluates a project’s 
governance framework to determine its 
robustness and assess the likelihood of 
the project realising its intended benefits. 
The response involves reviewing key 
dimensions of a project or program, 
such as a project's financial and risk 
management, to confirm they are being 
managed appropriately.

4. Pre-implementation reviews
A Pre-implementation review is useful 
when management wants comfort on 
a major transaction or project before it 
goes live.  

The review involves internal audit 
assessing the proposed implementation 
plan and controls by a variety of methods 
including:

•	 Reviewing key documentation
•	 Assessing data conversion and 

migration strategies
•	 Reviewing the process for  

data cleansing
•	 Testing user acceptance
•	 Interviewing key participants
•	 Assessing implementation and 

communications plans
•	 Assessing stakeholder buy–in
•	 Reviewing risk/project status reporting

5. Post-implementation reviews
The Post-implementation review assesses 
the live control environment to ensure it 
is operating as intended. It often includes 
more substantive audit procedures,  
as benefit realisation.

6.Compliance audits
A Compliance audit provides comfort 
that contractual or regulatory obligations 
are being met, often involving reporting 
to third, as well as internal, parties.  
While the business is familiar with 
this service with regard to regulatory 
compliance, it can also be useful 
in helping management determine 
compliance with contractual obligations 
or industry best practice.

Risk and control  
framework reviews 
7. Risk interviews and verbal auditing
Verbal auditing, in the form of risk 
interviews or verbal advice, is ideal when 
management needs ‘real time’ feedback 
about key risks. Often, this strategy is a 
preliminary response that identifies the 
need for more in–depth work and should 
therefore be backed up by minutes,  
a file note or internal memo. 

Discussions with management can speed 
up the process and can quickly assess:

•	 How they see the risk and its impact on 
the business 

•	 What controls they have implemented 
to mitigate the identified risks

•	 Whether they believe these controls 
are effective and efficient

8. Target/project monitoring
Where projects require continuous risk 
management feedback, internal audit 
can monitor actions and provide comfort 
over the risks associated with achieving 
business objectives by conducting 
interviews and attending Steering 
Committee Meetings. Depending on 
the significance of risks identified 
and project/initiative requirements, 
appropriate responses may include: 

•	 Internal audit representation and 
contribution at Steering Committee 
Meetings

•	 Observing whether risks are being 
identified and proactively mitigated

•	 Management requested engagements 
involving more in-depth auditing 
techniques

9. High level process overview
A control process overview provides 
management with comfort over how a 
process is functioning at a macro level, 
in areas such as Payroll or Treasury. 
It focuses on a process’s key risk and 
controls, using gap analysis to assess the 
design effectiveness of controls rather 
than their operational effectiveness. 
Assessment is based on a variety of 
techniques including:

•	 Interviewing key stakeholders
•	 Documenting process flows 
•	 Identifying control points
•	 Performing walk–throughs
•	 Reviewing process related documents

10. Control framework reviews
Internal audit can review the 
effectiveness and appropriateness 
of a control framework, usually by 
benchmarking against leading practice. 
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For example, a risk management 
framework may be reviewed against the 
ASNZ 4360 standard, the new ISO31000 
standard or Ernst & Young’s Risk 
Management Maturity Model. Examples 
of other frameworks may include: Safety, 
Policy Management or Health & Safety.

‘Complex’ audits
11. End-to-end process audits
An end–to–end process audit gives 
management comfort over a core 
business process that impact multiple 
business units, geographies and/or 
reporting periods. End–to–end process 
audits are typically used by global 
enterprises, where integrated processes 
cut across many locations. Such audits 
are also applicable in organisations 
with high levels of project activity with 
distributed accountability. 

The audit activities focus on how the 
process is managed across different 
areas, focusing on process inter–
dependencies and hand-over controls 
and considering some or all of the 
following:

•	 Beginning-to-end process flows
•	 Process inputs and outputs
•	 Key performance indicators
•	 Critical success factors
•	 Dependencies between business units 

or geographies

Len Gainsford agrees, “The Victorian 
Transport Plan, sets the transport 
priorities for Victoria over the next  
12 years and has significantly increased 
the complexity of the environment in 
which we operate.” he says. “We were 
challenged to provide a way to provide 
“real time” independent assurance and 
reporting over activities undertaken 
as part of the Plan. It’s imperative that 
the end-to-end audit process we are 
undertaking with Ernst & Young gives the 
key decision makers the confidence they 
need to move forward, particularly with 

the tight time frames that we are faced 
with and the public nature of  
our activities.”

12. Deep dives
A deep dive provides management with  
a more in–depth level of comfort over 
both operational and IT controls, 
including the underlying data. Audit 
activities are focused on risks and 
controls at a granular level, with 
substantive transactional testing, 
increased sample sizes and more 
extensive testing procedures.

13. Investigations
In investigations for improper conduct, 
fraud or unethical behaviour, procedures 
are likely to primarily revolve around 
interviewing key stakeholders and 
reviewing relevant documentation — 
under the direction of a suitably qualified 
forensics specialist.

14. Probity audits
Internal audit can act as an independent 
party in managing perceptions relating to 
potential conflicts of interest, for example 
in tendering processes. In this case, 
internal audit will oversee a business 
unit's decision–making process to ensure 
consistency with the organisation’s 
integrity and procurement protocols.

Education
15. Business coaching/education
Internal audit has an opportunity to 
leverage its skills and knowledge by 
working proactively to educate the 
business through training and coaching.  
This may include making presentations, 
hosting round table discussions or 
running training sessions about leading 
practice in fraud awareness, risk 
management and internal controls.  
Program objectives can range from 
raising awareness of key issues, such as 
the importance of having an effective 
control environment, to communicating 
new processes or responsibilities. 

Contacts

Gus Cummings
Oceania Leader of Internal Audit 
Transformation Methodology
Tel: +61 3 9655 2571 
gus.cummings@au.ey.com
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peter.bell@au.ey.com
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Paul Roberts 
Partner
Tel: +64 9 308 1064 
paul.roberts@nz.ey.com

NSW
Mike Purvis 
Partner 
Tel: +61 2 9248 4733 
mike.purvis@au.ey.com

Queensland
Ian Rodin 
Partner
Tel: +61 7 3011 3313 
ian.rodin@au.ey.com

South Australia
Mark Butcher 
Partner
Tel: +61 8 8417 2000 
mark.butcher@au.ey.com

Victoria
Rob Perry
Oceania Risk Leader
Tel: +61 3 9288 8639 
rob.perry@au.ey.com

Western Australia
Iain Burnet 
Partner
Tel: +61 8 9429 2486 
iain.burnet@au.ey.com
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Putting ARC into action
Mike Purvis, Ernst & Young Advisory 
Partner, says the ARC strategies should 
be used in combination to form a 
strategic audit approach tailored to suit 
different organisational requirements and 
risk profiles (refer to Figure 1). 

“The idea is not to rely on a single 
technique, but to mix and match 
depending on what you’re trying to 
achieve. While there may be instances 
where just one audit response is 
sufficient to address a specific risk, 
concern or initiative, you will typically 
need a suite of audit responses to provide 
an adequate level of comfort.”

Audit response

1. Health check/diagnostic

2. ‘Standard’ sample testing audit

3. Project/programme monitoring

4. Pre-implementation review

5. Post-implementation review

6. Compliance audit

7. Risk interviews/verbal advice

8. Project management framework

9. Control process overview

11. End-to-end process audit

10. Control framework review

12. Deep drive

13. Investigation

14. Probity audits

15. Business coaching/education

Iterate scope considering 
factors, reporting 
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Factors impacting audit 
responses include:

Operating environment

Business objectives

Need for assurance

Stakeholders

Known instances of 
non-compliance of fraud 

Regulation of 
industry standards

Risk and contr

Impact on 
financial reporting

Impact on other 
business units

Past results

Reporting requirements

Verbal reporting

Memorandum

Informal/formal 
presentations

Factual findings and 
recommendations

Agreed upon 
proceedures

Negative assurance

Positive assurance

Simon Gray, General Manager — Risk 
& Compliance, General Counsel, at 
the Australian Rail Track Corporation 
Limited, sees the benefit in using the 
ARC to determine their internal audit 
response: “Re-engineering internal audit 
will allow us to influence the strength 
and resilience of our control environment 
in a targeted way. As we move through 
this transformation journey we plan to 
expand the types of audits we perform 
to include more complex end-to end 
efficiency audits. This will enable us to 
demonstrate the real commercial value 
an Internal Audit function can and  
should deliver.”

Figure 1. Using the ARC to determine 
internal audit response

This flowchart illustrates some of the 
factors internal audit teams should 
consider when determining the 
appropriate audit responses.

Staffing models to support new 
internal audit response strategies
Clearly, as the logistical complexity 
of your audit business rises, it will 
require new tools — including scheduling 
systems, documentation, models and 
methodologies — and different skills — 
including high level communications, 
influencing, facilitating, change 
management and project management. 

In global organisations, the new skills 
may include languages. “The biggest 
hurdle in doing an end–to–end process 
audit is often finding a local auditor, 
with a good knowledge of national 
regulations, who can actually talk to the 
people on the ground and gain a realistic 
view of the control environment,”  
says Rob Perry, Ernst & Young  
Oceania Risk Leader.

Figure 1. Using the ARC to determine internal audit response
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Operational skills also become more 
important. “For project monitoring, or 
pre and post-implementation reviews, 
you need knowledge of the operational 
discipline involved, perhaps supply chain 
or logistics.” 

Rob Perry believes internal audit should 
consider innovative options for acquiring 
and changing its skill set.

“Traditionally, people look at recruitment, 
co-sourcing and contracting, but there 
are other alternatives.” 

Rotation/secondment/project support
Short or long–term secondment 
placements will bring individuals with 
specific operational skills within internal 
audit for a defined period of time. 
Alternatively, internal audit can acquire 
skills from the business to assist for 
the duration of specific projects. These 
options offer internal audit access to 
in-depth operational skills. At the same 
time, when the individual returns to the 
business, they will have a more positive 
view of controls and better understand 
the audit role in business activities.  
Effectively, internal audit grooms 
control environment champions who will 
eventually be embedded back into the 
mainstream business.

Both options require a defined link to 
a “Key Talent Development Program” 
to reinforce that this is a positive move 
on individual career paths, developing 
a complementary skill set that will be 
useful on return to the main business.  
Candidates must also be given certainty 
around a clearly defined role to move  
to after the secondment concludes.  
The selection process must consider 
potential conflicts of interest if individuals 
have a prior relationship with an area 
likely to be reviewed.

Skills “seeding”
Another option is to work with HR to 
identify rising talent and then, rather 
than bringing them into internal audit, 
train them while they are still within the 
business. These individuals then commit 
to doing audit work for three to six weeks 
a year, within their skill set, but not in 
their part of the business. This option is 
popular with management, developing 
more rounded, multi-disciplinary people 
with both operational and auditing skills.  
The only downside is that people need a 
refresher course before the next year’s 
audit work, potentially leading to  
double training. 

Optimising the control 
environment
Using the continuum of response 
strategies not only expands the 
capabilities of internal audit, but 
according to Cummings, it is a catalyst 
to “optimising” the efficiency of the 
entire control environment and driving its 
continual improvement.  

“Assessing which response to select 
makes you formally consider the right 
resources, tools and costs — which 
iterates the whole process. It also 
encourages you to look at areas you’re 
auditing from the perspective of the 
whole control environment: business 
processes and systems; management 
self-assessment; internal assurance; 
governance; and behaviours. 
Over time you can make powerful 
recommendations to make your control 
environment much leaner and more 
cost effective, while at the same time 
reducing residual risk.”

Conclusion
The Internal Audit Response Continuum 
offers you the opportunity to expand 
from pure compliance to encompass 
business improvement. It is a great way 
to raise the profile of Internal Audit, 
by giving you common language and 
visibility within the business. Most 
importantly, the ARC strategies can be 
tailored to suit different organisational 
requirements and risk profiles.

Look out for the final article in the 
Internal Audit Transformation journey:

Combined Assurance and the Cost 
of Control — placing Internal Audit to 
influence the development of a balanced, 
risk–focused, cost-effective control 
environment.




