Spotlight
on the CCO
Employees’ loyalty —
performance or risk driver?

Loyalty — the pros and cons from a compliance perspective
In a time when compliance programs are relentlessly under attack from regulators
and being heavily scrutinized for effectiveness, chief compliance officers (CCOs) are
increasingly seeking innovative ways to improve the compliance perception throughout
their companies and to leverage existing policies, procedures and controls to embed
compliance effectively. A key component of a successful compliance program is
knowledgeable professionals delivering exceptional services — only the “human factor”
influences the effectiveness of state-of-the-art compliance programs.
Today’s compliance officer is seeking new solutions to make the compliance program
more sustainable. But how can the corporate culture and loyalty influence the
effectiveness of the program? Does “corporate love” reduce fraud and compliance risk?

Are employees loyal? What current research tells us
MetLife’s 10th annual survey of employee benefits, trends and attitudes released in March
2012 puts employee loyalty at a seven-year low. One in three employees, the survey says,
plans to leave his or her job by the end of the year. According to a 2011 Careerbuilder.
com report, 76% of full-time workers, while not actively looking for a new job, would
leave their current workplace if the right opportunity came along.1 According to Bain &
Company, each year the average company loses 20—50% of its employee base. And based
on research conducted by Columbia University, the cost of replacing a lost employee is
150% of that person’s annual salary.

What makes employees loyal?
As an employer, you need to understand why your employees are emotionally connected
to your business — and it’s generally much more than salaries, training or benefits.
Research shows that emotionally connected employees are the best employees because
they are engaged and productive, and they feel validated and appreciated. Research
further shows that employers typically do just enough to retain the majority of employees;
they train just enough, they offer just enough benefits and they give just enough positive
reinforcement.
C-suite executives are asking:
• How can a company hire or cultivate emotionally connected employees?
• From a corporate compliance perspective, can a company mitigate risks such as fraud
by having their employees fall in love with their organization?
For starters, as the Beatles say, “money can’t buy me love.” Employers cannot just buy off
unhappy employees or expect to get away with abusive behavior and poor management
skills because they pay so well. If money isn’t buying love, then companies can integrate
other variables into their corporate compliance framework that can make their employees
more loyal.

“Declining Employee Loyalty: A Casualty of the New Workplace,” Knowledge@Wharton,
http://knowledge.wharton.upenn.edu/article/declining-employee-loyalty-a-casualty-of-the-new-workplace, 9 May 2012.
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Below are the pillars of loyalty that should be embedded into every company’s
[gjhgjYl][gehdaYf[]hjg_jYe

Pillars of loyalty

Representative illustrations

Embedded at work

• Employees feel the sense of community when their work matches their personality.

DgqYdlqYf\`goalÕlkafoal`l`]^jYm\ljaYf_d]
The fraud triangle is a model for explaining the factors that cause someone to commit occupational fraud.
It consists of three components that together lead to fraudulent behavior:2
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• An employer must give its employees a positive connection to the company and
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Creative outlet

• People want to do work they care about.
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• Employees feel a sense of interdependence with their co-workers or within
their communities.

Rationalization

• Many people choose jobs they love over well-paying jobs they hate — even if they
can barely survive on the pay.
• Employers can create an atmosphere where employees can be themselves and cultivate
l`]k]fk]l`Yll`]ajogjcÕlkafoal`l`]lqh]g^h]ghd]l`]]ehdgq]]kk]]l`]ek]dn]kYk&
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excited and giving them those kinds of challenges and creative outlets.
Respect

• Employees don’t want to feel expendable or replaceable.
• Employees want to feel secure in their jobs and to know that, barring any major catastrophe,
they’ll have a job tomorrow.
• If employers want loyalty from their employees, they have to be loyal to their employees.
 =ehdgq]jkemklÕf\YoYqlgj][g_far]Yf\Y[cfgod]\_]]Y[`]ehdgq]]Ìkaf\ana\mYdalq
and value to the team.
• A few ways employers can respect employees and make them feel safe include noticing
aehjgn]e]flk$_anaf_j]_mdYj]f[gmjY_]e]fl$Z]af_gfYÕjkl%fYe]ZYkakYf\
regularly thanking their employees.

Community

• The sense of connection with co-workers and managers and the feeling of being a part of a
greater good are powerful motivators for employees to want to stay.
• Employees feel committed to a job when they enjoy the company of those they
work around and feel as if they are part of a valuable network.
• Employers need to remember that employees are also people and that
meaningful human interactions are healthy and necessary for everyone.

Pay

Opportunity

Rationalization

Pressure

H]j[]an]\ghhgjlmfalq\]Õf]kl`]
method by which the crime can be
committed. The person must see
some way he can use (abuse) his
hgkalagfg^ljmkllgkgdn]`akÕfYf[aYd
problem with a low perceived risk of
getting caught.

The vast majority of fraudsters are
Õjkl%lae]g^^]f\]jkoal`fg[jaeafYd
past; they do not view themselves
as criminals. They see themselves
as ordinary, honest people who are
caught in a bad set of circumstances.
Consequently, the fraudster must
justify the crime to himself in a
way that makes it an acceptable or
bmklaÕYZd]Y[l&
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is what motivates the crime in the
ÕjklhdY[]&L`]af\ana\mYd`Ykkge]
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to solve through legitimate means,
so he begins to consider committing
an illegal act, such as stealing cash
gj^Ydka^qaf_YÕfYf[aYdklYl]e]fl$
as a way to solve his problem. The
ÕfYf[aYdhjgZd]e[YfZ]h]jkgfYd
(e.g., he’s too deep in personal
debt) or professional (e.g., his job or
business is in jeopardy).

It is also critical that the fraud
perpetrator be able to solve his
problem in secret. Many people
commit white-collar crimes to
maintain their social status. For
instance, they might steal to conceal
a drug problem, pay off debts or
acquire expensive cars or houses. If a
perpetrator is caught embezzling or
^Ydka^qaf_ÕfYf[aYdaf^gjeYlagf$l`ak
will hurt his status at least as much as
the underlying problem he was trying
to conceal. So the fraudster not only
has to be able to steal funds, he has to
be able to do it in such a way that he
will likely not be caught and that the
crime itself will not be detected.

Common rationalizations fraudsters
use include:
• “I was only borrowing the money.”
• “I was entitled to the money.”
• “I had to steal to provide for
my family.”
• “I was underpaid; my employer
cheated me.”
• “My employer is dishonest to others
Yf\\]k]jn]\lgZ]Ö]][]\&Ê

Examples of pressures that commonly
lead to fraud include:
• Inability to pay one’s bills
• Drug or gambling addiction
• Need to meet earnings to sustain
afn]klgj[gfÕ\]f[]
• Need to meet productivity
targets at work
• Desire for status symbols such as
house or nicer car.

 O`ad]eglanYlgjkdac][geemfalqYf\]eglagfYd`]Ydl``Yn]Yf]^^][lgf]ehdgq]]dgqYdlq$
employers cannot overlook the fact that just as they are in business to make money,
so are their employees.
 Gf]g^l`]Z]kloYqklgafkhaj]dgqYdlqaklg_an]]ehdgq]]kl`]lqh]g^[geh]fkYlagf$
af[dm\af_hYqYf\Z]f]Õlk$l`Yll`]q[YfÌl]YkadqÕf\Yfqo`]j]]dk]&
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Donald R. Cressey; credited with the theory of the “fraud triangle.”
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and loyalty of its employees?
Let’s consider those employees who feel like they’re not in the position that they deserve, or they got passed
over for that promotion that they felt was earned or that raise they felt was justified. These employees would
have an easier time rationalizing any theft or fraud, since they felt entitled to the money that their employers
cheated them out of. Let’s now add an element of those same employees feeling bogged down with mortgages
and other debts. Now, in addition to being able to explain away and justify their actions, they are also feeling
pressure to commit an illegal act because they have financial problems. All these employees need now is the
opportunity to manipulate the system — for example, if they are an accounts payable clerk and circumvent the
vendor and invoice approval process, raise false invoices, and pocket the cash because they feel they deserve it.

O`]j]\gl`]haddYjkg^dgqYdlqÕlaflgl`][gjhgjYl][gehdaYf[]^jYe]ogjc7
A Wharton management professor, Matthew Bidwell, divides the term “employee loyalty” into two parts: “One
piece is having the employer’s best interests at heart. The other piece is remaining with the same employer
rather than moving on.” 5 Employers can strive for cultivating employee loyalty by integrating the five pillars of
loyalty into a corporate compliance framework. Organizations should consider updating their Business Integrity
& Corporate Compliance (BI&CC) framework models to start accounting for employee loyalty.

According to a study conducted by the Association of Certified Fraud Examiners (ACFE), approximately 77%
of frauds were committed by individuals working in one of seven departments: accounting, operations,
sales, executive/upper management, customer service, purchasing and finance.3 In this hypothetical
situation, these employees would now have the sufficient pressure, opportunity and rationalization to commit
occupational fraud.

The EY Business Integrity & Corporate Compliance Framework
Mission and values

Strategy

Aside from using the fraud triangle to explain how fraud can occur in a corporation, employers can use the
fraud triangle proactively in their corporate compliance framework. In addition to confirming there are adequate
internal controls and monitoring of those controls in place to prevent, detect and respond to risks of fraud, a
company can now also win their employees’ love to reduce the pressure and rationalization of committing fraud.
The answer is simple: the employees that “love their company” are the least likely to commit fraud and theft.

Tone at the top

Effective and aligned compliance activities
Board oversight/management responsibility
Integrity and compliance organization
Prevent

Detect

Respond

Compliance risk assessment and monitoring

L`]jakcg^Z]af_lggdgqYd

People

Can an employee misunderstand their dedication to an organization and commit “corporate misconduct”
because they want to help their company? How loyal is too loyal?

Process
Data

Humans often act solely in their self-interest, and too often they ignore rules and regulations, and even basic
standards of human decency. But organizations have norms — they have rules, regulations, policies and
procedures, and most have core values. They have legal, compliance and risk management staff. Why aren’t
these enough to make unethical or illegal organizational behavior rare? The answer: it’s the culture. Many
organizations have environments that foster improper behavior. These environments are usually created over
many years, often resulting from who leads the organization, what they value and how they act. There are
several specific organizational qualities that, at minimum, increase the chance of illegal or unethical behavior
and may even cause it.

Code of conduct

Speaking up and
[gfÕ\]flaYdj]hgjlaf_

Incident and
case management

Policies, procedures,
processes and controls

Third-party diligence

Investigation

Education and advice

Monitoring, reviews
and auditing

Corrective action

Incentives

Data analytics

Remediation

Systems

Corporate
governance

Integrated risk and
compliance functions

Operational
excellence

Internal and external communication/program reporting
Requirement management and implementing processes
Program evaluation and compliance sustainability
Strategy and support functions

In some cases, the organization becomes more than a place to work. It becomes the center of life itself, with
employees becoming blindly loyal to the organization or, more commonly, to specific people within it. These
people can tend to behave like cult members. They blindly follow the direction of others, regardless of whether
the direction is appropriate. Questioning is frowned upon and is seen as disloyalty that must be punished by
expulsion from the group. Cult-like organizations are devoid of any self-critical review or improvement. The
mantra is: “Of course whatever management directs us to do is proper; if it weren’t, we wouldn’t have been
asked to do it!”4
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Culture

Operations and business units

Engaged and accountable employees
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Summary of Findings: 2014 Global Fraud Survey, Association of Certified Fraud Examiners, www.acfe.com/rttn-summary.aspx, accessed July 2015.
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“The seven deadly sins of unethical organizations,” Compliance & Ethics Professional,
www.corporatecompliance.org/Portals/1/PDF/Resources/Compliance_Ethics_Professional/0414/scce-cep-2014-04-Cross.pdf, April 2014.
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How EY can help
Our Business Integrity & Corporate Compliance offering provides a practical way approaching improvements in your
effectiveness and sustainability of your integrity and compliance program — from limited engagements involving a
focused assessment of a single component, to those where we provide a full range of advisory services. Specifically,
we provide:
• Compliance risk assessments that help management identify and prioritize the company’s significant integrity and
compliance risks, including emerging “frontier” issues.
• Integrity and compliance performance assessments that independently consider the design of the company’s
compliance infrastructure, including the compliance function, structures, people, processes and entity-level
controls; compare compliance infrastructure to leading practices, and identify improvement opportunities. EY uses
the Business Integrity and Corporate Compliance maturity model tailored to address the needs of your organization.
• Integrity and compliance program implementation and improvement services that assist you in developing and
implementing a plan, as well as core elements and initiatives to mitigate specific compliance risks or to strengthen a
company’s integrity compliance infrastructure. These services also include integrity diligence services (compliance
due diligence and transaction support), proactive data analytics services and fraud investigations/
investigation readiness services.
• Compliance sustainability and monitoring help management develop and execute a plan to evaluate and monitor
the operation of the company’s controls to manage compliance risks as well as integrating integrity and compliance
in the day-to-day business operations.

Contact details
For more information concerning our services, please contact our Fraud Investigation & Dispute Services area leads:
Global Leader

Regional Leaders

David Stulb
+44 20 7951 2456

Brian Loughman
Americas
+1 212 773 5343

John Smart
Northern Europe
+44 20 7951 3401

Michael Adlem
Middle East
+971 4701 0524

Chris Fordham
Asia Pacific
+852 2846 9008

Ricardo Norena
Western Europe
+34 91 572 5097

Arpinder Singh
India
+91 22 6192 0160

Ken Arahari
Japan
+81 3 3503 1100

Stefan Heissner
Central and
Eastern Europe
+49 211 9352 11397

Charles De Chermont
Africa
+27 11 502 0426

EY | Assurance | Tax | Transactions | Advisory
About EY
EY is a global leader in assurance, tax, transaction and advisory services.
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in the capital markets and in economies the world over. We develop
outstanding leaders who team to deliver on our promises to all of our
stakeholders. In so doing, we play a critical role in building a better
working world for our people, for our clients and for our communities.
EY refers to the global organization, and may refer to one or more, of
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separate legal entity. Ernst & Young Global Limited, a UK company limited
by guarantee, does not provide services to clients. For more information
about our organization, please visit ey.com.
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