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An international regulatory push for
enhanced risk governance
The recently released, revised Corporate Governance Principles for Banks 1 (Principles),
from the Basel Committee on Banking Supervision (BCBS), highlights the shift in regulatory
expectations for enhanced risk governance globally. In the words of the BCBS, “the revised
guidance emphasizes the critical importance of effective corporate governance for the safe
and sound functioning of banks.” The Principles build on recent work by the Financial
Stability Board (FSB) 2 and various regulatory and international agencies following the
financial crisis. 3

Judy Vas

The Principles stress “the importance of risk governance as part of a bank's overall
corporate governance framework and promote the value of strong boards and board
committees together with effective control functions.” 4 An important objective was “to
emphasize key components of risk governance such as risk culture, risk appetite and their
relationship to a bank’s risk capacity.” 5 The guidance calls on national supervisors to
strengthen their ability to assess the effectiveness of a bank’s risk governance and risk
culture.
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►
►

Higher expectations for boards collectively and directors individually, notably a broader
oversight role and a more systematic approach to director selection
A much stronger focus on the need for fully functioning three lines of defense,
particularly frontline and individual accountability, second-line risk aggregation and
high-quality third-line assurance
An elevated focus on conduct risks and risk culture
More detailed expectations of boards and management with regard to key, new
regulatory requirements, such as subsidiary governance, stress testing and outsourcing

In light of emerging regulatory guidance (such as the Principles), as well as investor
demands for more effective controls, EY’s Risk Governance 2020, which include a series
of white papers, focuses on helping banks navigate their risk governance journey over
the coming years. 6

Higher expectations for boards collectively, and
directors individually
The Principles reflect the broadening of non-executive-director roles that has taken place in the years following the
financial crisis. 7 Notably, more focus is placed on the board’s role in:
►

►

►

►

Risk oversight, including the need to establish and oversee adherence to the bank’s risk appetite statements
(RAS), risk policy and risk limits
Approving and overseeing the implementation of the bank’s capital-adequacy assessment process and capital
and liquidity plans
Selecting and evaluating the performance of the CEO, key members of senior management and the heads of
the control functions
Overseeing conduct risks, risk culture and compliance

Board composition is addressed in more detail, with greater emphasis on qualifications and skills required by board
members, as well as the need for an effective approach to selecting, recruiting and training new directors.
Reflecting a broader global regulatory focus on board effectiveness, there are higher expectations for board,
committee and director performance evaluations. In this context, the Principles offer guidance to supervisors on
evaluating the effectiveness of bank governance in their ongoing supervisory process, and recommend
supervisors routinely meet with non-executive directors and senior executives. Such interactions were relatively
scarce pre-crisis.
The Principles highlight the central role of board committees, with expanded guidance on the roles, responsibilities
and composition of core committees, particularly audit and risk. The revised Principles highlight several additional
audit committee roles, including framing policy on internal audit and financial reporting and reviewing third-party
opinions on the effectiveness of the overall governance framework. The Principles also note that risk committee
oversight should include discussion of all risk strategies on an aggregated basis and by risk type, and the
implementation of processes to promote adherence to the bank’s risk appetite and risk policies.
Principle 4 clearly articulates senior management’s role in enabling timely and accurate reporting to the board so
it can carry out its role effectively. This includes changes in business strategy and risk appetite, the bank’s
performance and financial condition, breaches of risk limits or compliance rules, internal control failures and legal
or regulatory concerns.
Implications for banks:
►

Boards should review their governance structures, such as committee mandates and working protocols,
committee structures, overlaps and coordination, and the approach to board and committee evaluations. Board
and committee composition should be reviewed in light of current needs and expectations to have the requisite
skills and competences. This will allow firms to ensure they are in line with global best practice, and directors
are effectively discharging their expanded and demanding oversight duties.

A much stronger focus on the need for fully functioning
three lines of defense
Reflecting a global regulatory shift, the Principles put significant emphasis on the need for a fully effective threelines-of-defense model. 8 Risk management, compliance and internal audit were addressed in the 2010 Principles,
but the revised Principles stress the fact that these functions are part of a broader, integrated risk and control
model: “… each of the three lines has an important role to play.” 9 Expanded guidance is offered on each function,
as well as the front line.
The Principles call for:
►

►

►

►

►

Frontline and senior management accountability. Notwithstanding the need for enhanced second- and thirdline effectiveness, the Principles clearly put the onus on frontline management of risk, financial and
nonfinancial: “The business line — the first line of defense — has ‘ownership’ of risk, whereby it acknowledges
and manages the risk that it incurs in conducting its activities.” 10 This underscores a broader global regulatory
emphasis on frontline and individual accountability, as seen in past FSB reports and specific guidance, such as
the Prudential Regulatory Authority’s Senior Management Regime 11 and the Office of the Controller of the
Currency’s Heightened Standards. 12 The Principles also highlight the role of senior management accountability
in this context: “[S]enior management should implement business strategies, risk management systems, risk
culture, processes and controls for managing the risks — both financial and non-financial — to which the bank is
exposed and concerning which it is responsible for complying with laws, regulations and internal policies.” 13
Strengthened risk management. The Principles expand guidance on the risk function, including a greater
emphasis on the need for robust risk appetite frameworks, in line with 2013 FSB guidance. 14 Adherence to the
risk appetite should be monitored on an ongoing basis, with early warning triggers in place to avoid breaching
related limits. The effectiveness of the risk appetite framework should be evaluated periodically. The Principles
note that banks’ RAS should “include qualitative statements to address reputation and conduct risks as well as
money laundering and unethical practice.” 15 The board’s essential role in overseeing risk management is
highlighted to a greater degree, with specific guidance on the board’s or risk committee’s role in selecting,
evaluating, compensating and firing the chief risk officer (CRO).
Enhanced compliance. The guidance dedicates Principle 9 to compliance, viewing it as a “key component of the
bank’s second line of defense.” 16 Prior guidance referred to internal controls, but little on compliance
specifically. The revised Principles highlight a significant role for compliance, including advising the board and
senior management, and employees at large, on compliance matters, training, and in “supporting corporate
values, policies and processes that ensure that the bank acts responsibly and fulfils all applicable obligations.” 17
The compliance function requires sufficient authority, statute, independence and resources to succeed.
Nonetheless, the board and management remain accountable for compliance.
Stronger internal audit. The central role of internal audit is elevated. Principle 10 requires internal audit to
conduct periodic assessments of the effectiveness of the risk management and compliance functions; the
quality of risk reporting to the board and senior management; and the effectiveness of the bank’s system of
internal controls. As with the CRO role, the Principles highlight the critical role of the board or audit committee
in selecting, evaluating and firing the head of internal audit.
Effective risk-data systems. In line with Principles for effective risk data aggregation and risk reporting, 18 the
new Principles emphasize the need for the risk management infrastructure — including data infrastructure, data
architecture and information technology infrastructure — to be adapted over time to “keep pace with
developments such as balance sheet and revenue growth; increasing complexity of the bank’s business, risk

configuration or operating structure; geographical expansion; mergers and acquisitions; or the introduction of
new products or business lines.” 19
Implications for banks:
►

►

►

Banks should review their three-lines-of-defense structure to ensure it enables strong front line accountability
for risk, effective oversight of aggregate risk in the second line, and high quality assurance in the third line. A
core focus should be on the management of nonfinancial risks, such as IT, legal and conduct risks, where the
lines of defense may not be as clearly articulated as they are for financial risks.
With active board oversight, banks should review the talent and resources assigned to the three lines,
particularly risk, compliance and audit. A central focus should be the depth of executive-level succession
planning in these areas.
Banks should re-evaluate their risk management information systems to ensure they are appropriate for
current, emerging risk-data needs.

An elevated focus on conduct risks and risk culture
International and domestic regulators have placed much more focus on culture and conduct risks over the past few
years, in light of continued control failures and significant fines and settlements. The Principles emphasize this
shift, with culture referenced more than 10 times more often than in the 2010 Principles. 20 The revised version
incorporates 2014 FSB guidance on risk culture. 21
The Principles highlight the need to:
►

►

►

►

►

Define conduct risk. The Principles expect “board members and senior management … to define conduct risk
based on the context of the bank’s business.” 22 Such risks include consumer protection, wholesale and
corporate matters (e.g., conflicts of interest) and market conduct. 23
Reinforce corporate culture. 24 The Principles highlight the critical role of boards in reinforcing corporate
culture, tone at the top, ethical behavior and risk awareness across the organization. Senior management has a
central role, too, in establishing and modeling the right behaviors, in implementing robust risk-and-control
frameworks, and in promoting accountability and transparency throughout the bank.
Define, monitor and report on risk culture. Boards are viewed as responsible for establishing the firm’s
corporate culture and values, for ensuring processes and policies are in place to enforce the culture, and for
ensuring that the values are communicated effectively. The Principles state that the risk committee is
responsible for reporting on the state of risk culture within the bank.
Enable effective escalation. Greater emphasis is placed on the need for bank corporate values to promote
“timely and frank discussion and escalation of problems to higher levels within the organization.” 25 This
includes encouraging and enabling employees to escalate concerns without reprisal. Such escalation should be
set within a culture that promotes risk awareness and encourages open communication and challenge about
risk-taking.
Link compensation and risk. The Principles further underscore the need for effective processes to link
compensation with risk-taking and require boards to “oversee the bank’s approach to compensation, including
monitoring and reviewing executive compensation and assessing whether it is aligned with the bank’s risk
culture and risk appetite.” 26

Implications for banks:
►

►

Firms should review their approach to identifying, measuring, monitoring and mitigating conduct risk and their
approach to systematically evaluating and reinforcing risk culture. The board and risk committee role in
conduct and culture should be reviewed to ensure directors are appropriately engaged on the important
matters.
Approaches to evaluating incentives from a risk perspective should be expanded beyond financial
compensation to nonfinancial incentives and performance management systems, as well as recruitment,
training, promotion and disciplinary processes. Board compensation and risk committees should rigorously reevaluate compensation and relevant human resource processes from a risk perspective.

More detailed expectations of boards and management with
regard to key new regulatory requirements
The role of the board has expanded materially post-crisis as new regulatory requirements stress the need for
board or committee review and effective challenge.
The Principles highlight three critical areas:
►

►

►

Effective organizational governance from parent to subsidiary to legal entity. In a post-crisis world of
recovery and resolution planning, the Principles place greater emphasis on requirements for effective
governance processes at the group, subsidiary and legal-entity level. At the group level, the Principles require
group boards to establish a group structure that delineates clear roles and responsibilities, includes processes
to identify and manage material risks at each level and intragroup conflicts of interest, and includes appropriate
subsidiary board and management structures. Subsidiary level governance structures should include robust
and independent risk management and control processes and connect appropriately with group governance
structures. The Principles highlight the balancing act firms have to manage: sufficiently distinct and
independent subsidiary governance, but with significant alignment with the group strategy, risk governance
framework and corporate values. Overall, the governance structures should “maintain an effective relationship
with both the home regulator and, through the subsidiary board or direct contact, with the regulators of all
subsidiaries.” 27
More robust use and integration of stress testing. The guidance expands on the role of stress testing within
banks. Stress tests and scenario analysis are actively promoted as important, ongoing management tools, not
just periodic capital adequacy exercises for regulators. In line with the feedback large banks have been
receiving from their regulators over the past few years as they have conducted periodic regulatory stress tests,
the Principles underscore that stress tests should not be viewed in isolation: “Test results should be
incorporated into the reviews of the risk appetite, the capital adequacy assessment process, the capital and
liquidity planning processes, and budgets. They should also be linked to recovery and resolution planning.” 28
Hence, more integrated stress testing processes are required. The role of the board in providing an effective
challenge to the scenarios and models, and to periodically review stress test results, is highlighted.
Effective analysis and oversight of outsourcing risks. The Principles require risk management to have a
material role in determining the risks associated with outsourcing and in analyzing the outsourcer’s ability to
manage risks and comply with legal and regulatory obligations. The guidance requires banks to critically assess
their risk management, legal and regulatory compliance, information technology, business line and internal
control functions to ensure they have adequate tools and expertise to measure and manage outsourcing risks.
Globally, prudential regulators have more rigorously assessed banks’ outsourcing arrangements, especially in
those areas viewed as critical to the firms’ critical operations or that may inhibit orderly resolution.

Implications for banks:
►

►

►

Banks need to review their group, subsidiary and legal entity structures, with a view to enabling the appropriate
level of group and local level board and management oversight, risk management, control structures and
information flows, and to ensure severability or resolvability in times of severe stress.
Banks should review their approach to stress testing to ensure it is sustainable (and less cumbersome to
execute each year), integrated with other key management processes, such as risk identification frameworks,
used for risk management as well as regulatory purposes, and has appropriate board level oversight and
challenge.
Banks should review their outsourcing arrangements, particularly as they relate to their capabilities to assess,
monitor and manage outsourcing risks.

The time to act is now

****

The call for action by regulators for more robust risk governance requires a prompt response by boards and senior
management. Prompt action not only meets regulators’ — and, increasingly, shareholders’ — demands for
improved corporate governance, but also makes good business sense. Ultimately, significant rewards can be
reaped when firms are better managed and controlled, such as capturing market opportunities faster, properly
pricing risks and avoiding unnecessary risks.
The regulatory focus is set to grow. As the FSB noted in its May report on global supervisory practices for
systemically important banks, “it will be critical that supervisors ensure that institutions’ approaches to risk
governance, risk appetite, and risk culture promote sound risk management that acts as an adequate defense
against excessive risk taking. Supervisors must be prepared, and empowered, to act when this is not the case.” 29
Therefore, it is essential that work start today. The Principles highlight that meeting broader and more demanding
expectations will be a journey for each firm. While the task ahead is formidable, firms will rise to meet this
challenge if they are to promote growth, long-term profitability and their overall competitiveness.
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► Risk Governance 2020 offers a broad set of perspectives on how large financial institutions can
successfully transform their governance approach to meet higher regulatory and investor expectations
and to govern and manage firms more successfully.
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