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Identifying the risks that
matter most today and in
a new energy world
The power and utilities (P&U) sector is
transforming toward a future state that will be
cleaner, more decentralized and increasingly
digital. How utilities succeed in making this
transition will depend on how effectively they
manage their most important risks. But it will
take a truly enterprise-wide effort to build an
integrated, agile and resilient risk operating
model that is fit for the 21st century challenges
of the P&U sector.
An essential first step on this journey is to
advance strategic thinking around the internal
and external drivers of disruption and change
across the enterprise. This is the goal of our
Risk Pulse Survey, which captures insights
from leading P&U executives worldwide on the
risks that are most important to them and the
strategies they are implementing to respond to
those risks. The Risk Pulse Survey also assesses
the effectiveness of these strategies in managing
disruption across strategic, operational, financial
and compliance risk categories as we transition to
a future energy world.

Managing the most
important risks will enable
the future utility
These risks, among others, are only expected to
become increasingly important. Responding to
strategic risks will be critical in order for utilities
to develop new and innovative business models
to succeed. Improving agility and resilience to
manage operational risks from catastrophic
events will be necessary, as the frequency of
such events is expected to increase.

Top risks in P&U
EY researched leading utilities across the
globe to identify a set of top risks across
four risk categories: strategic, operations,
financial and compliance. Our subsequent
survey of 50 senior P&U executives then
ranked these risks in terms of criticality
today and how important they expect
them to be in a new energy world. Do your
top five most critical risks match those of
your peers?

 usiness interruption from
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cyber attack, storms and
catastrophic events
The 2017 Atlantic hurricane season is
only the most recent headline-grabbing
example of how catastrophic storms impact
utility operations. In addition to natural
disasters, the growth of digital technologies
and data-driven services is expanding the
attack surface for cyber threats across the
P&U ecosystem.

 egulatory or rate changes
2 R
impacting the cost recovery
of assets
The industry has been defined by stable,
predictable returns on regulated assets.
However, cost-of-service rate strategies
based on capital-intensive asset expansion
have become harder to justify as the growth
in energy demand slows in many mature
markets. Yet most regulatory frameworks
do not provide the right financial
incentives to invest in new innovation
and digital technologies.

 ise of distributed energy
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resources (DERs)
The increasing deployment of DERs has
blurred the lines between P&U customers
and competitors. Distributed generation
sources and batteries operating in parallel
to the grid are becoming increasingly
economical, making the prospect of
grid independence increasingly feasible.
Utilities that rely on a centralized power
supply over large networks risk becoming
disintermediated from their customers.

 nergy and environmental
4 E
regulation
Government policies around the world
are leaving utilities struggling to
navigate complex, changing energy
and environmental policies, as well as
regulatory requirements with global,
regional, national and local dimensions.
The ongoing uncertainty surrounding
climate policy, carbon pricing and
regulatory demands consumes valuable
resources and limits the effectiveness of
long-term utility resource planning.

 hanging customer demands
5 C
and expectations
Utilities often have little knowledge of what
customers want or need from their service
providers. Today’s empowered customers
are more engaged, informed and connected
than ever before. They demand more choice,
different products and better service,
posing a significant risk to utilities that don’t
respond to these expectations.
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Financial risks will intensify as pressure increases
on revenues in mature markets, forcing utilities to
seek new growth opportunities. Against this backdrop,
compliance risks will pose greater challenges as
utilities transition from traditional energy generator,
distributor and supplier to innovative service provider.

Top two risks by category
80%

Rise of DERs

76%

Changing customer
demands and
expectations

82%

Business interruption
from cyber attack,
storms and
catastrophic events

62%

Aging
infrastructure

86%

Regulatory or rate
changes impacting
cost recovery of
assets

78%

Credit rating and
financing

88%

Energy and
environmental
regulation

80%

Health and safety
(public, employees,
workers and
contractors)

In responding to their most important risks, utilities
will need to:

Establish a risk-enabled culture with
exceptional leadership
Effective risk management starts at the top. It is
critical that the proper oversight and accountability
exist at board and executive levels. Leaders should
establish clear communication and direction, and
set a good example in raising awareness of risk
being everyone’s responsibility.

Assess risk appetite and tolerance
The rapid rise and evolution of DERs, the digital
grid and enabling technologies creates compelling
opportunities for utilities to explore new revenue
streams and develop sustainable business models
to succeed in a future energy world. Utilities need
to balance these opportunities against associated
and mounting risks.

Adopt an integrated and agile three lines
of defense model
Confusion surrounding roles and responsibilities
may contribute to a less effective risk management
environment. As a result, the amount of money
utilities are spending to monitor risk is staggering.
Integration, alignment and coordination across the
three lines of defense presents an opportunity for
utilities to improve effectiveness, efficiency and
coordination of enterprise-wide resources.

Manage the risk, not the compliance

Data represents % of respondents that ranked these risks in their top three by category.

Percentage of respondents that say risk will become
more or much more important
Business interruption from cyber attack,
storms and catastrophic events
Changing customer demands
and expectations
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69%

Energy and environmental regulation

54%

Regulatory or rate changes impacting
cost recovery of assets

53%

Credit ratings and financing
Aging infrastructure
Health and safety

Focus on new innovation

Contact us to find out how EY can help your
organization develop the agility to adapt and the
resiliency to respond to your most important risks.

72%

Rise of DERs

Compliance management is not risk management.
However, effective risk management enables the
utility to respond faster to changing regulations
and demonstrate compliance.

A more agile risk management framework allows
utilities to evolve and improve over time, respond
to changing circumstances and take advantage of
the cost reduction opportunities that innovative
technology investments present.

80%

Strategic risk

Operational risk

33%
30%
22%
Financial risk

Compliance risk

What are your most important risks and how do they compare with our findings?
For more EY Risk Pulse Survey results and insights, please visit www.ey.com/riskpulse.
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