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Demand growing  
across the board 1

Current and emerging risks are converging to create 
greater urgency for organizations to use FDA. 
Cybercrime, insider threats and aggressive  
regulatory pressure make FDA a growing  
priority for boards and senior management.
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Concerns about cyber and insider threat extend across industries. Nine out of nine 
industries rate the threat of external and internal cyber breaches as their top risk.

This strong consistency in the perception of cyber threat is not surprising now that cyber 
attacks (both internal and external) are a fact of life for business, posing a dynamic, 
relentless challenge for leading companies. With a growing imperative to protect digital 
assets — not just physical ones — our respondents see FDA as playing a critical role in 
managing a broader spectrum of risks. Interestingly, “cyber breach or insider threat” is the 
second-highest risk area where 70% of respondents are using FDA. “Internal fraud” risk, an 
area that has long been managed using FDA, was ranked as the top use case at 77%.

Figure 2. Perceived risks by industry — the percentage of respondents who have seen the increased level of risks
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A maturing  
FDA landscape 2

Many organizations are increasing their focus on FDA deployment, 
with increased spending on advanced tools and proactive monitoring 
of larger volumes of data. However, some are failing to recognize 
that the value FDA can bring to anti-fraud programs goes beyond  
just detection and investigation.
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Case studies

Proactive fraud risk  
assessment and testing

Financial  
statement audit

Risk review of distributor 
management system
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FDA deployment:  
what are the  
key hurdles? 3

To realize FDA’s full potential, organizations need to deploy 
the right technology and develop new skills. But to justify the 
investment required on both fronts, FDA proponents must be able 
to articulate a business case that demonstrates the full value chain 
of FDA.
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What does good  
look like? 4

Not every organization is getting the full spectrum of value from FDA, 
but the ones that are have a number of elements in common. They are 
more likely to use advanced FDA tools that enable them to analyze larger 
volumes of data from a wide range of data sources, both structured 
and unstructured. They put a higher percentage of their total anti-fraud 
program spend into FDA, and they tend to focus on proactive activities, 
not just reactive ones.
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���|  Agree �|  Disagree

Survey respondents who say they are currently getting 
positive results or recoveries from their FDA tools are 
more likely to: 

01 Use advanced technology 
Companies that successfully deploy FDA harness sophisticated analytics tools. A much 
higher percentage of those who report positive results are using social media, web 
monitoring and visualization tools.

02 Analyze large data volumes
More powerful analytics tools allow organizations to analyze more data, both in terms of 
volume and variety. Our survey shows a high correlation between reports of positive results 
and the use of large data volumes. Seventy-nine percent of those reporting positive results, 
versus 11% of those who don’t, are using more than 10 million records, which are typically 
outside the domain of spreadsheets and thus require more sophisticated tools for analysis. Of 
those who are not seeing positive results with FDA, data volume analyzed is low, with only a 
small minority of respondents analyzing more than 1 million records. Companies are likely to 
see better results from their FDA tools when they start applying them to more of their data.

Figure 12: The use of advanced FDA technologies

Figure 13: Data volume used in FDA
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���|  Agree �|  Disagree

“�We currently get positive results  
or recoveries from the FDA tools  
that we use.”

56%
agree

Q. �What tools do you utilize in managing fraud risk?
Base: Among all respondents (665), 56% (370) agree and 21% (140) disagree that “We currently get positive 
results from the FDA tools that we use.”

Multiple answers allowed, may exceed 100%.

Q. �What data volume (in records) do you typically work with in your FDA tasks?
Among all respondents (665), 56% (370) agree and 21% (140) disagree that “We currently get positive results 
from the FDA tools that we use.”

Multiple answers allowed, may exceed 100%.
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