
How can a platform 
approach for 
cybersecurity reduce 
costs and streamline 
compliance efforts?

Despite tighter economic conditions 
and budgetary constraints, business 
leaders are still expected to protect 
the enterprise against persistent cyber 
threat actors while fully complying 
with an ever-growing list of regulatory 
requirements. These challenges can 
be exaggerated by accumulating 

overspecialized and duplicative tools that 
add cost and complexity. Instead, leading 
companies are turning to consolidated 
data protection platforms to remove 
duplicate tools, reduce reliance on highly 
specialized resources and increase 
program agility to engage the ongoing 
barrage of regulatory requirements.



•	Leading companies are finding significant 
business value by migrating from a fragmented 
cybersecurity toolset to a consolidated data 
protection platform.

•	Asking the right questions is the first step 
in increasing enterprise cybersecurity while 
also reducing costs, simplifying regulatory 
compliance and increasing agility.

According to the World Economic Forum: “Global 
cybersecurity and privacy regulations, while well-
intentioned and seeking to contribute to the daily 
onslaught of emerging threats … creates complex 
and costly processes for compliance obligations 
across industries and makes it difficult for new 
innovators to become cybersecure.” The cost of 
managing a complex attack surface, the scale and 
complexity of the cybersecurity tech stack and a 
skills gap are driving leaders to search for answers.

In brief

The hidden costs of specialization

Significant changes in the business and technology 
landscape have led organizations to accumulate 
specialized tools to manage newer use cases. 
The average large company commonly consumes 
100 security products from 35 or more vendors.  
The result is a fragmented, and often redundant 
toolset that requires maintenance by a substantial 
operations team. When comparing point solutions, 
highly specialized tools look favorable on paper, 
but many desiring “best-of-breed” overlook the 
impact to operational overhead and total cost. 
Each incremental tool adds complexity and 
additional points of failure, increases skill set 
requirements and lowers program agility. Frequent 
business and regulatory changes require constant 
tool reconfiguration and adjustment, bringing 
organizations face to face with the actual cost of 
their hybridized toolset.

The average large company 
commonly consumes 100 
security products from 35  
or more vendors.



Driving efficiency and security through tool reduction

However, there is good news. The EY 
organization has helped organizations across 
multiple industries, achieving average savings 
of 10%-20% on cybersecurity tool licensing 
costs, while occasionally realizing savings of up 
to 35% annually.  For other larger companies 
annual cost reductions are in the millions. 
Cybersecurity tool reduction is another key 
metric. In recent engagements we have helped 
clients reduce the number of tools by an 
average of 24%, while maintaining the same 
degree of security.

The EY organization helps companies operating 
in a Microsoft 365 E3 or E5 environment 
generate these benefits by transitioning from 
a fragmented cybersecurity toolset to a cyber 
strategy that leverages Microsoft Purview and 
other Microsoft-integrated technologies. The EY 
organization has a proven and dedicated cyber 
team with deep experience in helping companies 
implement and operationalize Purview to 
reduce the cost and complexity of cybersecurity 
programs while maintaining compliance. 
With a clear picture of both the legacy tools 
deployed and the latest developments in the 
interconnected Microsoft environment, EY 
professionals provide a full view of which 
features have direct parity, partial coverage or 
are truly gaps to help ensure the development 
of realistic and executable cost takeout plans 
that avoid surprises while improving the full 
scope of security.

Potential results

24%
reduction in number of tools while 
maintaining same degree of security
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