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SECOND ANNUAL EY/IIF GLOBAL
INSURANCE RISK MANAGEMENT SURVEY

Executive
summary

The second annual EY-IIF (Institute for International
Finance) survey of chief risk officers (CROs) in

the insurance industry highlights both the need

for CROs to be more deeply involved across all
aspects of the business and to take bold, creative
actions to protect their firms against a broad range
of risks. Beyond navigating an ever-evolving risk
landscape, the results suggest that CROs are doing
more — and should continue to do more — to help
their organizations transform successfully to drive
growth. This is further evidence of risk management
playing an enabling, rather than a restrictive, role.

Given the environment of requlatory and
macroeconomic uncertainty, CROs have never had
a clearer opportunity to assume a larger leadership
role and make a greater contribution to the success
of their firms. The many surprising events of early
2025, had they occurred before the survey was
completed, would likely have resulted in elevated
concerns about geopolitical, strategic and equity,
and market risks, as well as investment returns.
But recent turbulence has only confirmed that CROs
play a vital role in helping their firms navigate an
evolving — and increasingly turbulent — landscape.
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Beyond navigating an ever-
evolving risk landscape, the
results suggest that CROs
are doing more — and should
continue to do more — to help
their organizations transform
successfully to drive growth.
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Key takeaways

1. CROs are expected to Top CRO priorities for the next 12 months
work with their C-suite

peers to prepare the
orqanization for the Cybersecurity 66% 53%
impacts of macro forces

(See full list on page 9.) 2025 2024

. . . Third-party risk 32% 22%
outside of their direct
Regulatory/compliance risk 29% 22%
control. gulatory/comp
Along with a big leap in cyber risk, our Strategic risk 24% 18%
results see considerably higher concerns )
: : Interest rate risk 22% 24%
around third-party, regulatory, strategic
and geopolitical risk. That's no surprise Geopolitical risk 219 199

given world developments of the last

year, current expectations for ongoing
volatility and the increasing complexity

of operations at many insurers. CROs
expect that the risks associated with cyber
threats, geopolitics, machine learning (ML)
and artificial intelligence (Al), the climate
and the environment will remain priorities
during the next three years. Macroeconomic
uncertainty and turbulence add further
complexity to CROs' agendas.
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2. The many different threats to resilience
are threaded through the CRO agenda.

Cyber remains the number one risk priority for CROs, cited by 66% of this
year's respondents, up from 53% last year. That increase can be attributed,
to some extent, to increasing geopolitical risk, which presents the threat
of more intense cyber attacks in the eyes of many CROs. However, the
engagement of the EY organization and IIF with risk leaders across the
industry confirms that operational resilience is a focal point because of its
close links to cyber, technology, third-party and requlatory risk.

Indeed, increased operational resilience can be seen as a target

outcome — a key goal in setting strategies and tactics to manage many
other types of risks. That helps explain why CROs are acting on multiple
fronts to enhance resilience (e.qg., governance, critical business service
frameworks, tech/disaster recovery). Some firms are even beginning to
think about their “recession playbooks"” to help ensure financial resilience
in the event of an economic downturn.

Survey respondent

14

Risk management has become a vital
partner not only in measuring impacts but
also in enhancing the company’s resilience
through understanding and evaluating
potential future risks.

3. Investments in talent and disruptive
technology are top priorities, but they
must be aligned and synchronized to
optimize returns.

CROs report increased investments in multiple types of technologies
(including emerging technologies and foundational tools). The goal

is to achieve tech maturity, pay off the tech debt and build strong

IT infrastructures to support next-generation risk management
capabilities. Investments in key skills and talent (e.qg., Al, data science)
will be necessary to drive the most value from tech investments,
putting a premium on holistic strategies.

Ideally, investments in rich technology will be aligned to technology
transformation efforts across the business. Further, CROs should
engage with business leaders to identify additional risk insights that
may be delivered by deployments of new tech for internal or back-
office usage and in customer-facing interactions.

Survey respondent

14

There is a lot more focus on people who
can use the technology. The combination
of human capital and the technology is a
big driver of the value.

JUMP TO
CONTENTS
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4. With growing recognition that talent is the
“"secret sauce’’ of effective risk management,
more CROs are focused on soft skills, including
communication, business skills, leadership and
adaptability.

CROs recognize the need for new talent. Significantly more respondents

say they plan to add staff this year than said so last year. They believe

that workers with cyber (36%), business and product knowledge (27%),
change and transformation (25%) and operational resilience (25%) skills

and experience would boost risk management effectiveness in the first line
over the next five years. In the second line, communication, interpersonal,
leadership and critical thinking skills (28%) trail only cyber (40%) as the most
important skills to strengthen risk management effectiveness in that same
period, along with operational resilience (26%) and Al-based risk model
management (25%).

CROs would also like to advance the business knowledge of their teams. While
technical expertise and traditional risk management skills remain important,
CROs value having well-rounded professionals who see the big picture even
as they grasp the details of their specific domains.

Survey respondents

14

We are looking for people who can be curious and
inquisitive, ask questions and try to think forward.

What’s important is critical thinking and relationship
skills; to hear about things you wouldn’t find in data and
making good connections in concert with digital insights.

5. The innovation imperative in risk
management starts with sophisticated
scenario planning, advanced analytics, richer
data and increased automation.

For financial and non-financial risks (including geopolitical and climate),
CROs see scenario planning as essential to gaining forward-looking insights
and getting ahead of emerging risks. In our market engagements, we've
seen CROs experimenting with a range of techniques, including structured
modeling, tabletop exercises and crisis simulations. A large majority of
CROs say that automation is underway or planned for key risk management
capabilities, including to strengthen key controls. The implication is that
ongoing innovation is necessary not just for increased efficiency but also to
generate the insights that will enable risk management to assume a more
strateqic role.

Survey respondents

14

We can add the most value when we’re brought in early and can
spot issues with transformation plans. That’s how we try to be a
true thought partner.

We have to be flexible and think in a way that balances strategy,
transformation and innovation with due diligence. We can’t release
the obligation to assess risk, but how do we do that in a way that
enables the business to move forward, versus getting in the way?

JUMP TO
CONTENTS
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6. Looking ahead, CROs must build on the
strong foundations of core capabilities
they've established (e.q., robust controls) by
strategically engaging with business leaders
and boosting risk's value contribution.

CROs report an expanded role in engaging with business leaders on
transformation initiatives, as well as an emphasis on positioning risk as an
enabling force — rather than a roadblock — for seizing new opportunities and
facilitating profitable growth. CROs expect their role to evolve in the next five
years with increased involvement in strategic planning, business change and
innovation (cited by 42% of respondents). These trends are reflected in other
EY research; strateqic risk is a growing priority for CEOs and boards, which
increasingly recognize CROs' high-impact role and ability to provide leadership
in addressing threats that affect the entire business.

To fulfill this more strategic role and add more value, CROs need to speak the
same language as the business and seek ways to embed risk management
practices within innovation and growth strategies. Deploying technology,
leveraging data to a greater extent and taking a risk-based approach to resource
allocation can help free up capacity and enable an emphasis on high-value
activities, including risk analysis, scenario planning and advising the business.

Survey respondents

14

Now that we’ve matured core disciplines, the focus has
shifted to embedding risk into strategy and in support
of moving the organization forward.

We have to show we are a connected part
in deriving business value.

7. Significant variations across regions
suggest a “tale of many markets' and
fragmentation across the global industry.

Given the fragmented state of regulation and varying economic
conditions around the world, it's no surprise that CROs in different
jurisdictions reported different priorities and plans for both the
near and longer terms. Our findings also show significant variation
across different types and sizes of carriers and by lines of business.
Throughout this report, we highlight the largest differentials in our
results.

These differences are not surprising given the size, reach and
complexity of the global insurance business today. For CROs, that
means tailoring action plans and investments to suit the unique
needs and objectives of their organizations, though our findings and
analysis reveal common themes and leading practices that apply
broadly across the global insurance market.

JUMP TO
CONTENTS
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Cyber and third-party risk are CROs' top priorities
for the next 12 months. Compliance risks appear

to be a more urgent priority for Europe, the

Middle East, India and Africa (EMEIA) (which

may be a function of the higher volume of rules
and requirements there), though they are still
important overall to CROs everywhere. Equity risk,
which was cited by only 5% of survey respondents,
well outside of the top 20 near-term risks, would

almost certainly have been higher had our

research been conducted deeper into 2025. CROs
of European-based companies may also feel some
sense of relief relative to third-party risk since
the implementation of the Digital Operational

Resilience Act (DORA) in January 2025.

Figure 1: Over the next 12 months, what are the top five risk types or risk management topics that will require the most attention from

the CRO?

Cybersecurity risk
A Up 13% percentage points (pts) YOY

Third-party risk (including fourth-
parties, alliances and partnerships)
A Up 10% pts YOY

Regulatory/compliance risk
A Up 7% pts YOY

Strategic risk (e.qg., poor
implementation of

business decisions, insufficient
innovation planning)

A Up 6% pts YOY

Interest rate risk
V¥ Down 2% pts

Geopolitical risk
A Up 2% pts

Capital allocation
V Down 4% pts

Catastrophe (CAT) risk

Credit risk (including country,
sovereign and concentration risk)
V¥ Down 8% pts

Underwriting risk

66%

72% EMEIA | 57% Americas | 62% Asia-Pacific

32%

21% EMEIA | 50% Americas | 31% Asia-Pacific

29%

37%EMEIA | 18% Americas | 31% Asia-Pacific

24%

21% EMEIA | 36% Americas | 8% Asia-Pacific

22%

14% EMEIA | 32% Americas | 31% Asia-Pacific

21%

30% EMEIA | 4% Americas | 23% Asia-Pacific

20%

23% EMEIA | 18% Americas | 15% Asia-Pacific

33% EMEIA | 7% Americas | 8% Asia-Pacific

19% EMEIA | 14% Americas | 15% Asia-Pacific

16%

19% EMEIA | 18% Americas | 8% Asia-Pacific

Governance of
ML and Al, including, including
generative Al (GenAl)

Pricing risk

Operational resilience (excluding
cybersecurity)

Business model change/
transformation

Technology risk (e.q., risk of inadequate
management, or maintenance of
technology systems, networks,

assets and applications)

V¥ Down 10% pts

Environmental risk (e.q.,
climate, biodiversity)
V Down 1% pt

Risk appetite

A Up 10% pts

Conduct risk
V¥ Down 7% pts

Transformation and automation of
the risk management function

Liguidity/funding risk
V¥ Down 8% pts

A V¥V = Up or down change year over year (YOY).

12% EMEIA | 29% Americas | 8% Asia-Pacific

14% EMEIA | 18% Americas | 15% Asia-Pacific

16% EMEIA | 7% Americas | 31% Asia-Pacific

16% EMEIA | 11% Americas | 23% Asia-Pacific

14%

14% EMEIA | 11% Americas | 23% Asia-Pacific

21% EMEIA | 7% Americas | 8% Asia-Pacific
19% EMEIA | 11% Americas | 0% Asia-Pacific
5% EMEIA | 7% Americas | 46% Asia-Pacific
14% EMEIA | 11% Americas | 8% Asia-Pacific

12% EMEIA | 11% Americas | 8% Asia-Pacific
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Technology risk and operational resilience
may seem low on the CRO agenda, despite

their being urgent topics for many boards
and C-suite leaders. It's also worth noting

that tech and operational resilience are tied
up in many other forms of risk (e.g., cyber

risks include concerns about resilience)
So survey respondents may not have
identified it as a discrete, standalone risk.

The results from our banking CRO
survey provide an interesting contrast.
Cybersecurity is an even bigger concern

in that sector, cited by 75% of our banking

survey respondents (66% for insurance).

The same is true of operational resilience

(38% versus 15%) and geopolitical risks
(36% versus 21%).

CROs on their priorities

14

The biggest concern is the
unpredictability of external
factors, such as economic and
political changes, which can
impact the risk management
strategy.

Cyber risks remain paramount.

Strategic risk saw a big jump (from
the 15th-highest priority last year

to the fourth highest this year). That
shift is not entirely unexpected given
how more CROs are working to embed
risk considerations more deeply into
business strategies.

Taking a regional view, conduct

risk remains a top priority for

CROs in Asia-Pacific, a function of
increased reqgulatory focus in multiple
jurisdictions. Conduct risk has also
been a requlatory priority in Europe for
some time and is typically covered and
addressed by compliance programs.

Of course, sales practices, consumer
protection and other forms of conduct
risk are near the top of CROs' agenda.
Addressing them represents an
excellent opportunity to further engage
with the business. CROs of Asia-Pacific-
based companies are also more focused
on operational resilience than their
peers in other regions. It's also worth
noting that in some regions, chief
compliance officers (CCOs), rather than
CROs, are primarily responsible for
overseeing requlatory risks.

Board and CRO priorities are largely
aligned, according to CROs; that was
also the case in last year's survey.
This may be evidence of CROs' direct
involvement and more frequent
communication with the board, which
would be a very positive trend.

JUMP TO
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Figure 2: Over the next 12 months, what are the top five risk types or risk management topics that will require the most attention from

the board of directors?

Cybersecurity risk

Strategic risk (e.g., poor
implementation of business
decisions, insufficient
innovation planning)

Capital allocation

Regulatory/compliance risk

Business model change/
transformation

Geopolitical risk

Interest rate risk

Technology risk (e.q., risk of
inadequate management, or
maintenance of technology
systems, networks, assets and
applications)

Third-party risk (including fourth
party, alliances and partnerships)

Underwriting risk

63%

65% EMEIA | 56% Americas | 75% Asia-Pacific

39%

44% EMEIA | 37% Americas | 25% Asia-Pacific

34%

33% EMEIA | 37% Americas | 33% Asia-Pacific

28%

37% EMEIA | 11% Americas | 33% Asia-Pacific

26%

23% EMEIA | 22% Americas | 42% Asia-Pacific

23%

33% EMEIA | 7% Americas | 25% Asia-Pacific

18%

14% EMEIA | 22% Americas | 25% Asia-Pacific

18%
16% EMEIA | 30% Americas | 0% Asia-Pacific

17%
9% EMEIA | 30% Americas | 17% Asia-Pacific

16%

19% EMEIA | 19% Americas | 0% Asia-Pacific

CAT (catastrophe) risk

Governance of ML and Al,
including GenAl

Pricing risk

Human capital risks (e.qg., fatigue,
wellbeing, talent, skills)

Environmental risk (e.g., climate,
biodiversity)

Reputational risk

Operational resilience (excluding
cybersecurity)

Risk appetite

Implementation of regulatory
rules/supervisory expectation

Credit risk (including country),
sovereign and concentration risk

-

30% EMEIA | 0% Americas | 0% Asia-Pacific

7% EMEIA | 30% Americas | 17% Asia-Pacific
23% EMEIA | 7% Americas | 0% Asia-Pacific
12% EMEIA | 19% Americas | 8% Asia-Pacific
23% EMEIA | 4% Americas | 0% Asia-Pacific

12% EMEIA | 11% Americas | 17% Asia-Pacific

12%

14% EMEIA | 7% Americas | 17% Asia-Pacific

12%

14% EMEIA | 11% Americas | 8% Asia-Pacific

11%

12% EMEIA | 11% Americas | 8% Asia-Pacific

10%

12% EMEIA | 11% Americas | 0% Asia-Pacific
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Figure 3: Which emerging risks or priorities do you believe will be
most important for your organization during the next three years?

CHAPTER 1

Looking at priorities over the next three
years, CROs expect many current trends
to continue, including increasing cyber
and geopolitical risk and continuing
adoption of Al. The skills shortage is
notably a high priority, reflecting the
widespread belief that talent is key to
effective risk management, even with

much higher rates of process automation.

With little reason to believe that macro
challenges will be fully resolved in the
next three years, CROs express ongoing
concerns about geopolitical risk. These
risks overlap with regulatory risk in many
ways (e.qg., fiscal policy, interest rates,
potential for sanctions), especially for
CROs in Asia-Pacific. Aging populations
are also a bigger concern in many Asian-
Pacific markets, particularly among life
insurers.

Cybersecurity risk

ML and Al
(including GenAl)

Geopolitical risk

Skills shortage/reskilling of
existing workforce

Environmental risk (e.qg., climate,
biodiversity), including the climate
insurance protection gap

Data risks (e.qg., availability,
integrity, data localization)

Changes to global regulatory policy
and macroprudential supervision

Requlatory compliance and consumer
protection prioritizing market conduct,

advice quality and value for money
(e.q., Financial Conduct Authority (FCA), European

Insurance and Occupational Pensions Authority (EIOPA))

Industry disruption (e.g., due to new

technologies, new entrants/InsurTechs or
new product types and business models)

Pace and scale of necessary business
model transformation (e.qg., inability to
keep up with new market entrants)

66%

67% EMEIA | 64% Americas | 62% Asia-Pacific

A48%

33% EMEIA | 68% Americas | 54% Asia-Pacific

40%

47% EMEIA | 21% Americas | 62% Asia-Pacific

33%

33% EMEIA | 36% Americas | 31% Asia-Pacific

31%

44% EMEIA | 14% Americas | 15% Asia-Pacific

27 %

16% EMEIA | 46% Americas | 23% Asia-Pacific

26%

28% EMEIA | 18% Americas | 38% Asia-Pacific

26%

37%EMEIA | 14% Americas | 15% Asia-Pacific

19%

21% EMEIA | 18% Americas | 15% Asia-Pacific

18%

14% EMEIA | 25% Americas | 15% Asia-Pacific

Here again, more banking CROs
(87%) expect cyber, data integrity
(55%), and geopolitics (45%) to be
top risks in three years. Interestingly,
similar proportions of CROs in
banking (49%) and insurance (48%)
expect Al and ML risk to be priorities
in the future.

The regional variances are also
interesting: the slower pace of

Al and ML adoption in EMEIA,

as compared to the Americas,
continues a trend seen in last year's
results. Views of environmental risk
reflect the significant differences

in the political and regulatory
agendas across jurisdictions,

even as European authorities

are considering simplification of
Corporate Sustainability Reporting
Directive (CSRD) requirements and
applicability thresholds.
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12 months?

Stress testing or scenario analysis

Risk appetite and limit framework

Talent and upskilling

Monitoring and analytics
capabilities

CRO on their planned enhancements

14

A critical unknown in our risk management

strategy is the correlation of insurance risks
and the need for indicators that effectively
evaluate these risks, including the impact on
balance sheets and conduct risks.

59%

51% EMEIA | 61% Americas | 85% Asia-Pacific

49%

51% EMEIA | 57% Americas | 31% Asia-Pacific

34%

23% EMEIA | 46% Americas | 46% Asia-Pacific

32%

19% EMEIA | 50% Americas | 31% Asia-Pacific

Risk data, aggregation and
reporting capabilities

Frameworks and policies

Controls/control framework

Risk technology - automation of
risk processes
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So how are insurance CROs planning to address these issues specifically, as well as preparing the organization for a broadening and diversifying risk portfolio? Their
key enhancements to financial and non-financial risk management capabilities show that many CROs remain focused on “foundational” risk management work and
strengthening core aspects of risk management (e.q., risk appetite, monitoring, stress testing). Talent and upskilling are also top-three enhancements for financial

and non-financial risk management practices.

Figure 4: What key enhancements are your company planning for financial risk management (e.qg., credit, market, liquidity) over the next

31%

26% EMEIA | 36% Americas | 31% Asia-Pacific

28%

14% EMEIA | 43% Americas | 46% Asia-Pacific

26%

30% EMEIA | 21% Americas | 23% Asia-Pacific

21%

21% EMEIA | 21% Americas | 23% Asia-Pacific
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A volatile world means new concerns for CROs, as
reflected by the rise of geopolitical risks in this year's
survey from an already prominent position last year.
Geopolitical worries largely manifest as heightened
concerns about even greater cyber threats and a
worsening of macroeconomic conditions. Fiscal policy
and sanctions represent an intersection of geopolitical
and regulatory risk — and, potentially, additional
concerns for CROs. Given the announcements

of tariffs in early 2025, CRO concerns about
macroeconomic risks have likely grown worse since
the survey was completed in January 2025.

Political polarization, regulatory interventions

and sudden shifts in fiscal policy may also lead

to increased reputational and financial risk (e.qg.,
stranded assets in some markets). But it's the
increased uncertainty that makes CROs' jobs much
more difficult; as one told us, “Geopolitical risks are
on everyone's mind all the time. The difficult part is
taking action rather than just being worried.”

Changes in cybersecurity threats

Changes in geopolitical
conditions, leading to broader
economic uncertainty

Market volatility

44%

57%

58% EMEIA | 56% Americas | 54% Asia-Pacific

70%

52%

56% EMEIA | 48% Americas | 46% Asia-Pacific

48%

48%

47% EMEIA | 44% Americas | 62% Asia-Pacific

Shifts in monetary policy affecting
interest rates

Changes in trade policies and
international relations

Direct government action impacting
business operating environment (beyond
cyber threats) (e.q., risk of foreign unrest)

JUMP TO
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Figure 5: Which geopolitical shifts do you anticipate will have the biggest impact on your institution in the next year?

42%

23% EMEIA | 44% Americas | 69% Asia-Pacific

45%

21%

23% EMEIA | 22% Americas | 15% Asia-Pacific

11%

N

23% EMEIA | 7% Americas | 15% Asia-Pacific

32%

Changes in regulatory agenda

40%

37% EMEIA | 52% Americas | 31% Asia-Pacific

CROs on geopolitical and
macroeconomic risk

(14

Geopolitical risks are acknowledged as
critical factors influencing market stability,
operational resilience and stakeholder
relationships. Pandemics, cyber attacks and
tariffs have already materialized as risks that
require proactive management.

A lot of the decisions need to be taken

with a lot of uncertainty. So, a risk-based
approach with scenario modeling and risk
management tools can provide a lot of value
to companies these days.

Geopolitical risk will impact different types

of insurers to varying degrees, with large
commercial insurers (including marine and
aviation) and reinsurers facing the greatest
risk, as well as carriers that operate close to or
underwrite risks in “hot zones.” Those regional
insurers that had relatively little exposure

to armed conflicts now face heightened
uncertainty from trade tensions and currency
fluctuations.

Continuing changes in trade relations (e.q.,
tariffs, trade agreements and economic
sanctions) are poised to affect the global

economy and, therefore, the insurance market.

Trade tensions among major economic powers
may contribute to further instability — and
potentially a global recession — that impacts
insurers’ value chains across markets, as well
as those of their large corporate customers.

14th annual EY/IIF global bank
risk management survey results

The impact of macroeconomic conditions can
also be seen in the ongoing involvement of
private equity (PE) in the insurance sector,
which has been a major industry development
during the last decade. PE investments

are fueling adoption of alternative risk
transfer strategies, for instance, as well

as new reinsurance arrangements, which
seem likely to expand if geopolitical or
macroeconomic conditions worsen. Changes
to the investment strategies of PE firms

due to market volatility present additional
considerations for CROs, potentially in
markets where there are concerns about
systemic risk. In the meantime, most CROs
(58%) say they are enhancing cybersecurity
measures, modeling more scenarios to
assess political risk (44%) and diversifying
investment portfolios (42%).
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The likely impacts vary across regions: for example, CROs based in Asia-Pacific
are significantly more concerned about market volatility and monetary policy
impacting interest rates; their mitigating actions speak to that elevated concern,
with 62% of CROs at Asia-Pacific insurers saying they are adjusting their interest
rate risk management, compared with 29% of all CROs.

Figure 6: What strategies are you considering to mitigate
geopolitical risks?

Enhancing cybersecurity
measures

58%

60% EMEIA | 54% Americas | 62% Asia-Pacific

Increasing political risk

0
assessment and scenario planning 44%

44% EMEIA | 46% Americas | 38% Asia-Pacific

A42%

47% EMEIA | 32% Americas | 46% Asia-Pacific

Diversifying investment portfolios

Strengthening compliance and
regulatory frameworks

31%

37% EMEIA | 25% Americas | 23% Asia-Pacific

Adjusting interest rate risk
management

29%

23% EMEIA | 25% Americas | 62% Asia-Pacific

8%

of CROs say they are
enhancing cybersecurity
measures
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A large majority (75%) of CROs say risk’'s involvement
with major change initiatives is increasing and virtually
no survey respondents report a reduction in risk’s
involvement. That's very good news, confirming our
theory from last year about CROs' expanding strategic
role. As one CRO told us, “We think about every piece
of transformation and innovation as a partnership
opportunity between the business and risk.” Another
commented: “If you aren’t an active participant, that's a
problem. This should be a requirement of every CRO in
the future.”

Business-first perspectives such as these will continue to
drive the evolution of the CRO role, though they are not
the rule at every insurer. However, raising independent
challenges when appropriate remains a critical part of
CROs' jobs, which may be more challenging if they are
involved in formulating strategies.

Figure 7: Please describe the evolution of risk management’s involvement in your organization’'s major enterprise-wide change
initiatives over the past year.

Significantly increased: Risk management has become much more involved, -
playing a key role in the planning and execution of change initiatives

15%

Moderately increased: There has been a noticeable uptick in risk management's _
participation, with more input and collaboration than in the past

60%

Remained the same: The level of risk management involvement has stayed -
consistent with previous years, with no significant changes in its role or influence

24%

Moderately decreased: Risk management'’s involvement has slightly declined,
with less influence or fewer resources dedicated to change initiatives

1%

What CROs say about change initiatives
44

Risk management plays a pivotal role The relationship is evolving toward
in fostering discussions at the board greater integration, but there is a desire

level, ensuring that strategic decisions for risk to be more involved in the

are informed by a comprehensive conceptualization and development of
understanding of potential risks. the overall business strategy.
However, the business areas sometimes

feel discomforted by this dynamic.
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Survey respondent

14

EY-Parthenon CEO Outlook Survey

shows that CEOs would certainly welcome
more CRO engagement with change
initiatives. When asked where their
organization needs to improve their
approach to transformation, 68% of CEOs
say more collaboration across functions and
the C-suite was key, their top answer.

To be clear, CROs are investing most of their time in traditional risk management
activities: 83% of CROs spend at least 25% of their time on core tasks. But
significant effort is also going into advising the business (49% of CROs spend

a quarter or more of their time in this way), enterprise-wide change initiatives
(42%) and the business strategic planning process (31%). In contrast, only 24%
of CROs spend as much time on remediation activities. This is strong evidence of
the value of taking a proactive approach to risk management.

Looking out five years, more than half of CROs (54% overall) say they expect
sustainability-related and climate-related change initiatives to demand most of
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their time and attention, followed by adoption of GenAl, which was cited by
38% of respondents. Interestingly, GenAl was the top initiative cited in last
year's survey.

Sixty-eight percent of CROs at property and casualty (P&C) carriers are
focused on climate and environmental initiatives, reflecting the greater
exposure in that line of business. The findings also make clear that CROs are
taking a long-term view of environmental and climate risks, with regional
variations largely a factor of regulatory priorities across jurisdictions.

Figure 8: Of your organization’s planned transformation and growth initiatives, which will require the most CRO attention in the next

five years?

Environmental, social and
governance (ESG)/climate risk 54%

management 74% EMEIA | 32% Americas | 38% Asia-Pacific

Use of GenAl

38%

30% EMEIA | 43% Americas | 54% Asia-Pacific

27 %

30% EMEIA | 14% Americas | 46% Asia-Pacific

Mergers and acquisitions

Product diversification and/or
market expansion

24%

19% EMEIA | 25% Americas | 31% Asia-Pacific

Innovation in product development - 21%

12% EMEIA | 29% Americas | 31% Asia-Pacific

Strategic partnerships and alliances 21%

21% EMEIA | 29% Americas | 8% Asia-Pacific

Modernizing core functions and - 16%
platforms

21% EMEIA | 14% Americas | 8% Asia-Pacific
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With increasing adoption of Al in all its forms, more than half of
CROs (54%) report that talent and bandwidth constraints are a
challenge to establishing robust oversight of these deployments
in the business. Forty-one percent say development of
responsible Al programs (including enhancements to risk
methodology, governance and monitoring) are a barrier. These
trends will bear watching in the future as GenAl tools become
even more common in insurers' technology stacks.

CROs see many potential risks emerging from Al deployments,
starting with cyber (52%), model risk (44%) and data privacy
(39%). Conduct and compliance risk (35%) and concerns about
consumer fairness and bias (32%) were also cited by significant
proportions of respondents. With increasing application of Al

in underwriting and claims processes, addressing potential bias
is a particularly significant concern related to the industry’s
longstanding efforts to ensure fair treatment across all
customer segments. As one CRO told us, “Bias in Al applications
is a significant concern that must be addressed.” Interestingly,
reputational (11%) and litigation risks (5%) were cited by far
fewer CROs than legal and regulatory risks (21%).

To manage these risks, 90% of insurers have implemented or
are implementing enterprise Al governance structures. Similarly
large proportions of insurers have established or are working

to establish governance frameworks (86%) and are enhancing
specific policies (80%). All of these figures represent major
increases since last year, further evidence of Al's rapid adoption
across the business.

Figure 9: For which risk areas/types do you expect the most heightened risk from the use of Al/GenAl, large language models (LLMs)

and ML?

Cybersecurity

Model (including risk of
hallucination and explainability)

Data privacy

Conduct and compliance

Consumer fairness, algorithmic
bias and financial inclusion

Legal and regulatory

52%

44%

39%

35%

32%

21%

Third-party

Reputational

Other operational risks

Technology

Litigation (e.q., intellectual
property (IP) lawsuits)

e 21
. 11%
I 8%
I 8%
I 5%
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Given proliferating risks and increasingly volatile
conditions, operational resilience has become

a critical objective for more CROs in insurance.
In our market engagements and at industry
events, we see that the importance of operational
resilience is increasingly viewed in terms of
maintaining the ability to support customers and
minimize the financial impacts of unexpected
events. Indeed, some firms are even tailoring
their overall risk management approaches to

be resiliency-led. In Europe, the implementation
of DORA this year reflects the importance of
operational resilience in the eyes of requlators.

Governance and oversight (cited by 33% of CROs
and 46% of those in Asia-Pacific) and cyber (21%)
top the list of enhancements to operational
resilience. Disaster recovery, business continuity,
and crisis and incident management plans have
been refreshed recently at many insurers, which
explain their relatively low level of priority. But
there is opportunity — and indeed a need — for
CROs to push their teams to build on these
baseline capabilities.

The impetus of the planned enhancements
largely comes from the board and C-suite.

But regulatory factors also play a role (e.q.,
Australia's Prudential Standard CPS 230 for
operational risk standard, which comes into
effect in July 2025, the Operational Resilience
Objectives set out by the International
Association of Insurance Supervisors (IAIS)).
In some cases, reqgulatory requirements can
seem to undercut operational resilience; some
rules that make insurers responsible for third-
party vulnerabilities may discourage carriers
from seeking external partnerships that would
shore up their protections or promote business
continuity.

Figure 10: What level of priority would you assign to each of
the following areas of operational resilience for enhancements

over the next five years?

Governance and oversight

Cyber

Critical business service
framework

Technology/disaster recovery

Third party

Data

Business continuity plans

Crisis and incident management

33%

21%

11%

11%

%

6%

5%

5%
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For 67% of respondents, operational resilience is addressed
within organizational risk appetite indirectly (either through
qualitative statements/analysis and supporting commentary
within risk appetite reporting or via inclusion of related non-
financial quantitative board risk appetite metrics). The good
news is that only 5% of CROs say operational resilience is not
addressed in the risk appetite.

In our discussions with CROs and other industry executives,

we have seen growing interest in principle-based approaches

to operational resilience. Firms are working to develop
frameworks, including formal definitions and rankings of critical
services based on customer impacts. They are also mapping
processes to services and defining specific impact tolerances.

Figure 11: How is operational resilience addressed within the organizational risk appetite?

Indirectly, through qualitative analysis and supporting commentary within risk
appetite reporting

Indirectly, via inclusion of related non-financial quantitative board risk appetite
metrics (e.qg., third party, information security, technology) and cascaded
management metrics

Directly, with inclusion of specific resilience-focused quantitative board risk
appetite metrics and cascaded management metrics

Directly, with explicit acknowledgment and/or mention in the qualitative risk
appetite statement and inclusion of specific resilience-focused guantitative board
risk appetite metrics and cascaded management metrics

Not at all
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31% EMEIA | 43% Americas | 23% Asia-Pacific

38% EMEIA | 25% Americas | 31% Asia-Pacific

12% EMEIA | 14% Americas | 31% Asia-Pacific
13%

14% EMEIA | 11% Americas | 15% Asia-Pacific
5%

5% EMEIA | 7% Americas | 0% Asia-Pacific

33%

of CROs say governance
and oversight top the

list of enhancements to
operational resilience




Chapter

TECHNOLOGY AND
TRANSFORMATION IN RISK
MANAGEN ENT

modelfrﬁ'iﬁi]'.ﬁir'ﬂi'.é éﬁé .'DTZQE ““““ _




CHAPTER 5

JUMP TO

CONTENTS

Chapter 5

Similar to how technology has transformed the business of insurance, it's a significant way to go. Less than a quarter (23%) have deployed the technology for
transforming the practice of risk management. The results show results at least one use case, while nearly twice as many (44%) are in “exploration mode”
show that risk management teams are advancing their use of automation and a third (33%) have not implemented automation.

and advanced analytics (including Al) in their own operations but still have

Figure 12: To what extent has your institution's risk management function implemented risk management capabilities enabled by
automation or advanced analytics (including Al/GenAl and ML)?

My organization has implemented one or more automation or advanced analytics
. o . : 23%

use cases to enable risk management activities or enable the risk function
Automation/advanced analytics use cases have been identified _ 449,
and are being explored ’
My organization has not implemented automation or advanced analytics _ 33y
for risk management :
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The state of Al adoption in financial
services

The annual EY-IIF research into Al
usage in financial services charts
the pace and trajectory of Al and
ML by financial services firms,
including insurers. Not only are all
firms increasing their investments,

according to our research, but the vast

majority (88%) of firms already have

applications in production. The most

common deployments of predictive Al
applications are in risk, fraud, operations
and compliance functions. CROs and
chief data officers (CDOs) are usually
responsible for overseeing governance.
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Al deployments in risk management so far have focused on threat monitoring, surveillance and other internally facing and operational applications. Al usage for core
risk management functions — risk identification, assessment, control testing, reporting — are relatively rare, with between 10% and 20% of CRO insurance survey
respondents saying they are using Al for those tasks. Relatively few CROs say they are using or considering Al for these risk activities today, but there's every reason
to believe that adoption will increase in the future, once first-generation deployments are complete and the potential advantages become clearer to more CROs.

Figure 13: What are the most significant ways your organization is using Al/GenAl and/or ML to digitally transform risk management
practices?

Fraud monitoring and surveillance - 41% Financial crimes monitoring . 14%

Training and knowledge - 510 Control diagnostics and c.ont.rol . 13%
management monitoring

emergli-\)r:fgkr:Slfztc?crii(;?)tri}osnc:r?r?i/r?(; . 16% Internal risk reporting . 13%

Control testing . 16% Regulatory reporting and filings . 11%

Risk assessments . 14% Complaints monitoring . 11%
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Limited budgets (cited by 45% of CROs) and lack of
expertise (31%) are the primary barriers to further
adoption. In some cases, that's a function of business
applications taking precedence over Al deployments
in risk management. As one interviewee told us,

"We have a few use cases where we have plans to
use Al in risk but most of the money for Al goes to
operations.”

But, given the potential upside, CROs should be
working on the business case to accelerate and
expand adoption. CROs understand the importance
and potential of adopting GenAl at scale: 42% say
that GenAl-enabled risk solutions are a top priority
for future investment, trailing only enterprise
governance, risk and compliance (GRC) platforms
(44%) as a priority. Automated controls testing

was the third-highest priority (23%) tied with
development of a central risk data hub.

These new technologies will build on current
technology ecosystems that typically feature
collaborative productivity tools (74%), governance,
risk and compliance (GRC) platforms (65%) and
analytics tools (59%) as the most common elements
of risk technology ecosystems. Data hubs (44%)
and workflow automation tools (28%) will likely

see further adoption in the future, as CROs seek
more sophistication in their tech environments. It's
no surprise that GRC platforms are used for risk
identification, risk assessment, monitoring and
issues management to a much greater extent than
other tools. There's little doubt that Al will play a
bigger role in all of these areas in the future, with
risk functions enjoying benefits as powerful as those
realized by the business.

Figure 14a: What are your organization's top priorities in risk
management technology solutions and capabilities over the

next three to five years?

Enterprise GRC platforms

GenAl-enabled risk solutions

Development of a central
risk data hub

Automated controls testing

Data privacy solutions

A44%

37% EMEIA | 56% Americas | 46% Asia-Pacific

A42%

39% EMEIA | 37% Americas | 62% Asia-Pacific

23%

10% EMEIA | 37% Americas | 38% Asia-Pacific

23%

32% EMEIA | 11% Americas | 23% Asia-Pacific

19%

15% EMEIA | 22% Americas | 23% Asia-Pacific

technology ecosystem?

Collaborative productivity tool
(e.qg., SharePoint, Teams)

GRC platform(s)

Analytics

Data hub/data repository

Workflow/automation tool(s)

CROs on Al and other technology
14

We are capitalizing on the need for
advanced analytics and data within the
profession to be looking at the right

risks at the right time with the right
approach. strategy.

How do we get better at using data
to take away some of the basic things
humans do today?

Figure 14b: Which tools are currently part of your risk

4%

68% EMEIA | 81% Americas | 77% Asia-Pacific

65%

58% EMEIA | 74% Americas | 69% Asia-Pacific

59%

60% EMEIA | 56% Americas | 62% Asia-Pacific

44%

45% EMEIA | 44% Americas | 38% Asia-Pacific

38%

28% EMEIA | 59% Americas | 23% Asia-Pacific

The need for modernization is urgent,
as outdated technology not only
hampers our efficiency but also poses
risks to our overall risk management
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Overall, environmental risk was cited by only 14% of
CROs as a top five risk type for the next 12 months,

down slightly from last year (15%). It's worth noting that

significantly more CROs at P&C carriers (22%) and in
Europe (21%) say climate risk is a priority for the next
year (likely because large insurers will submit their first

CSRD reports this year), reflecting higher risk exposures

and more intense reqgulatory oversight, respectively.

CROs also seem to view environmental risk as a
longer-term concern; 31% of all CROs (including 49%
of P&C CROs and 44% of European CROs) say it is a
top five risk priority for the next three years. It's also
worth remembering that CROs expect climate- and
sustainability-related transformation and growth
initiatives to demand considerable time during the
next five years. That's certainly true in Europe, where
sustainability strategies may be impacted by the
European Commission'’s proposed simplification of
sustainability reporting requirements, and in the UK,
where the Prudential Regulation Authority (PRA) is

focused on updating its supervisory approach overseeing

firms in their management of climate risks.

In terms of risk management focus, CROs prioritize the
regulatory aspects of climate risk, including making
the mandatory sustainability disclosures (cited by

60% of CROs), well ahead of climate-related physical
risks (43%) or transition risks (37%). Interestingly (and

unsurprisingly), more P&C CROs prioritize climate-related

physical risks (76%) than mandatory disclosures (66%).

The implication is that some CROs may be increasingly
accustomed to climate risk and focusing on what's
right in front of them and what they know they can
impact (e.qg., compliance). But it may also be true that
insurers have embedded climate risk directly into their
underwriting models and otherwise matured their
climate risk management capabilities, which might
cause some of our survey respondents to downplay
climate risk to a certain extent. As one CRO explained,
“The primary variable in our risk management
strateqgy is climate variability. Analytical forecasting to
effectively address climate variability is crucial.”

Still, certain types of carriers (e.qg., reinsurers and
those with portfolios focused on the agricultural
sector) view climate risk more urgently, especially
relative to the likelihood of facing severe claims.
There are also substantial differences across regions,
both in terms of how they view climate risks and their
strategies and tactics to mitigate it.

In terms of important mechanisms to manage climate-
change risks, CROs say those risks are embedded in
risk identification and assessment processes (76%)
and that they conduct scenario analysis and/or stress
testing.

Figure 15: Which of the following are the most important mechanisms
that support management of climate-change risks?

Climate-change risks are embedded
in our risk identification and
assessment processes

We conduct scenario analysis and/
or stress testing

Climate-change risks are reflected
in our risk metrics and monitoring

We guantitatively assess the
potential impact of physical risks
related to climate change

We have policies in place for businesses
impacted by climate change

We quantitatively assess the potential
impact of transition risks of moving to a
lower-carbon economy where relevant

Climate-change risks are reflected
in our risk appetite guantitatively

76%

71% EMEIA | 85% Americas | 69% Asia-Pacific

64%

69% EMEIA | 44% Americas | 92% Asia-Pacific

A47%

52% EMEIA | 37% Americas | 54% Asia-Pacific

39%

48% EMEIA | 22% Americas | 46% Asia-Pacific

36%

38% EMEIA | 26% Americas | 54% Asia-Pacific

33%

38% EMEIA | 19% Americas | 46% Asia-Pacific

17%

19% EMEIA | 7% Americas | 31% Asia-Pacific
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The fact that climate risk mechanisms are embedded is clear
evidence of risk management'’s maturation in this area. CROs in
Asia-Pacific are also much more likely to say that they conduct
scenario analysis and/or stress testing (92% of Asia-Pacific
CROs versus 64% of all respondents), have policies in place for
businesses impacted by climate change (54% of Asia-Pacific
CROs versus 36% of overall), and quantitatively assess the
potential impact of transition risks of moving to a lower carbon
economy where relevant (46% versus 33% overall).

Interestingly, the results of climate scenario analyses are

used for internal, informational purposes only (56%) or inform
regulatory requirements (49%). But only 20% of CROs say the
results inform corporate strategy and only 16% say they inform
the setting of risk appetite.

Figure 16: How does your organization use the results of climate scenario analyses?

Results are for internal,
informational purposes only

Results inform regulatory

requirements (e.g., National Association
of Insurance Commissioners (NAIC) in the US,
CSRD in the EU, Sustainable Reporting

Directive (SRD) and International Sustainability
Standards Board (ISSB) in the UK)

Results inform corporate strategy

56%

57% EMEIA | 56% Americas | 54% Asia-Pacific

49%

57% EMEIA | 37% Americas | 46% Asia-Pacific

20%

19% EMEIA | 15% Americas | 31% Asia-Pacific

Results inform the setting of risk
appetite

Results inform key performance
indicators (KPI) from a risk
management perspective

16%

24% EMEIA | 4% Americas | 15% Asia-Pacific

13%

12% EMEIA | 7% Americas | 31% Asia-Pacific

0%

of CROs prioritize
the regulatory aspects of
climate risk
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Regulatory risk is never too far from CROs' minds and our
results clarify that enterprise resilience (29%) and 43% for
EMEIA, capital and solvency requirements (23%), and cyber/
data security regulations (19%) and 31% for Asia-Pacific

are the top concerns regarding compliance. Again, the

implementation of DORA has CROs thinking about compliance.

Interestingly, Al regulation was cited by only 10% of
respondents but was the top choice for CROs in the Americas
(tied with capital and solvency requirements at 26%).

Despite the Al Act in Europe and a generally stringent
regulatory environment in the region, CROs in that region
rated Al regulatory risk fairly low. That's likely due to many
insurers having incorporated algorithmic bias concerns into
their Al governance, model validation and underwriting
practices. It's also worth noting that full implementation of
the Al Act will be a multiyear process.

Conduct risk is a regulatory focal point across Asia-Pacific.
In Australia, for instance, recommendations from the Royal
Commission into Misconduct in the Banking, Superannuation
and Financial Services Industry, led to a number of reforms
designed to improve consumer outcomes. In Vietnam,
Indonesia and other markets, mis-selling issues caused
requlators to step in with new guidelines and regulations

to provide increased customer protection. In Hong Kong,
requlators are ratcheting up their focus on the fair treatment
of customers, as well as anti-money laundering and know-
your-customer requirements.

Figure 17: Considering the spectrum of existing and forthcoming regulations that impact your organization, please rank the following
requlatory focus areas based on your organization’s level of concern for ensuring compliance.

Enterprise resilience: Addressing requirements from recent requlations
(e.g., DORA, UK PRA, New York State Department of Financial Services
(NYDFS)) to enhance our enterprise resilience capabilities

Capital and solvency requirements: Aligning financial risk management practices
to changing capital, collateral and solvency requirements

Cybersecurity and data protection: Aligning with requirements from recent
regulations (e.g., NYDFS cybersecurity requirements, EU Cyber Resilience Act)
and other data protection/data privacy laws

Al regulation: Preparing for recent Al/GenAl regulation updates (e.g., EU Al Act,
NAIC's Model Bulletin: Use of Artificial Intelligence Systems by Insurers)

Consumer fairness and conduct: Ensuring our practices align with regulations
focused on consumer fairness and ethical conduct

29%

43% EMEIA | 11% Americas | 23% Asia-Pacific

23%

18% EMEIA | 26% Americas | 31% Asia-Pacific

19%

15% EMEIA | 19% Americas | 31% Asia-Pacific

10%

3% EMEIA | 26% Americas | 0% Asia-Pacific

8%

5% EMEIA | 7% Americas | 15% Asia-Pacific

CROs on requlatory risk
44

Risk management is considered essential for anticipating
regulations, with ongoing contact with the business to
serve in a consulting and supervisory role.

The biggest topic in internal discussion is regulation in

Europe. We try to take a pragmatic approach to comply
with the law but in a way that is practical and sensible, and
which requires taking on a bit of regulatory risk.
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Assessing product value may develop into a higher priority,
especially if requlators (e.qg., EIOPA) look for more frequent or
more detailed evaluations and disclosures. Currently, annual
assessments are the most common, cited by 34% of our survey
respondents. That significantly more EMEIA-based CROs (46%)
conduct annual assessments illustrates the impact of EIOPA's
Insurance Distribution Directive (IDD) and the UK's Consumer
Duty. To improve these assessments, CROs will have to address
their biggest challenges, including determining customer
expectations (54%) and the availability of management
information (35%).

Figure 18: How frequently does your organization assess the

value its products provide?

Annually

Every six months

Quarterly

Ad-hoc

N/A: we do not assess the value
our products provide
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46% EMEIA | 15% Americas | 38% Asia-Pacific

] 5%

5% EMEIA | 4% Americas | 8% Asia-Pacific

-

17% EMEIA | 33% Americas | 8% Asia-Pacific

22% EMEIA | 44% Americas | 38% Asia-Pacific

%

10% EMEIA | 4% Americas | 8% Asia-Pacific
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Our survey results show clear maturation of controls
environments on both the first and second lines, though
ample work remains to be done. The most mature aspects
of the control framework are governance and oversight,
risk assessment, and risk control and identification.
Testing and monitoring are the least mature aspects.
There is much more room for maturation when it comes
to first-line adoption of specific components of the
internal control framework, with no more than 30% of
respondents saying that any aspect of their control
environment is mature.

Governance and oversight

Risk assessment (inherent and
residual risk)

Risk and control identification
(including key control ID/tagging)

Accountability and ownership
of risk

Control design and
implementation

Control inventory and
documentation

Control performance indicators
(incl. metrics and reporting)

Testing and monitoring

First-line control maturity overall

Graph 1: How mature are the following components of the internal control framework in terms of first-line

adoption?

Overall EMEIA Americas Asia-Pacific
15% 10¢ 33% 19% 23% 46%
16% 26% 8 54%

18%

—
X
(9]

—=
N
=

=
—
X

21%

20%

28%

| —
)
=

1. Immature

18%

20%

28%

=

15%

B8 2. Established/maturing

Note: Numbers may not add to 100% due to rounding.

33

19%

%

26%

26%

26%

26%

38%

31%

X

23%

31%

15%

B 3. Mature
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Graph 2: How mature are the following components of the internal control framework in terms of second-
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line development and implementation?

Overall EMEIA Americas Asia-Pacific
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Governance and oversight

Risk assessment (inherent and
residual risk)

Risk and control identification
(including key control ID/tagging)

Control design and
implementation

Second-line control
maturity overall

Control inventory and
documentation

Control performance indicators
(incl. metrics and reporting)

Testing and monitoring
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Planned enhancements for the control environment focus on
the internal framework (cited by 48% of respondents, with

59% of EMEIA and 37% of Americas), followed by 38% who say
improving control design technical capabilities (e.qg., controls
automation) and improved control performance indicators (35%)
are the priorities. The implication is that CROs recognize the
many different ways they can enhance and further mature the
controls environments.

Proactive self-identification and reporting of control issues is
increasingly the norm, with 41% of respondents saying they do
so for 51%-75% of such issues and another 33% saying they do it
for more than 75%. The use of Al and other forms of electronic
communications and surveillance may also prompt further
gains in proactive risk management. CROs certainly expect
technology to be a difference-maker; one CRO told us, “In the
future, we will be able to embed tech in a way that will tell me
with some degree of precision the operating effectiveness of
controls.”

Figure 19: What are the organization’s top priorities as related to enhancing the control environment?

Improve the internal controls framework (including standards and requirements
pertaining to risk and control identification, risk assessment, control design
and implementation, control performance indicators, testing and monitoring,
governance, and oversight)

Improve control design including technical capabilities such as controls automation

Improve control performance indicators via metrics and reporting

Improve control oversight and testing performance across second-line and
third-line, including better coordination and coverage

Improve control documentation, including control descriptions or process,
risk and control taxonomy documentation

Risk and control identification (including key control tagging
and population rationalization)

48%

59% EMEIA | 37% Americas | 38% Asia-Pacific

38%

41% EMEIA | 26% Americas | 54% Asia-Pacific

35%

29% EMEIA | 37% Americas | 46% Asia-Pacific

30%

29% EMEIA | 26% Americas | 38% Asia-Pacific

30%

37% EMEIA | 30% Americas | 8% Asia-Pacific

28%

24% EMEIA | 37% Americas | 23% Asia-Pacific
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Figure 20: Please select the statements that best describe the risk management operating model within your organization, focusing on
‘ h a pt e r 9 reporting lines, responsibilities and interactions among different functions.
The CRO has an independent reporting relationship to the board or a risk
. 2%
committee of the board
o e The second-line risk management functions assists and/or facilitates first-line
In terms of reporting lines, responsibilities and : : : o e - 69%
, , o , business in completing risk identification and assessment processes
interactions with different functions, our results
show the expanding remit of CROs and their
increased involvement across the business and with )
. L. . The CRO reports reports directly to the CEO 65%
different levels of the organization. A large majority
(72%) of CROs have a direct relationship with the
board or a board-level risk committee and nearly as o . . . o
many (65%) report directly to the CEO, with about a |A's findings are regularly viewed and discussed with the second-line r.|sk _ 3%
quarter (27%) reporting to the CFO. management function
We have a well-defined shared reliance model between internal audit (IA) and
o . 57%
the second-line risk function
|A and the risk management function coordinate audits and independent second- _ =70,
line testing engagements to minimize impact to the business i
The first line provides reporting on their risks to the second-line risk _ =10
management function ’
The second-line risk management function interacts with first-line business
: : : . 47%
stakeholders mostly in an independent oversight and challenge capacity
Escalation protocols and communication channels between the first and second
: . 46%
lines of defense are well-defined
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Beyond reporting lines, our results also show increased
coordination across the three lines of defense, including
extensive engagement with internal audit and the business.
These are signs of maturity, though a case can be made that
these numbers, large as they are, should be even higher. We
believe there is opportunity at many insurers to align risk
management methodologies and taxonomies across second-
line programs and with internal audit.

More than half of CROs (52%) say the number of full-time
risk management employees in the first line will increase,
with 41% saying there will be no change. CROs expect
relatively modest staff increases in the first line compared to
last year, when 52% said there would be no impact on hiring.

Figure 21: How do you expect the number of full-

time risk management professionals across the first

line to change over the next five years?

Increase > 25% 1%

Increase 16%-25% . 13%
Increase 11%-15% I 6%
Increase 6%-10% . 13%
Increase 1%-5% - 19%
No impact - 41%
Decrease 1%-5% 1%
Decrease 6%-10% I 4%
Decrease 11%-15% 1%

Note: Numbers may not add to 100 due to rounding.

Second-line resources will grow even
more, our results suggest: 65% of
CROs expect increases (up from

52% last year), versus 27% (down
from 32%) who say there will be no
change and 8% who expect decreasing
headcount (down from 16%).

Business growth is driving the need
for more risk management resources,
according to 45% of CROs, while 29%
cite requlatory factors as the primary
cause. It also helps explain the
ongoing push for automation within
the risk management function.

Figure 22: How do you expect the number of full-
time risk management professionals in the second
line to change over the next five years?

Increase > 25%

Increase 16%-25%

Increase 11%-15%

Increase 6%-10%

Increase 1%-5%

No impact

Decrease 6%-10%

CRO on access to key skills

14

10%

11%

11%

18%

15%

27 %

8%

We can co-source to supplement technical

skills.
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Chapter 10

Figure 23: What are the most important skill sets required in
the first line of risk management over the next five years?

In terms of the most important skill sets for the next

five years, CROs see sever‘al different type§ of ’Falent Cybersecurity - 36%
as comparably valuable. Diverse and holistic skills are
necessary for effective risk management on both the
first and second lines.
- o _ Business/product knowledge - 27%
On the first line, the priorities are cybersecurity (36%),
business/product knowledge (27%), change and
transformation (25%), operational risk and business
continuity (25%) and ML/AI (23%). Change and transformation - 25%
Operational risk and resilience/
. . 25%
business continuity
Use of ML/AI - 23%
Communication, leadership, and
i . 17%
critical thinking
Actuarial . 14%
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On the second line, CROs

see cybersecurity (40%),
communication, leadership
and critical thinking (28%),
operational risk and resilience
(26%) and Al-based model risk
management (25%) as the top
four skill sets.

Figure 24: What are the most important skill sets required in
the second line of risk management over the next five years?

40%

43% EMEIA | 28% Americas | 54% Asia-Pacific

Cybersecurity

Communication, leadership and - 28%
critical thinking 2% emeiA | 40% Americas | 8% Asia-Pacific
Operational risk and resilience/ - 26%

business continuity ; S
21% EMEIA | 32% Americas | 31% Asia-Pacific

25%

21% EMEIA | 24% Americas | 38% Asia-Pacific

Al-based model risk management

Actuarial - 18%
19% EMEIA | 20% Americas | 8% Asia-Pacific
Regulatory change - 18%
24% EMEIA | 4% Americas | 23% Asia-Pacific
Business/product knowledge - 16%

17% EMEIA | 16% Americas | 15% Asia-Pacific

Change and transformation . 15%
21% EMEIA | 12% Americas | 0% Asia-Pacific
Quantitative analytics (i.e., model . 15%
development)
12% EMEIA | 24% Americas | 8% Asia-Pacific
Risk data aggregation and reporting . 14%

14% EMEIA | 12% Americas | 15% Asia-Pacific

CROs on key skill sets

14

We are looking for an ‘investigative
journalist’ type of skill set. We want
curious people who think innovatively.

Communication is critical. I need
professionals who understand the
complexity of the models and are able

to simplify and clearly communicate
these concepts. This skill set is one of the
hardest to hire because a lot of quants
and actuaries are very detailed and not as
focused on good communication.
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CROs say that ML and Al are the skill sets most challenging
to attract and retain (cited by 40% of respondents, including
57% of CROs in Americas, but only 26% in EMEIA), followed
by Al-based model risk management (36%), actuarial skills
(26%), and cybersecurity (23%), down from 35% last year.

That actuarial skills are more in demand than cybersecurity
highlights that CROs recognize that such skills remain

the heart for the insurance business. It may also reveal
underlying concerns that not enough young talent is
attracted to the insurance sector.

Communication, leadership and critical thinking are lower on
the list (13%, down from 35% last year) despite being skills
that CROs clearly value, our results show. Last year, data
science and modeling (41%) and business/product knowledge
(35%) were the hardest skills to attract and retain.

Figure 25: For which of the following skill sets does your organization face challenges attracting and retaining talent?

Use of ML/AI

Al-based model risk management

Actuarial

Cybersecurity

Digital fluency (e.qg., ability to
understand and use information
and technology effectively)

40%

26% EMEIA | 57% Americas | 50% Asia-Pacific

36%

30% EMEIA | 43% Americas | 42% Asia-Pacific

26%

22% EMEIA | 36% Americas | 25% Asia-Pacific

23%

33% EMEIA | 7% Americas | 17% Asia-Pacific

19%

26% EMEIA | 7% Americas | 17% Asia-Pacific

Change and transformation

Data science and modeling

Communication, leadership and critical
thinking

Operational risk and resilience/business
continuity

Risk data aggregation and reporting

m

7% EMEIA | 36% Americas | 17% Asia-Pacific

-

11% EMEIA | 29% Americas | 8% Asia-Pacific

B 13w

11% EMEIA | 21% Americas | 8% Asia-Pacific

B

11% EMEIA | 14% Americas | 8% Asia-Pacific

l 9%

11% EMEIA | 7% Americas | 8% Asia-Pacific
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When asked what will help their organization better manage
risk, CROs cited business knowledge and the enabling role
of risk management (58%), the ability to adapt to change
(47%), soft skills, including leadership, communication and
digital acumen (42%), and relationship building (42%) as
having the most powerful impacts.

JUMP TO

CONTENTS

Figure 26: In the coming three years, which of the following will help your organization better manage risk?

Business knowledge and the
enabling role of risk management

Ability to adapt to a changing risk
environment (including impact of
geopolitical uncertainties)

Digital acumen (e.g., technology,
data, GenAl, programming)

58%

55% EMEIA | 77% Americas | 31% Asia-Pacific

A7 %

48% EMEIA | 35% Americas | 69% Asia-Pacific

42%

48% EMEIA | 31% Americas | 46% Asia-Pacific

Less than a third (31%) of CROs say it will become increasingly difficult
for the insurance industry to attract and retain talent over the long term,
a huge drop from last year (64%). About a quarter of respondents (24%)
say they face an “intense challenge” to find and keep the talent they
need. In contrast, 42% of CROs say attracting and retaining talent is about
as difficult as it has always been, while 6% say talent risk is overdone and
that insurance remains an attractive employer of choice.

Soft skills (e.qg., leadership, relationship
building, communication, negotiation,
active teaming)

Broader understanding - 31%
of all risk domains

33% EMEIA | 31% Americas | 23% Asia-Pacific

48% EMEIA | 31% Americas | 46% Asia-Pacific

Just a few years after the headline-making “war for talent,” these numbers may seem
somewhat low. However, in interviews, CROs explained how they were finding the skills
they need. One said, “At the moment, we're able to recruit good talent because tech
companies are letting people go, making it a good hiring market."
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Looking ahead

Effective risk management has always been at the heart of the
insurance business and remains so today. With a more diverse
range of risks presenting greater threats to operations, CROs' jobs
are increasingly difficult. They've also never been more important.
Risk leaders that can keep their organizations aware of the most
threatening risks and ahead of tomorrow’'s emerging risks will make
the greatest contribution to growth and innovation.

What's clear from our results is that the trend toward more
engagement with the business and more involvement with key
initiatives will only accelerate. When asked how their roles will evolve
over the next five years, our survey respondents selected increased
involvement in strategic planning, business change and innovation
as their top choice, followed by embedding a strong risk culture
across the three lines of defense and serving as a “watchtower" for
triangulating and advising the board and senior management on
intersecting risks.

Figure 27: In what areas do you envision the role of the CRO
will evolve over the next five years?

Increase involvement in strategic
planning, business change and
innovation

Embed a strong risk culture
across the three lines of defense

ldentify opportunities for
“upside” risk taking

Serve as the "“watchtower” for
triangulating and advising the board and
senior management on intersecting risks

Support the transition of risk
ownership to the first line of defense

Develop and grow the next generation
of risk leaders and deepen succession
strength in the second line

42%

36% EMEIA | 58% Americas | 31% Asia-Pacific

38%

33% EMEIA | 50% Americas | 31% Asia-Pacific

31%

26% EMEIA | 38% Americas | 31% Asia-Pacific

30%

26% EMEIA | 31% Americas | 38% Asia-Pacific

27%

29% EMEIA | 19% Americas | 38% Asia-Pacific

25%

26% EMEIA | 19% Americas | 31% Asia-Pacific

This year's EY-IIF survey of banking CROs found that developing and
growing the next generation of risk leaders was the top priority, cited by

55% of respondents.

To effectively manage the many priorities on their agendas, insurance
CROs are turning to modernized technology, richer data sets and new skill
sets. Risk management teams need both deeper technical expertise and
broader business knowledge and workers who are tech-savvy, data-fluent,
and adept at critical thinking. Ironically, as risk management gets more

automated and digitized, the value of effective communication, relationship

building and seeing the “big picture” has never been clearer.

CROs on future priorities

(14

We need to rethink the value proposition
of risk for the next five to 10 years.

Let’s dictate the future risk management,
not let the future get in front of us.

If we don’t show value in the second and
third lines, we will become obsolete.

By positioning itself as a strategic advisor,
risk management can significantly
contribute to the organization’s overall
success and resilience.
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Key actions

for CROs

Our survey results suggest that this powerful
combination of capabilities is what it will take to
establish high-performing risk management functions
in the future. In the meantime, CROs can prioritize
the following actions.

Given all the uncertainty in the market today and the
likelihood of more disruptive change, CROs must take
a holistic approach in boosting the effectiveness of
current risk management techniques. The big-picture
objective is to ensure risk teams can deliver maximum
strategic value and that risk management is viewed as
a resource for achieving key goals.

Expand talent
management strategies
and the scope of
recruiting efforts to
incorporate generalists
with business savvy and
discrete technical skills,
including Al, cyber and
operational resilience

Consider
alternative sourcing
strategies and new
partnerships to
access specialty skill
sets and specific
technology

Build a strong
business case for risk
management’s value,

with quantifiable
metrics to track returns
on investments in
talent, technology and
partnerships; identify and
share risk insights that can
drive strategic initiatives,
enhance customer
experiences and foster
innovation

Prioritize relationship-
building with senior leaders
and the board to facilitate
information sharing, better
understand business needs
and embed risk management
in strategic planning relative
to growth and innovation
strategies, deployments of
new technology and capital
allocation

1

Drive a stronger risk
culture by educating
first-line business
leaders, functional
executives and the
board on the latest
risks and leading
practices

2

Top 10
actions for
CROs

7

Continually revisit and
refine governance models
for GenAl to reflect
priority uses cases, new
deployments and ensure
ongoing flexibility to adjust
as the technology matures

6

Proactively monitor
requlatory developments
(using Al-powered scanning
tools) and participate
in industry forums and
in direct dialogue with
authorities to shape
rulemaking processes,
new requirements and the
development of industry
standards

Expand the aperture of scenario
planning and stress testing
programs, pushing participants
to envision extreme, even
unthinkable developments in
terms of geopolitical conflict,
macroeconomic shocks,
cyber breaches and natural
disasters (including “everything
happening at once" situations)

Embrace a continuous
improvement mindset in
adopting technology and

enhancing data management
capabilities in pursuit of
increased efficiency; seek
opportunities to self-disrupt
with technology

Apply risk-based principles
and approaches for all core
risk management tasks and
activities, with the goal of
having the right people and
teams focused on the right
risks at the right time; ensure
all risk management plans are
designed with resilience in
mind, with a proper balance
of monitoring, prevention and
incident response
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Further
reading

2025 EY Cybersecurity Study: 2025 Global Insurance Outlook
Bridging the C-suite disconnect

IIF-EY Al Research

2025 EY-IIF Global Banking
Risk Management Survey

Understanding the EU
Omnibus proposal: key insights
and resources
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