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EEE
The better the question. The'better the answer. The better the world works.

Al for cyber | Cyber for Al | One platform for cyber decision intelligence

EY Cyber Performance Management is a modular SecDataOps platform that brings cyber, data and Al signals into one decision
intelligence layer. Designed and engineered by EY Cyber Al COE, it helps organizations discover and inventorize assets and bill
of materials of all form factors, enumerate and prioritize cyber risk, quantify business impact, remediate accurately and scale Al
securely.

Cyber for Al
From Al adoption to Al trust

Al for cyber
From visibility to action

Secures end-to-end Al pipeline through governance, semantic
classification, LLM firewall and runtime policy enforcement on
agents.

Connects asset discovery, bill of materials (BOM) intelligence,
risk enumeration, prioritization, quantification and remediation
into one closed cyber performance loop.

The leadership challenge

Tool sprawl, but not enough decision-grade cyber intelligence

Key questions Underlying challenge

| Do we have a clear view of what we need | Shadow IT and Al assets create blind spots, while
01 to protect across IT, cloud, OT, data and 01 fragmented tools prevent a reliable enterprise exposure
Al environments? view.
02 I What should we fix first? 02 | Shrinking time-to-exploit and fragmented risk signals
I :

|  make prioritization difficult and inconsistent.

| How do we secure, govern and monitor Al | Decentralized Al adoption outpaces governance,
03 I assets, models, agents and LLM 03 I creating visibility, control and regulatory compliance
applications at scale? gaps.
04 | How quickly can we prioritize, remediate 04 | Attackers can rapidly discover and exploit _
| and prove closure before exposure turns | vulnerabilities, making it critical to prioritize, rerr_ledlate
into impact? and prove closure before exposure becomes business

impact.




EY CPM key outcomes and use cases

Know what you own | Prioritize what matters | Remediate with evidence | Secure Al at scale

. ) . Prioritize: Correlate Remediate: Expedite patch
Discover: Identify assets s f .
vulnerabilities, exposure, planning at machine speed,
across IT, OT, loT, Cloud, o - R
S exploitability, threat leveraging the remediation
applications, APls, data . - -
intelligence, attack paths and agentic co-worker supported by
and Al. . o . .
business criticality. audit-grade evidence.
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InV(_entorlze. Bill of Quantify: T_ranslgte cyber Operationalize: Fuse
materials - software, Al, exposure into financial AR - -
. . decision intelligence into
crypto hardware, OT, impact, loss scenarios, . .
. L security and privacy
quantum, APIs and call investment priorities and -
- architectural layers.
graph. board ready reporting.
Govern: Discover Al Enforce: Apply controls at Control: Govern autonomous
agents through purpose bound
models, agents, datasets, the LLM gateway and agent . .
B authorization, policy
prompts, Al applications tool call boundary before
- enforcement and data-flow
and shadow Al. actions execute.
_ aware controls.
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o e Protect: Safeguard Personally
Class_lf_y. Identify intent, Identifiable Information (PII), Prove: Generate audit ready
sensitive data, prompt ) . .
o - confidential data, model evidence, traces and
injection, risky outputs . - -
interactions, token flows and adherence to compliance.
and RAG-borne threats.

downstream API calls.

EY CPM portfolio

Asset Discovery | Inventory Insights | RBVM | CRQ | Remediation OS | Device Secure
AISPM | Thoth | Sphinx | Agent PEP | Agent IAM | Agent PDP | POPM | Trust DLP | Agentic CCM

Agentic SOC | Data Fabric | Agent Factory
Sovereign Cyber LLM

Why EY CPM?

From fragmented signals to defensible decisions

Unified platform Close the loop and prove it
9 Retire the tool sprawl. Your team Fix what matters faster (7F\—'\ Remediation is not handed off, it is
o%);l stops stitching signals across a Focus on exploitable exposures , completed inside the platform
dozen consoles and operates on one based on organization context. R—<" simulated, governed evidence
platform. sealed.
Decisions your board acts on . " Your data never leaves : :
Boards see reduced risk, exposure Scale Al with confldeqce S~ Platform an_d C_yber tralne_d sovereign
i@ 4 and financial impact no’tjust Accelerates Al adopt_lon se_cur_ely % m_odels run inside the environment
@ Common Vulnerabili'ties and through trust-by-design principles, &V with full data control, no egress and
rather than stalling due to risk. real sovereignty. Designed to deliver
Exposures (CVE) counts.

compliance and confidence.

45%-60% 50%—65% ~ 50% 90%+

otal Cost of Ownership Improvement in cyber Reduction in Mean Time to Regulatory audit readiness
analyst efficiency Respond (MTTR)




Proven impact across industries

What is delivered?

Application Security Posture Management and
Continuous Threat Exposure Management (CTEM)

Industry

Financial services Unified application risk visibility; ~ 50% alert noise

reduction; 30% to 50% faster response.

Vulnerability Management and Risk Prioritization Risk-based vulnerability prioritization; ~ 50% alert

program noise reduction; 30% to 50% faster response.

IT/ITES Near real time financial risk visibility; improved
security investment prioritization.

Pharmaceuticals Unified Inventory (IT, OT), Risk Prioritization and Near real time exposure visibility; improved

Quantification remediation and financial risk prioritization.

Flexible deployment and commercial model

Accelerate adoption of EY Cyber Performance Management with modular deployment, subscription-based pricing and EY-
managed operations

Minimal deployment Visibility in minutes Critical actions in hours Production readiness in days
dependencies

Deployment flexibility
= On-premises or hybrid
= Phased module adoption = Tiered service options

= Low-disruption = EY-managed delivery and
implementation support

Commercial model
= Subscription-based model

Enterprise architecture
= Modular

= Containerized

= Ecosystem-integrated

Built-in compliance and framework alignment

Built for India. Defensible globally.

© Indian regulators

Frameworks and standards
CERT-In, RBI, SEBI, DPDPA, IRDAI

© Global standards EU Al Act, AIUC-1, GDPR, ISO 27001, ISO 42001 and enterprise control frameworks

© Threat intelligence MITRE ATT&CK, MITRE D3FEND, OWASP LLM Top 10

© Risk management NIST CSF, Open FAIR, NIST Al RMF, cyber risk quantification

© Security operations Continuous Threat Exposure Management (CTEM), OCSF, Al Security

Contact us

Cybersecurity directly shapes business resilience, regulatory confidence and trust. EY CPM helps organizations convert cyber,
data and Al signals into measurable cyber performance.

N

Murali Rao
Partner and National Leader,
Cybersecurity Consulting,
EY India

Raghavendra B V

Cybersecurity Consulting,
EY India

Partner and Deputy Leader,

Shivaprakash S Abburu

Partner, TAC and Cyber Al

COE Leader Cybersecurity
Consulting, EY India

Sidharth Sood
Partner, Cyber Al COE,
Cybersecurity Consulting,
EY India

Email: Murali.Rao@in.ey.com | Raghavendra.Bv@in.ey.com | Shivaprakash.Abburu@in.ey.com | Sidharth.Sood@in.ey.com
rsecurity@ey.com | ey.com/cybersecurity
Schedule a 30-minute discovery session for an in-person cyber risk diagnosis
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EY offices

Ahmedabad

22nd Floor, B Wing, Privilon

Ambli BRT Road, Behind Iskcon Temple
Off SG Highway, Ahmedabad - 380 059
Tel: + 91 79 6608 3800

Gandhinagar

8th Floor, Building No. 14A

Block 14, Zone 1

Brigade International Financial Centre
GIFT City SEZ

Gandhinagar - 382 355

Tel: + 91 79 6608 3800

Bengaluru

12th & 13th Floor

“UB City”, Canberra Block
No.24 Vittal Mallya Road
Bengaluru - 560 001

Tel: + 91 80 6727 5000

Ground & 1st Floor

# 11, ‘A’ wing

Divyasree Chambers
Langford Town
Bengaluru - 560 025
Tel: + 91 80 6727 5000

3rd & 4th Floor
MARKSQUARE

#61, St. Mark’s Road
Shantala Nagar
Bengaluru - 560 001
Tel: + 91 80 6727 5000

1st & 8th Floor, Tower A
Prestige Shantiniketan
Mahadevapura Post

Whitefield, Bengaluru - 560 048
Tel: + 91 80 6727 5000

Ecospace

1st Floor, Campus 1C

Ecospace Business Park

Outer Ring Road,

Bellandur - Sarjapura Area, Varthur Hobli,
Bengaluru Urban - 560103

Bhubaneswar

8th Floor, O-Hub, Tower A

Chandaka SEZ, Bhubaneswar - 751024
Tel: + 91 674 274 4490

Chandigarh

Elante offices, Unit No. B-613 & 614
6th Floor, Plot No- 178-178A
Industrial & Business Park, Phase-|
Chandigarh - 160 002

Tel: +91 172 6717800

Chennai

6th & 7th Floor, A Block,

Tidel Park, No.4, Rajiv Gandhi Salai
Taramani, Chennai - 600 113

Tel: + 91 44 6654 8100

Delhi NCR

Aikyam

Ground Floor

67, Institutional Area

Sector 44, Gurugram - 122 003
Tel: + 91 124 443 4000

3rd & 6th Floor, Worldmark-1
IGI Airport Hospitality District
Aerocity, New Delhi- 110 037
Tel: + 91 11 4731 8000

4th & 5th Floor, Plot No 2B
Tower 2, Sector 126
Gautam Budh Nagar

Noida - 201 304

Tel: + 91 120 671 7000

Hyderabad

THE SKYVIEW 10

18th Floor, “SOUTH LOBBY”
Survey No 83/1, Raidurgam
Hyderabad - 500 032

Tel: + 91 40 6736 2000

THE SKYVIEW 20

2nd Floor, 201 & 202

Right Wing, Survey No 83/1
Raidurgam, Hyderabad - 500 032
Tel: + 91 40 6736 2000

Jaipur

9th floor, Jewel of India
Horizon Tower, JLN Marg
Opp Jaipur Stock Exchange
Jaipur - 302018

Kochi

7th Floor, ABAD Nucleus
NH-49, Maradu PO
Kochi - 682 304

Tel: + 91 484 433 4000

Kolkata

22 Camac Street

3rd Floor, Block ‘C’
Kolkata - 700 016

Tel: + 91 33 6615 3400

6th floor, Sector V,

Building Omega, Bengal Intelligent
Park, Salt Lake Electronics Complex,
Bidhan Nagar

Kolkata - 700 091

Tel: + 91 33 6615 3400

Mumbai

14th Floor, The Ruby

29 Senapati Bapat Marg
Dadar (W), Mumbai - 400 028
Tel: + 91 22 6192 0000

5th Floor, Block B-2

Nirlon Knowledge Park

Off. Western Express Highway
Goregaon (E)

Mumbai - 400 063

Tel: + 91 22 6192 0000

3rd Floor, Unit No.301

Building No.1, Mindspace-Gigaplex
IT Park, MIDC, Plot No. IT-5

Airoli Knowledge Park

Airoli West, Navi Mumbai - 400 708
Tel: + 91 22 6192 0003

18th Floor, Altimus

Pandurang Budhkar Marg
Worli, Mumbai - 400 018
Tel: +91 22 6192 0503

Pune

C-401, 4th Floor

Panchshil Tech Park, Yerwada
(Near Don Bosco School)
Pune - 411 006

Tel: + 91 20 4912 6000

10th Floor, Smartworks
M-Agile, Pan Card Club Road
Baner, Pune - 411 045

Tel: + 91 20 4912 6800




