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1. Introduction

Last year, much energy was devoted by companies to 
deciphering the intent of revised Provision 29 of the 2024 
UK Corporate Governance Code (the Code) to ensure 
their approaches to implementing this Code change were 
appropriately focused. Boards, risk, control and internal audit 
teams embarked on a journey of introspection.

At the beginning of this journey was a sense of initial 
scepticism and, to some extent, frustration with the lack of 
prescription inherent in the very flexible and principles-based 
nature of Provision 29.

A year on, there is a growing sense of opportunity.

These observations are based on our extensive engagement 
over the last 15 months, including more than 100 meetings 
with commercial listed companies across various industries. 
We convened peer-to-peer roundtables, had one-on-one 
discussions and delivered targeted board update sessions to 
help management and boards navigate the new requirements. 
Our work has helped companies to clarify and refine their 
thinking and also fostered valuable peer networks for sharing 
emerging practices.

Leading companies which embraced the flexibility are now well 
progressed on their journey to compliance, whilst those still 
in earlier stages of preparation face a widening gap. There is 
resounding agreement among these leaders that Provision 29 
has provided a trigger or a mandate to do more than just think 
about enhancing the transparency of reporting.

Whilst there has rightly been an aversion to throwing the baby 
out with the bath water, and companies are keen to leverage 
existing disciplines and systems, so far, preparing for Provision 
29 has helped:

	▪ Put a different lens on the ‘robust assessment of principal 
risks’ in Provision 28. This is no longer being done purely 

from an external reporting or compliance perspective but 
as a vital starting point to ensure that the board’s activities 
under Provision 29 have the right foundation or basis. 
Firstly, that the principal risks identified are truly relevant 
to the ‘sustainable existence’ of the company (its business 
model, performance, solvency, liquidity and reputation); 
secondly, that they are being assessed (and described) at an 
appropriately granular and specific level, and thirdly, that 
responses (mitigations, controls, etc.) are robust and can be 
relied on by the board in making its declaration.

	▪ Refocus management teams on whether the design of 
controls is fit for purpose in light of changes within the 
company and in its external environment, rather than just 
whether controls were operating.

	▪ Create formalisation and new disciplines, for example, via 
newly established roles and structures, documentation and 
investment in systems.

	▪ Clarify governance arrangements with respect to risk 
management and internal control.

	▪ Refine monitoring and review processes at management 
and board level to provide ongoing assurance and drive 
improvements.

	▪ Re-evaluate the sources of confidence or assurance that 
boards rely on to make their public declarations.

Whilst those engaging directly with us and other risk and 
governance experts may represent a self-selecting group, 
this broader trend is undeniable. Our review of over 150 
FTSE annual reports and accounts (ARA) with December 
2024–March 2025 year ends also reveals a consistent theme — 
companies are taking Provision 29 seriously.1

1. References to any company in this report are based on public disclosures made within its latest ARA available as at 30 June 2025.
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However, disclosures are not always fully reflective 
of companies’ efforts. This is why our findings and 
recommendations are based on a combination of insights from 
public disclosures in ARAs and anonymised insights from our 
extensive engagement.

As with most regulatory changes, FTSE 100 companies have 
taken the lead — their thinking and preparation are more 
advanced. With about 18 months until December 2026 
reporters make their first declarations, we hope that our 
insights can be used by all those in scope to benchmark and 
analyse where they are and to accelerate their progress if 
needed. Even those who are advanced in their approach will 
need to remain alert and agile — risks are dynamic, particularly 
in the current macroeconomic and political context. Therefore, 
frameworks and material controls will need to be revisited.

Our publication has been written to easily aid such analysis:

	▪ Section 2 sets out the activities companies had been 
carrying out in 2024 to plan and prepare for Provision 29.

	▪ Section 3 discusses what companies had been doing to 
revisit and refine the foundational arrangements supporting 
the material controls declaration.

	▪ Section 4 addresses focus areas for 2025.

	▪ Section 5 covers our recommendations on how to create 
a cohesive and compelling narrative across the ARA, such 
that readers are clear and confident on how companies 
manage enterprise and disclosure risk.

The FRC repeatedly emphasised a proportionate and bespoke 
approach to implementation — and from our work this really 
seems to have landed. What remains to be seen is whether 
the varying approaches to implementation due to the absence 
of a prescribed framework, mandatory external assurance 
requirements or direct regulatory oversight will deliver cost of 
capital benefits in the long term.

We dedicate this report to Ken Williamson. 
We also thank Luke Benson, Kavita Behera and Hriday Verma.
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Associate Partner 
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We have heard that some companies may be reluctant 
to disclose enhancements to their risk management 
or internal control frameworks, or to significantly 
revise their articulation of principal risks, for fear of 
potential jeopardy. But that fear is misplaced. The FRC 
revised Provision 29 of the Code precisely to encourage 
progress, support thoughtful change, and promote 
responsible risk-taking. Continuous improvement 
efforts should be a point of pride — not hesitation. 
Companies should feel confident in reflecting these 
developments in their annual reports. This aligns with 
the spirit of "comply and explain" and reflects what the 
FRC intended when issuing the 2024 Code.
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2. Steps companies were 
taking in 2024

The insight companies voluntarily provided in their ARAs about the activities to prepare 
for Provision 29 varied greatly. Some, like Endeavour Mining (Figure 1), included 
detailed callouts. Others did not go much beyond acknowledging that the Code was 
changing. In this chapter, we have synthesised themes evident in the reporting that 
resonated with our individual engagements.

2.1. Common understanding
There is general consensus that material controls need to address both disclosure risks and enterprise risks.

FRC Guidance (para 272): material controls could include, but are not limited to controls over:

▪ External reporting that is price sensitive or that 
could lead investors to make investment decisions,
whether in the company or otherwise

	▪ Risks that could threaten the company's business 
model, future performance, solvency or liquidity 
and reputation

	▪ Fraud, including override of controls

	▪ IT risks including cybersecurity, data protection 
and new technologies

Disclosures Enterprise risks

Financial reporting
Principal risks 

(in viability 
scenarios)

Non-financial reporting
Principal risks 

(other)
Other risks

Code Principle M: The board should (...) satisfy 
itself on the integrity of financial and narrative 

statements

FRC Guidance (para 250): Controls implemented should 
be appropriate to maintain these risks within the 

defined risk appetite



5On track for Provision 29 compliance  |

In respect of disclosure risks, there is now increased 
recognition that these should not be limited to disclosures 
within the ARA. Preliminary announcements, other regulatory 
news announcements and even investor presentations can, in 
fact, be more price-sensitive. Standalone sustainability reports 
or other non-financial reports may also require consideration.

In respect of enterprise risks, companies used this as an 
opportunity to revisit the risk management process rather 
than focusing only on risk responses and their monitoring. 
There has also been growing acknowledgement that some 
principal risks are outside of a company’s control; therefore, 
whilst there may be some mitigating responses, they are 
unlikely to qualify as controls. This distinction is important 
as not every response can be meaningfully assessed for 
operational effectiveness. Business continuity, disaster 
recovery, or crisis response plans might be in place, but their 
effectiveness, or otherwise, may only become apparent when 
they are deployed.

2.2. Planning for Provision 29 
compliance
Organisations rightly approached planning for Provision 
29 compliance with the intention of leveraging existing risk 
management mechanisms. Rio Tinto summed it up well, 
stating that it aims to achieve a proportionate and practical 
response to the new declaration, which complements its 
existing SOx programme. In a similar vein, BP referenced 
deploying its existing processes to meet the new requirements, 
adding elements where appropriate whilst avoiding duplication 
and minimising extra work.

To enable this, companies needed to clarify their governance 
arrangements, establish management teams and develop 
implementation plans that reflected the maturity of their risk 
management and internal controls.

2.2.1. Clarifying governance arrangements
According to the Three Lines Model, the governing body is 
not involved in everyday risk management.2 Rather, it needs 
to be actively engaged in its oversight and provide top-down 
input into its components. To do so, responsibilities should be 
appropriately allocated between the board and its committees.

Traditionally, audit committees have been concerned with 
the oversight of risks related to financial reporting and the 
internal controls over financial reporting (ICFR) associated 
with it. Today, however, their role is extensive, with most 
taking on a role more significant than that played by other 
board committees. So much so that many audit committees 
have re-labelled themselves as ‘audit and risk committees’. 
Nevertheless, if the audit committee takes on oversight of too 
many risks beyond those directly related to reporting, it may 
struggle to adequately discharge its other core duties.

For this reason, oversight of some risks may be delegated by 
the board to other committees. Even in those situations, the 
audit committee will typically act as the integrator of most, if 
not all, risks. This reflects the fact that all principal risks can 
potentially impact the financial results and the viability of the 
business. This also aligns with the role the audit committee 
plays in relation to internal audit and assurance more broadly.

Therefore, it is not surprising that audit committees are 
overwhelmingly leading in the oversight to prepare for 
Provision 29. This has led some to redefine their remit 
and update their terms of reference. For example, the 
responsibilities of the HSBC Group Audit Committee were 
extended to all internal controls and (once defined) all material 
controls. The Audit Committee of BAE Systems was renamed 
the Audit and Risk Committee. The EnQuest Sustainability 
Committee was renamed the Sustainability and Risk 
Committee in 2024. The Committee reviews material controls 
and held a joint discussion with the Audit Committee in 2024 
to review the oversight of risk so that it was appropriately 
managed.

2. The IIA’s Three Lines Model: An update of the Three Lines of Defence, The Institute of Internal Auditors, 2020.

https://cdn-rio.dataweavers.io/-/media/content/documents/invest/reports/annual-reports/2024-annual-report.pdf
https://www.bp.com/content/dam/bp/business-sites/en/global/corporate/pdfs/investors/bp-annual-report-and-form-20f-2024.pdf
https://www.hsbc.com/-/files/hsbc/investors/hsbc-results/2024/annual/pdfs/hsbc-holdings-plc/250219-annual-report-and-accounts-2024.pdf
https://annualreport.baesystems.com/dam/jcr:f57706a5-0a28-441a-8829-0e0c213436c1/BAE-Systems-Annual-Report-2024.pdf
https://www.enquest.com/fileadmin/content/Annual_Reports/Annual_Report_files_2024/EnQuest_ARA24_Annual_Report.pdf
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Within financial services, discussions about the clarification 
of roles between the audit committee and the risk committee 
were ongoing, with similar conversations in businesses 
that have a standalone board-level committee overseeing 
workforce health and safety. Interestingly, the same was less 
prevalent concerning the roles of board-level sustainability 
committees, presumably because the remit boundaries and 
interconnectivity had been agreed in the not-too-distant past, 
especially by reference to the need for accuracy in Taskforce 
on Climate-related Financial Disclosures (TCFD) reporting, and 
environmental, social and governance (ESG) metrics more 
broadly.

Recommendation

When finalising how directors conduct their monitoring 
and review, consider any disconnect between the 
allocation of risk oversight and internal control oversight, 
avoid duplication or, conversely, matters falling through 
the cracks.

Recommendation

Preparing for Provision 29 compliance is unlikely to be 
a side-of-desk job. The board needs to be assured that 
sufficient resources are in place to make the declaration.

Recommendation

As referenced later in 3.4, whilst plans are important, 
they need to have sufficient agility built into them to deal 
with the dynamic nature of risk.

2.2.2. Setting up the management team
Whilst it is most commonly the audit committee leading the 
charge on the board’s behalf, there is much less consistency 
in how management teams have been structured. Many 
companies, such as Centrica, have disclosed that a 
Management Steering Committee has been established. Some 
provided more information; Ocado explained that its team is 
cross-functional, and BAE Systems additionally referenced 
multiple workstreams.

As part of our programme to implement Provision 29, 
we created a controls sub-committee. This is chaired 
by our finance director and brings together a number 
of senior stakeholders in our business, e.g. all our 
finance heads in our business units. It is therefore wider 
than our Executive Committee. One of its key roles 
is to monitor, via an attestation process, compliance 
against controls in our Group manual. It will meet on 
a six-monthly basis, and this drumbeat allows a focus 
on taking remedial action in the highest-risk areas, 
as identified, for example, from external and internal 
audits. It reports progress to the Executive Committee 
and the Audit Committee. This setup also allows us to 
keep things contained and manageable for the audit 
committee — for example, it negates the need for a fifth 
meeting to be added to the Audit Committee’s schedule.

Company secretary, FTSE 250

2.2.3. Developing road maps and 
implementation plans
In 2024, many companies, such as Croda and Genuit, 
developed high-level road maps for compliance. Others agreed 
to more granular implementation plans. For example, Howden 
(Figure 4) comprehensively mentioned a two-year readiness 
project focused on Provision 29, whilst Hunting (Figure 2) 
provided a roadmap of activities related to compliance with all 
the changes to the Code. Many companies, such as Legal & 
General and Hilton Food Group, conducted a gap analysis to 
determine the next steps in their compliance journey.

Based on our conversations and those disclosures that provide 
more detail, teams are often led from within the second line. 
At Breedon, the second-line Group Risk and Controls team 
leads the preparation for changes to the Code. At Vistry, this 
is the role of the Internal Audit and Risk Director. Internal audit 
is also often involved, especially in the earlier stages of the 
project, usually leading the mapping of controls to risks and 
sources of confidence.

Companies have also been recruiting risk and control 
specialists to lead the preparations. Spectris recruited a Head 
of Risk, Hunting (Figure 2), a Group Internal Control Manager; 
Bakkavor appointed a Head of Risk and Control — Finance 
Transformation as well as a Head of Internal Controls and Risk. 
Trustpilot (Figure 3) welcomed a new Head of Enterprise Risk 
to join the business in H1 2024.

https://www.centrica.com/media/2pjoazw0/annual-report-and-accounts-2024-untagged.pdf
https://cdn.prod.website-files.com/667974bf1bf45146cf81ef19/67c887581dbf2beb596268c5_Ocado%20Group%20Annual%20Report%20FY24.pdf
https://annualreport.baesystems.com/dam/jcr:f57706a5-0a28-441a-8829-0e0c213436c1/BAE-Systems-Annual-Report-2024.pdf
https://www.croda.com/mediaassets/files/corporate/reporting-hub-2024/annual-report/annual-report-2024.pdf?la=en-GB&hash=3ADA13312C081C611CD1EC839780C889
https://www.genuitgroup.com/wp-content/uploads/2025/04/Genuit-ARA24.pdf
https://group.legalandgeneral.com/media/2rcpejt1/l-g-annual-report-and-accounts-2024.pdf
https://group.legalandgeneral.com/media/2rcpejt1/l-g-annual-report-and-accounts-2024.pdf
https://www.hiltonfoods.com/media/qh1ihrrs/hiltonfoods_ar2024_webready.pdf
https://www.breedongroup.com/content/dam/breedon/corporate/documents/investors/results-reports-presentations/annual-reports/annual-report-2024.pdf
https://www.vistrygroup.co.uk/sites/vistrygroup/files/2025-04/ara-2024-25-all-spreads-v1.pdf
https://www.spectris.com/assets/SPECTRIS_AR24_FINAL_Interactive.pdf
https://s28.q4cdn.com/357092721/files/doc_financials/2024/ar/2024-Bakkavor-Annual-Report.pdf
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Above all, this needs to be a conversation that 
contributes to — and is engaging for — executive and 
board governance and which builds on the progress 
over the past 25 years rather than attempting a 
new direction. Concepts like principal risks are well-
established, but this process is a helpful nudge to 
review them and reconfirm their clarity, importance and 
relevance as the basis for a review of internal control 
and risk management by the board.

Head of Risk and Assurance, FTSE100

2.3. Revisiting principal risks
As they are board-approved, principal risks are the natural 
starting point for enterprise risks that should be addressed 
through material controls.

Given that risks are dynamic and changing, they need to be 
reassessed on an ongoing basis within the first and second 
lines. The outcomes of such bottom-up risk assessments need 
to be overlaid with a top-down view and challenge from the 
executive and board, considering the company’s strategic 
objectives and external market factors. This is congruent with 
the requirement in Provision 28 for the board to annually 
carry out a robust assessment of the company’s emerging and 
principal risks.

However, conversations with those within risk functions 
and with board members, indicate that Provision 29 has 
reinvigorated this reassessment, with new questions and 
different challenges being raised.

Principle O: The board should establish and maintain 
an effective risk management and internal control 
framework, and determine the nature and extent of the 
principal risks the company is willing to take in order to 
achieve its long-term strategic objectives.

241: The board should ensure that the risk appetite is:

	▪ Appropriately defined and articulated

	▪ Aligned with strategy and embedded at various levels 
of decision-making

	▪ Regularly reviewed and evaluated, and

	▪ Communicated at the appropriate levels throughout 
the company in a timely manner, including any 
changes to it

250: (…) Controls implemented should be appropriate to 
maintain these risks within the defined risk appetite. (…)

2.3.1. Risk appetite and risk tolerance

Risk appetite must evolve in response to changing internal and 
external factors (e.g. market conditions, regulatory changes, 
or organisational priorities). Static risk appetite statements can 
quickly become outdated. High levels of uncertainty require 
boards to reassess their risk appetite more frequently to 
ensure it remains appropriate.

https://media.frc.org.uk/documents/UK_Corporate_Governance_Code_2024_a2hmQmY.pdf
https://www.frc.org.uk/library/standards-codes-policy/corporate-governance/corporate-governance-code-guidance/#paragraph-241
https://www.frc.org.uk/library/standards-codes-policy/corporate-governance/corporate-governance-code-guidance/#paragraph-250
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Provision 28: The board should carry out a robust 
assessment of the company’s emerging and principal 
risks*. The board should confirm in the annual report 
that it has completed this assessment, including a 
description of its principal risks, and an explanation of 
how these are being managed or mitigated. The board 
should explain what procedures are in place to identify 
and manage emerging risks.

247: Risk assessment is a dynamic and continuous 
process. The nature of risk, including its impact and 
likelihood, evolves constantly and sometimes rapidly. 
Risks should be regularly assessed and evaluated. Risk 
registers may be a useful tool to record and monitor 
risks; however, they need to be regularly reviewed and 
updated to reflect any changes.

2.3.2.1. Risk identification workshops

It was quite common for companies to hold internal workshops 
with risk and control owners, as disclosed by Keller, IP 
Group and Endeavour Mining (Figure 1). From speaking 
with companies, we understand that these often involved 
completing risk bow ties, as disclosed by United Utilities, 
testing whether aggregated principal risks capture the most 
critical threats, and validating principal risks against historical 
data or incidents (and vice versa).

Threat ConsequencePreventative barrier Mitigative barrier

Risk event

*�Principal risks should include, but are not necessarily limited to, those that could result in events or circumstances that might threaten the company’s business model, future 
performance, solvency or liquidity and reputation. In deciding which risks are principal risks, companies should consider the potential impact and probability of the related 
events or circumstances and the timescale over which they may occur.

Whilst Principle O requires boards to determine risk appetite, 
there is no corresponding provision mandating its disclosure. 
Only around a third of companies set this out voluntarily, as 
many see risk appetite to be a confidential element of the 
company’s competitive advantage.

It is, therefore, not surprising that, despite the overwhelming 
geopolitical volatility, explicit references to revisiting risk 
appetite, as made by Howden (Figure 4), were rare. However, 
our engagement indicates that there was more boardroom 
discussion around this topic in 2024, triggered at least in part 
by Provision 29 considerations.

When discussing material controls, board members wanted 
to understand the precision of statements such as ‘the 
company had operated within its risk appetite’. For many 
risks, translating appetite into terms that are measurable may 
not be possible, whereas qualitative statements are hard to 
operationalise and monitor. Discussions also focused on the 
distinction between risk appetite and risk tolerance and how 
the latter might need to be considered when determining the 
levels of confidence the board might require to sign off on the 
declaration.

2.3.2. Identifying and evaluating risks
Principal risks are constructed by aggregating risks lower 
down in the risk taxonomy to create a streamlined, board-
level perspective for decision-making. Groupings are typically 
done by shared causes or by impacts and require balancing 
actionable granularity with strategic focus.

Risk bow tie

https://media.frc.org.uk/documents/UK_Corporate_Governance_Code_2024_a2hmQmY.pdf
https://www.frc.org.uk/library/standards-codes-policy/corporate-governance/corporate-governance-code-guidance/#paragraph-247
https://investors.keller.com/~/media/Files/K/Keller-IR/reports/2025rep/keller-group-plc-annual-report-2024.pdf
https://www.ipgroupplc.com/~/media/Files/I/IPGroup-PLC/documents/ip-group-annual-report-and-accounts-2024.pdf
https://www.ipgroupplc.com/~/media/Files/I/IPGroup-PLC/documents/ip-group-annual-report-and-accounts-2024.pdf
https://unitedutilities.annualreport2025.com/media/b1yjlwah/united-utilities-ar-2025-interactive-singles.pdf
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	▪ At Premier Foods (Figure 5), each member of the Executive 
Leadership Team held an extended workshop with their 
respective functional leadership teams to consider the full 
population of risks relevant to their areas of responsibility 
and the company as a whole. In addition, an extended 
workshop was held with the non-executive directors to 
share the enhanced process being used by the Group 
and obtain their input, given their broad experience. The 
combined output was then reviewed by the whole Board. 
This resulted in updates to several principal risks. Hunting 
(Figure 2) introduced new risk identification processes, with 
directors completing a risk workshop to agree the strategic 
and principal risks facing the Group, by reference to its 
2030 strategy.

	▪ SSE changed its method for assessing principal risks to 
enable more risk-based discussions across the oversight 
committees and Senior Management. This involved 
dedicated risk workshops and one-to-one stakeholder 
interviews.

	▪ IHG undertook a survey, gathering senior leader opinions 
on changes in trends and the velocity of principal risks, as 
well as deep-dive discussions of each principal risk with 
nominated Executive Committee sponsors.

In addition to the above, significant effort was invested in 
updating risk registers, including checking completeness back 
to principal risks. Trustpilot (Figure 3) conducted a full review 
of its functional risk registers, revising their structure and 
hierarchy to better align with the organisational structure, with 
corresponding revision of the roles and responsibilities of the 
reporting lines. This was used as an opportunity to reaffirm 
accountability of the first line for management of risk.

The distancing of control understanding and 
accountability from those in the first line is a learning 
from SOx that we should pay heed to.

Head of Risk and Assurance, FTSE100

2.3.2.2. Principal risk articulation

Outcomes of risk workshops, revisiting the adequacy of risk 
responses in the context of risk appetite and attempting 
to map material controls to principal risks stimulated 
conversations about principal risk articulation. For example, 
following the implementation of a new risk framework 
and oversight approach and the implementation of a new 

Recommendation

New terms need to be introduced carefully to avoid 
creating confusion both within the organisation and at 
the board level. Principal risks are subject to an annual 
board assessment process and should be well understood 
within organisations — they are the natural starting 
point for attributing material controls. They are likely to 
resonate better with the audit committee.

Before deciding to attribute material controls to risks 
lower in the taxonomy, consider whether some principal 
risks might need to be disaggregated. If material controls 
cannot be mapped to principal risks, this may indicate 
that principal risks as disclosed are purely a reporting 
construct rather than being embedded within the 
organisation or decision-useful.

This could also be a great opportunity to do some spring-
cleaning — maybe some no longer meet the principal 
risk threshold and should be downgraded, for example, 
those not reflected in viability statement scenarios and/
or those that had been added in response to external 
expectations as opposed to an internal acknowledgement 
of the magnitude of the risk.

organisational design, Rolls-Royce (Figure 6) increased 
confidence in the assessment of its risks, with a focus on 
mitigating actions to get to an agreed target risk level, as well 
as more transparent reporting. Rolls-Royce also redefined two 
of its previous principal risks, technology and climate change 
(now energy transition), to reflect strategy development in 
these areas.

Most notably, debates focused on the level of aggregation. 
For example, during 2024, JTC (Figure 7) refined its risk 
taxonomy to provide a more granular categorisation of risks, 
which also necessitated an update to risk appetite. Clarkson, 
on the other hand, commenced a comprehensive review to 
rationalise the number of risks, among other matters. Mears 
downgraded four risks as they are no longer believed to carry 
a risk level in order to be categorised as a principal.

A number of ARAs started to reference ‘material risks’ but 
didn’t fully clarify the term. This category could refer to a 
combination of those principal risks (within a company’s 
control) and disclosure risks (that can result in errors in 
external financial or non-financial reporting that are material 
to investors’ decision-making). Equally, it could refer to risks a 
level or two lower than principal risks in the risk taxonomy.

https://www.sse.com/media/qqtiamkh/sse_ar25_interactive_pdf.pdf
https://www.ihgplc.com/~/media/Files/I/Ihg-Plc/investors/annual-report/2024/ihg-ar-2024.pdf
https://www.clarksons.com/media/iabfo121/clarkson_plc_annual_report_2024.pdf
https://cdn.prod.website-files.com/5ce1a07a0b5f0bd651245ae8/680f7b54be25fc92fb75a542_Mears-Group-PLC-Annual-Report-and-Accounts-2024.2.pdf
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2.3.3. Other considerations
Some companies, like LSEG, took steps to increase risk 
awareness or conducted new risk culture surveys to assess 
the strength of its risk framework. To achieve greater risk 
identification and assessment, Johnson Matthey began 
leveraging a broader network across the business through 
regular engagement and providing guidance, training and 
tools. Rolls-Royce (Figure 6) now conducts an annual risk 
maturity assessment and has put in place risk toolkits that 
include guidance, templates, tools and training to support the 
risk management process.

2.4. Identifying material controls
Even directors of organisations with the most mature risk 
management and internal control frameworks recognised they 
needed to reassess their considerations in light of the new 
declaration. This is because, even though the term has existed 
in various iterations of the Code, governance practices focus 
on the effectiveness of the overall system of risk management 
and internal control rather than on the effectiveness of 
individual material controls that form part of it. As such, 
efforts to date have focused most notably on identifying 
material controls.

2.4.1. Material control definition
Definitions create a shared foundation for understanding and 
a framework for addressing matters systematically. This, in 
turn, ensures that everyone interprets terms in the same way, 
reducing scope for confusion.

When the Code was published in January 2024, the lack of 
an explicit definition of material controls concerned many 
organisations about the risk of inconsistent interpretations 
across the FTSE. The FRC, however, reiterated on multiple 
occasions that it is for a board to determine what should 
comprise its material internal controls.3

This encouraged companies to dedicate time in 2024 to 
creating their own definition of what a material control is in 
the context of their business and organisation. However, the 
typical approach of a definition that narrows down from an 
existing broader concept often proved to be of little use, as 
companies realised that material controls are not necessarily 
a subset from within the population of already identified 
controls.

As a result, some companies have chosen not to define 
material controls at all, or propose definitions that are 
principle-based. Points considered often included:

	▪ Significance to achieving organisational objectives — 
this allows material controls to include activities beyond 
those more traditionally associated with control, such as 
executive committees, risk forums, cultural factors, or 
decision-making frameworks.

	▪ Materiality thresholds that are not defined purely by 
reference to financial materiality — rather than attempting 
to create a uniform materiality threshold, these may need 
to be defined specifically for individual risks -10% customer 
churn, 20% employee turnover, 5% drop in share price, 
financial reporting error in excess of 10% of profit before 
tax. Any such thresholds are at the company’s discretion.

https://www.lseg.com/content/dam/lseg/en_us/documents/investor-relations/annual-reports/lseg-annual-report-2024.pdf
https://matthey.com/documents/d/guest/jma014_full
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Project management controls through the new PPM 
standard

The new Project Performance Management (PPM) 
standard and supporting guidance is planned to be 
finalised by Q1 2025 and then rolled out to the Group 
throughout 2025. The standard will be operationalised 
through a PPM application, with approval workflows 
configured in line with Board-delegated authorities. 
Furthermore, training on PPM will be delivered to all 
impacted employees. PPM is a material control for one 
of our principal risks — the ineffective management of 
our project. This material control will need to operate 
by 2026 to effectively mitigate the risk. These controls 
will be implemented along with the implementation of 
the standard and application, and tested throughout 
2025 by the second-line assurance team.

Keller Group 2024 Annual Report, page 125

	▪ Preventing not just downside risk from occurring but 
also opportunities from being missed — this links material 
controls to the concepts of risk appetite and risk tolerance. 
If directors’ attention is over-indexed on preventing 
downside risk, inadvertently, companies may end up 
operating below their stated risk appetite.

In this context, an effective definition becomes less of a filter 
to discern material controls and more of a sense check of 
whether a set of activities proposed as a material control 
does, in fact, play that role within the organisation’s risk 
management and internal control framework. This approach 
is also more conducive to recognising that gaps might exist 
and new material controls may need to be established. For 
example, Keller referenced a new project performance 
management standard that will be rolled out through the 
Group and become a material control in 2025, mitigating the 
principal risk of ineffective management of their projects.

3. �FRC news and events - FRC revises UK Corporate Governance Code.

Although many companies have now defined material 
controls, and some, like Breedon and Weir, confirm 
this in their annual reports, very few have made that 
definition public, and we don’t expect many more will. 
One exception is Derwent (Figure 8), which states: We 
have defined our material controls as those that are 
most important in mitigating key risks that threaten 
the long-term sustainability of the business, and where 
a failure of their effective operation, or a resulting 
omission and/or misstatement of information caused 
by the control failure is likely to influence decisions 
made by users of the information.

Our engagement with companies indicates that 
definitions most commonly reference material 
controls as:

	▪ Being the most critical, important or significant 
controls

	▪ Those that would have the most influence in 
mitigating or reducing the impact of a risk

	▪ Safeguarding the interests of key stakeholders and 
the license to operate

	▪ Controls whose failure could lead to:

	▪ A material impact arising from the realisation of 
a principal risk

	▪ Material misstatement of significant financial or 
non-financial reporting

	▪ Those whose owners are senior leaders within the 
business

We recommend that any definition needs to be precise 
enough to be operationalised.

https://investors.keller.com/~/media/Files/K/Keller-IR/reports/2025rep/keller-group-plc-annual-report-2024.pdf
https://investors.keller.com/~/media/Files/K/Keller-IR/reports/2025rep/keller-group-plc-annual-report-2024.pdf
https://www.frc.org.uk/news-and-events/news/2024/01/frc-revises-uk-corporate-governance-code/#:~:text=It%20is%20for%20a%20Board%20to%20determine%20what%20should%20comprise%20its%20material%20internal%20controls.&text=The%20FRC%20considers%20this%20approach%20to%20Internal,and%20prescriptive%20approach%20required%20in%20other%20jurisdictions
https://www.frc.org.uk/news-and-events/news/2024/01/frc-revises-uk-corporate-governance-code/#:~:text=It%20is%20for%20a%20Board%20to%20determine%20what%20should%20comprise%20its%20material%20internal%20controls.&text=The%20FRC%20considers%20this%20approach%20to%20Internal,and%20prescriptive%20approach%20required%20in%20other%20jurisdictions
. �Committee of Sponsoring Organizations of the Treadway Commission (COSO), Internal Control – Integrated Framework definition: Entity-level controls are controls that operate at the organisation-wide level to establish the tone, culture, and processes that support the internal control system, including governance, risk management, and oversight activities. Whilst other definitions exist, these are not UK-specific.
. Meeting two of the following criteria: >250 employees, >£36 million turnover, >£18 million assets
. A PESTLE analysis is a diagnostic tool to assess the impacts of macro-environmental factors on an organisation. PESTLE is an acronym for: Political; Economic, Social, Technology, Legal, Environmental
https://www.breedongroup.com/content/dam/breedon/corporate/documents/investors/results-reports-presentations/annual-reports/annual-report-2024.pdf
https://www.global.weir/globalassets/investors/reporting-centre/2025/annual-report/weir-2024-annual-report.pdf
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2.4.2. The ‘top-slice’ approach to identifying material controls
When the Code was published, there was immediate agreement about the need to leverage existing programmes and initiatives 
to the extent possible. Companies focused on identifying their key controls and designating the top slice as material controls.

However, when presented with this subset of key controls, audit committees raised concerns. First, the number was too high for 
them to effectively oversee. Second, the approach failed to demonstrate how the entire principal risk was being addressed. Many 
teams were asked to come back with a refined proposal.

Other elements 
of the risk 
management 
and internal 
control 
framework

Material 
controls

US SOx CSRDFailure to prevent

Other risk and 
reporting areas 
under 2024 Code

2.4.3. The ‘pick-and-mix’ approach to identifying material controls
These challenges led to an increased focus on leveraging the maturity of an organisation’s control environment to achieve both a 
reduction in the number of material controls and appropriate risk coverage.

Companies moved to consider a combination of four main types of material controls. The choice within this pick-and-mix 
approach is predicated on whether the maturity of the environment is sufficient to provide confidence in the effectiveness of a 
material control’s operation.

Optimising material controls depending on the maturity of the control environment

Elevated key controls

‘Dip down’ into 
individual key process-

level controls

Cluster controls

Groupings of controls (prevent, 
detect, compensating) 

monitored by an executive 
committee or risk owner

Single-risk frameworks

A specialised subset within 
the overall risk management 

framework, focused on a 
specific principal risk

Entity-level controls

Organisation-wide controls 
that establish a pervasive 

control environment
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These are organisation-wide controls that establish a pervasive 
control environment, setting the tone at the top through 
leadership, governance and ethical guidelines.4 They include 
policies, risk assessment processes, monitoring mechanisms 
and communication systems that influence the entire internal 
control framework and are not confined to a divisional or 
regional level.

From our conversations, entity-level controls most commonly 
designated as material controls are those related to the code 
of conduct and whistleblowing or speak up activities.

In 2024, many companies chose to comprehensively revisit all 
their entity-level controls. For example:

	▪ Genuit is performing a full review of its entity-level controls, 
with the objective of consolidating existing controls and 
identifying potential areas of improvement.

	▪ Drax (Figure 9) is formalising its library of entity-level 
controls.

	▪ JD Sports Fashion (Figure 10) continued its work to refine 
and assess the design of entity-level controls, focusing 
on alignment with the COSO framework and ensuring 
these controls effectively support governance and risk 
management objectives. Action plans were put in place to 
strengthen areas identified for improvement, and progress 
is being closely monitored by the Executive Risk Committee. 
The assessment of entity-level control operational 
effectiveness will form part of the Group’s ongoing Provision 
29 compliance efforts.

Undertaking such reassessments is valuable, as not every 
entity-level control can be meaningfully designated as a 
material control or subsequently assessed for effectiveness.

In some cases, more formalised documentation is necessary. 
Below is an illustrative example of a code of conduct-related 
material entity-level control set out by reference to multiple 
control areas of the COSO framework:

2.4.3.1. Entity-level controls

Activity Element COSO area of control Steps
Maintain an up-to-
date and relevant 
code of conduct

Documented policy Control environment or risk 
assessment

	▪ Create a written code of conduct that 
addresses risks particular to the organisation 
and outlines expected behaviours.

	▪ Perform periodic reviews to ensure the code 
remains relevant in light of the evolution 
of the business, new risks and regulatory 
changes.

Ensure the 
workforce is aware 
of the code and 
understands it

Communication and 
training

Information and 
communication

	▪ Regular training programmes ensure that 
the workforce understands the code and its 
application.

	▪ Senior management and the board visibly 
endorse and model the code, reinforcing its 
importance (e.g. through public statements).

Monitor adherence 
to the code

Enforcement 
mechanisms

Control and monitoring 
activities

	▪ Monitoring of training completion.

	▪ Timely investigations, and disciplinary actions 
for violations.

4. �Committee of Sponsoring Organizations of the Treadway Commission (COSO), Internal Control — Integrated Framework definition: Entity-level controls 
are controls that operate at the organisation-wide level to establish the tone, culture, and processes that support the internal control system, including 
governance, risk management, and oversight activities. Whilst other definitions exist, these are not UK-specific.

https://www.genuitgroup.com/wp-content/uploads/2025/04/Genuit-ARA24.pdf
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2.4.3.2. Single-risk frameworks as material 
controls

2.4.3.3. Cluster controls

A single-risk framework functions as a specialised subset 
within the overall risk management framework, focused on 
a specific principal risk. It operates under the governance 
structure of the overall framework, adhering to its risk 
appetite, three lines model and reporting lines. It uses the 
same methodologies (e.g. risk assessment scales, likelihood-
impact matrices) to ensure compatibility, and will often include 
one or more entity-level controls or their elements. A single-
risk framework can be localised to the needs of a particular 
country or business unit.

‘Health and safety’ is a common example of a single-risk 
framework, as illustrated by Barclays (Figure 11). Many 
organisations designate their Sarbanes-Oxley Act (SOx) 
controls programme as a single material control.

Individual key controls are unlikely to exert influence 
over a principal risk unless they are individually 
significant and can lead to an increased risk of a 
weakness in a material control. It can, therefore, be 
preferable to consider a framework of controls to be the 
material control.

This includes activities across the first, second and third 
lines relevant to that particular risk, conducted by in 
accordance to related policies and procedures that are 
regularly reviewed and updated to reflect changes in 
the business and its environment.

Group Audit Director, FTSE 100

Single-risk frameworks are the most comprehensive way to 
evidence that a risk is being managed. Where the maturity 
of such a framework is insufficient to conclude on its 
effectiveness, some organisations group prevent, detect 
and compensating controls related to a narrower risk area, 
designating this cluster of controls as a material control. The 
combined effectiveness of the controls will be monitored 
by a risk owner such as an individual, an executive risk 
committee or a regional or divisional forum that oversees key 
risk indicators, results of control assurance and others. This 
oversight mechanism is referred to by some organisations as 
a governance control and designated as the material control. 
However, referring to the entire grouping as a cluster control 
highlights the dependence of the governance control on the 
underlying transaction-level controls. This differentiates 
cluster controls from entity-level controls, which operate top-
down.

In some cases, a monitoring mechanism that could be 
evolved into a cluster control had already been in place; in 
others, a new one needed to be introduced. In the latter case, 
companies need to be mindful of proliferating too many new 
committees and forums.

It is critical that cluster controls are not just a veneer but 
thoughtfully designed, robust mechanisms with precisely 
defined and documented activities that can be evidenced and, 
if needed, tested for operational effectiveness.

Common examples of cluster controls are divisional CFOs 
responsible for monitoring ICFR in their division or regional 
security forums overseeing cybersecurity in a particular 
region. Whilst this is not explicitly called out by Drax 
(Figure 9) as having been designated as a material control, the 
description of its risk management committees at the business 
unit and Group function level reflects how cluster controls can 
function.

We elevated an existing risk forum to be a material 
control. What the forum was required to do did not 
change dramatically, but it was important to raise 
its awareness that, as a material control, it is now 
beholden to a higher standard of operation and needs 
to document its activities in more detail.

Group Head of Risk, FTSE 100
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Where cluster controls are not the right answer, companies dip 
down to identify key controls within individual processes and 
elevate those to material control status.

This is not dissimilar to the initial ‘top slice’ approach and 
will generally increase the number of material controls and 
risks leaving gaps. Given their pervasive nature, gaps can be 
addressed via entity-level controls, provided they have been 
documented in a manner that sets out how the entity-level 
control targets those areas.

In some cases where companies have designated a single-
risk framework as a material control, they have additionally 
elevated a key control from within it to material control 
status. For example, the valuation of a particularly judgmental 
financial statement line item that is highly price-sensitive 
to investors might be separated out from within the SOx 
framework to provide the audit committee with more granular 
insights on the matter.

Recommendation

Section 414CB(2) of the Companies Act requires 
companies to describe how the company manages its 
principal risks. A full mapping of mitigations to principal 
risks will, therefore, include more than just material 
controls. As a result, some companies designate 
elements of process narratives as a material control. For 
example, some companies describe the process related 
to annual performance appraisals as a material control 
for talent risk. With some effort made to explain how the 
effectiveness of that process is going to be assessed, 
companies may be able to articulate the related control.

Standard control documentation:

Who

When

Why

What

How

The title or role of the person performing the control

Timing of the control being performed

Control objective, linked to the risk it mitigates

Description of the control activity, including any 
triggers for follow up or notification

List of documents that evidence the performance of 
the control

2.4.3.4. ‘Dip-down’ approach
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2.5. The magic number
The number of material controls continues to evolve as 
management teams refine their approach and address 
challenges from audit committees. The broad range in mid-
2025 has settled at between 20 and 120 material controls.

The higher end of this range relates to financial services 
companies, and particularly banks. These institutions are 
generally controlled in a very prescribed manner due to 
intense scrutiny from both UK and international regulators 
who mandate comprehensive controls to ensure financial 
stability, consumer protection and market integrity. For 
example, the Senior Managers and Certification Regime 
(SM&CR) mandates regular reporting on control effectiveness 
to regulators to demonstrate accountability. Many institutions 
have, therefore, chosen to designate existing key controls 
as material, given their effectiveness is already monitored, 
reported on to the board, and often scrutinised by the 
regulator.

Companies at the lower end of the range are typically 
those that are US SOx compliant or are subject to similar 
international internal control regimes.

The most common number is circa 35 material controls. 
This is a preliminary position, and we expect this number 
may decrease over time as companies mature their control 
environment.

As we had anticipated, unless companies have a single 
material control over financial reporting, material ICFR 
makes up around a quarter of the entire population, often 
including topic areas such as segregation of duties, balance 
sheet reviews, goodwill and other impairment considerations, 
going concern, tax and treasury. Matters such as budgeting 
and investment approvals are often designated as financial 
controls rather than ICFR.

In March 2021, the Prudential Regulation Authority 
(PRA) published Policy Statement PS6/21 (“Operational 
resilience: Impact tolerances for important business 
services”), alongside the Financial Conduct Authority’s 
(FCA) equivalent PS21/3 (“Building operational 
resilience”), confirming new rules to strengthen the 
operational resilience of banks, insurers and other in-
scope firms.

Embedding operational resilience into risk management 
and governance processes involved, amongst others, 
identifying important business services and setting 
impact tolerances for their maximum acceptable 
disruption; mapping processes, systems, and 
dependencies; as well as commencing a programme 
of scenario testing and identifying vulnerabilities. It 
culminated in the compilation of a self-assessment 
document, reviewed and approved by the board, 
demonstrating how the operational resilience 
requirements have been met.

Since 31 March 2025 (the end of a transitional period), 
firms must remain consistently within their impact 
tolerance for each important business service in the 
event of a severe but plausible disruption to their 
operations. They are expected to maintain operational 
resilience as a dynamic activity (including regular 
scenario testing and reviews of, and updates to, the 
self-assessment document) and continuously invest in 
and improve their operational resilience frameworks. 
The PRA and FCA will review firms’ self-assessment 
documents and examine their compliance as part of 
routine supervisory engagement or on an events-driven 
basis.
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Reflecting this, BT (Figure 12) categorises its Group risks as 
either enduring or dynamic, stating that enduring risks need 
consistent, long-term structures to manage them. Dynamic 
risks are either point risks that are potentially materially 
significant at a particular time, and need focused attention as 
they cannot be managed within its existing control framework 
or emerging risks that are new and often long-term, with the 
potential to be materially significant.

It is for this reason that the focus on the average number of 
material controls should not detract from the fact that this 
is not a ‘one-and-done’ issue. In 2024, some, such as Ocado, 
created an initial internal list of material controls to be refined 
in the following year. Others concluded that in areas where 
risks were developing and changing, it was not prudent to 
commit to defining a material control just yet but rather to 
maintain a watchful eye and allow for an organic evolution of 
control activities first.

2.6.1. Material controls in waiting
From our conversations, some companies have identified 
material controls in waiting. These are controls ready to be 
elevated to material control status if the risk escalates. Whilst 

these are not being monitored in the same way as material 
controls, they are properly documented with a list of records 
that can be collected to support their effectiveness, and they 
have an assigned owner who may be required to complete a 
self-assessment.

This approach achieves two objectives in tandem. Firstly, it 
avoids a cliff-edge safeguarding from having to explain in 
the year-end declaration that the effectiveness of a material 
control could not be confirmed. This counters potential 
resistance to elevating a risk to principal risk status because it 
does not have a material control identified against it. Secondly, 
it maximises the efficiency of already being out in the business 
speaking to risk owners.

2.6.2. Temporary material controls
Whilst the declaration of effectiveness is as at the year-
end, the board needs to monitor the risk management and 
internal controls framework throughout the year. Regular risk 
monitoring may identify the need for material controls to be 
established at short notice, some of which may cease to be 
needed at year-end.

Talking to executive leaders about what activities they 
rely on, and which are material to their ability to sleep 
soundly at night, can be a provocative and revealing 
discussion. I am learning that executives are often 
reliant on highly dynamic controls during the year — for 
example, targeted steercos stood up to tackle emerging 
topics, which could even have fulfilled their purpose by 
the balance sheet date.

Head of Risk and Assurance, FTSE100

2.6. Dynamism
Risks are dynamic and, especially in the context of the current 
volatility, may be elevated to principal risk status at short 
notice, including close to the year-end.

285: The board’s role should be focused on reviewing 
material controls, as agreed. Risks are dynamic and will 
change over time, therefore the material controls will 
need to adapt to such changes.

https://cdn.prod.website-files.com/667974bf1bf45146cf81ef19/67c887581dbf2beb596268c5_Ocado%20Group%20Annual%20Report%20FY24.pdf
https://www.frc.org.uk/library/standards-codes-policy/corporate-governance/corporate-governance-code-guidance/#paragraph-285
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3. Getting the 
foundations right

By design, material controls reflect a top-down approach. They do, however, require 
solid bottom-up foundations to achieve their objectives. In 2024, companies were 
strengthening or refining those foundations in various ways, such as formalising 
definitions and documentation, redefining boundaries between the three lines, 
investing in systems to drive greater standardisation across the organisation and 
introducing or refining control self-assessments. Even companies with a well-structured 
and defined control environment saw Provision 29 as a catalyst for revisiting their 
arrangements.

Provision 29 gave us a mandate to clean up and 
clear out some of the practices that had become 
outdated and refocus on not just whether controls 
were operating, but that their design remained fit for 
purpose in light of changes to risks and changes to our 
organisation.

Internal controls change programme director, 
FTSE 100

Several companies commenced holistic review programmes, 
for example:

	▪ Balfour Beatty’s programme to implement an enhanced 
and matured Group-wide Internal Control Framework 
(ICF) involves a collation of the Group’s key controls from 
various sources across the Group; their validation with 
key stakeholders, working with subject matter experts to 
understand control owners, the control design and the 
verification process; as well as establishing a standardised 
template for documenting internal controls in the ICF and 
establishing a tiering system aligned to organisational 
hierarchy.

	▪ Howden’s (Figure 4) Key Controls Project is a wide-reaching 
improvement programme addressing governance, controls 
and evidence.

	▪ Vistry (Figure 13) is making improvements to enhance 
the level of formality in its risk management and control 
framework, including through the introduction of formal 
definitions for all operational, financial, IT and people-
related controls to achieve standardisation. Additionally, it 
is investing in a single system to support the automation of 
controls.

	▪ Capita, in 2023, initiated an internal controls improvement 
programme to document key business processes and 
controls to enhance and standardise the company’s internal 
control framework.

	▪ Bunzl included a non-financial objective related to the 
delivery of its internal control programme in the CFO’s 
bonus arrangements.

To date, the greatest focus has been on ICFR. Some 
companies, such as JD Sports Fashion (Figure 10), explicitly 
state that their internal controls programme has a near-term 
focus on ICFR and IT controls, with identifying and evaluating 
material controls over other areas being a future development.

https://www.balfourbeatty.com/media/yx0pn423/balfour-beatty-annual-report-and-accounts-2024.pdf
https://www.capita.com/sites/g/files/nginej291/files/2025-03/Capita-2024-Annual-Report.pdf
https://www.bunzl.com/media/zrapvmdv/bunzl_ar24_interactive.pdf
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3.1. Financial reporting controls
A natural approach for dual-listed companies like GSK was 
to align their approach to material controls over financial 
reporting with their existing SOx processes.

Many companies that were not subject to US SOx requirements 
began to consider the need to bolster their ICFR as it was 
widely anticipated that the outcome of the Government’s 
2021 consultation Restoring trust in audit and corporate 
governance would be scoped around ICFR.

In its 2021 annual report, Reckitt referenced a multi-year 
controls transformation programme in preparation for internal 
controls changes arising from the consultation. It has since 
been providing regular updates. Alongside meeting the 
requirements of the Code, the programme aims to embed 
a control-focused culture that will help strengthen internal 
controls across the Group.

	▪ In 2022, the Group developed an updated standardised and 
risk-focused controls framework for financial and IT general 
controls, and tested it in three pilot markets.

	▪ In 2023, the programme was updated to include new 
evidence standards to enable consistent documentation of 
the operating effectiveness of ICFR and IT general controls. 
Following the launch, the second line of defence team, 
supported by external advisors, conducted a comprehensive 
gap assessment to determine the required uplift to comply 
with the new framework and evidence standards. As 
anticipated, gaps were identified in relation to the retention 
of evidence and the formality and consistency of control 
operations, compared with the framework and standard.

	▪ In 2024, remediation work continued alongside a 
programme of control testing covering financial and IT 
general controls.

In its FY24 annual report, Tesco discussed work being 
undertaken to enhance the ICFR framework to meet future 
corporate governance reforms. The framework is underpinned 
by three pillars: entity-level controls, business process controls 
and IT general controls. A key financial controls framework 
is maintained and used as the basis for focused second-line 
control activities, with greater rigour around controls testing 
having been implemented. In the FY25 annual report, Tesco 
(Figure 14) highlighted the strengthening and centralising 
of the internal financial control environment noting that 
the programme is now well advanced. During the year, work 
continued to embed these processes as business as usual. 
Regular updates about the progress made by management to 
remediate and improve IT general controls and IT automated 
controls were provided to the Audit Committee, which noted 
significant progress.

https://www.gsk.com/media/11850/annual-report-2024.pdf
https://assets.publishing.service.gov.uk/media/60523dc18fa8f55d39eef03a/restoring-trust-in-audit-and-corporate-governance-command-paper.pdf
https://assets.publishing.service.gov.uk/media/60523dc18fa8f55d39eef03a/restoring-trust-in-audit-and-corporate-governance-command-paper.pdf
https://www.reckitt.com/media/iygp3ed5/reckitt-annual-report-and-accounts-2024.pdf
https://www.tescoplc.com/media/zgvhd0dn/tescos_ar24.pdf
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Case study: UK companies increase the rigour of key 
controls over financial reporting

In anticipation of corporate reform in the UK, numerous 
companies proactively invested in establishing robust 
internal control functions and enhancing their internal 
controls across key transactional areas, particularly 
in relation to financial reporting. This shift was largely 
driven by a critical self-assessment: many organisations 
recognised that their ICFR were far from mature.

Companies are now diligently documenting their 
key controls over financial reporting, which typically 
encompass:

1.	 A comprehensive financial reporting risk, 
governance, and assurance framework

2.	 Systematic maintenance and monitoring of the 
financial controls system

3.	 Rigorous monitoring and reporting of financial 
control deficiencies

This approach bears a striking resemblance to the 
controls mandated by Section 302 of the US Sarbanes-
Oxley Act (SOx), which addresses disclosure controls 
supported by Section 404(a) regarding ICFR.

Organisations that have committed to an ICFR 
programme are now reaping substantial benefits. They 
are applying a more rigorous lens to their processes and 
controls, enabling them to identify numerous redundant 
controls, duplications, and gaps within their operations. 
Whilst this might be a new undertaking for UK-listed 
businesses, it would be familiar territory for US-listed 
companies.

Addressing these issues in a structured manner has not 
only enhanced their control environments but has also 
led to increased operational efficiency. For instance, one 
company I have supported successfully revamped its 
data governance and strategy, paving the way for more 
automated controls. This transformation has allowed 
it to leverage simpler workflows to further automate 
processes using artificial intelligence.

Moreover, these companies are harnessing the insights 
gained from their ICFR initiatives and Provision 29 as 
a catalyst for broader organisational change across 
their control environments, including automation, cost 
rationalisation, and standardisation.

Gaston Sanchez-Elguezabal 
Partner, Capital Markets 
gsanchez-elguezabal@uk.ey.com
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3.2. IT general controls
A differential focus on IT controls appears to be a common 
theme referenced in the above examples. Hunting (Figure 2) 
also mentions undertaking a review of Group IT controls, and 
Informa (Figure 15) includes technology controls as a separate 
element in its diagram illustrating the process of its material 
controls declaration. JD Sports Fashion (Figure 10) invested 
in and established a structured remediation programme to 
drive progress and address key deficiencies in its wider IT 
general control environment.

3.3. Non-financial reporting
Although, at least initially, the focus was on ICFR, some 
companies are now turning their attention to other areas, 
including non-financial reporting:

	▪ Mondi acknowledged that non-financial reporting 
requirements are increasing and that its already robust 
internal control framework will need to be developed 
to incorporate such reporting. This has been identified, 
therefore, as an area of focus from an internal control 
perspective, and work is already underway in this regard 
and will continue into 2025.

	▪ Rolls-Royce (Figure 6) is clear that its integrated Group-
wide plan for meeting the additional reporting requirements 
of the 2024 Code addresses principal risks and also 
incorporates other areas such as financial and non-financial 
reporting (including sustainability reporting requirements) 
and compliance.

	▪ In 2024, BAT launched a cross-functional initiative, which 
includes representatives from operations, sustainability and 
enterprise risk management, designed to meet evolving 
disclosure requirements and ensure assurance on non-
financial sustainability-related disclosures. This programme 
leverages the Group’s risk management framework, drawing 
on its risk management system, methodology and risk 
registers.

	▪ RHI Magnesita intends to develop its second-line team to 
expand its testing scope from key controls over financial 
reporting to encompass material controls over non-financial 
reporting.

These are a couple of leading examples, but our conversations 
indicate that many companies are not well progressed in 
this area, with non-financial reporting still heavily reliant 
on spreadsheets and email communications. Now that the 
prospect of reasonable assurance under the Corporate 
Sustainability Reporting Directive (CSRD) has been removed, 
progress may slow down.

Applying a risk-based ‘ITGC+’ mindset

IT systems and IT controls are foundational to ICFR. 
However, in line with the requirements of the UK 
Corporate Governance Code, businesses need to 
take account of all principal risks, not just financial 
disclosures. IT system and control scoping should 
be multidimensional, supporting a broader range of 
operational risk areas and resilience imperatives. This 
means a greater number of ‘in-scope’ IT systems as well 
as IT controls that expand beyond the traditional.

As an example, I expect to start seeing baseline ITGC+ 
controls applied to systems that:

	▪ Support critical supply chains

	▪ Hold sensitive intellectual property

	▪ Are critical to business operations

	▪ Process personal data

I also expect to see these controls extend beyond 
‘change’, ‘access’ and ‘operations’ — for example, with 
expanded focus on cyber, data and resilience.

The journey may not be straightforward, but it will 
enable trust as technology accelerates. An expanded 
IT control landscape requires a unified approach. The 
current norm of approaching each risk area in silos will 
quickly generate inefficiency, duplication and introduce 
risk. A connected and multidimensional approach to IT 
risk, on the other hand, will pay dividends in the years 
to come.

David Lee 
Director, Technology Risk 
dlee@uk.ey.com

https://www.mondigroup.com/globalassets/mondigroup.com/investors/results-reports-and-presentations/2024/integrated-report-and-financial-statements/mondi-group-integrated-report-and-financial-statements-2024.pdf
https://www.bat.com/content/dam/batcom/global/main-nav/investors-and-reporting/reporting/combined-annual-and-sustainability-report/BAT_Annual_Report_Form_20-F_2024.pdf
https://ir.rhimagnesita.com/wp-content/uploads/2025/02/rhim-ar2024-final.pdf
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3.4. Failure to prevent fraud (FTPF)
Effective from 1 September 2025, large organisations are 
criminally liable where an employee, agent, subsidiary or other 
associated persons commits a fraud intending to benefit the 
organisation (outward fraud), unless it can demonstrate it had 
reasonable fraud prevention procedures in place.5 The Home 
Office guidance outlines six principles that those reasonable 
procedures should be informed by: top-level commitment, risk 
assessment, proportionate risk-based prevention procedures, 
due diligence, communication (including training) and 
monitoring and review.

In essence, the offence is intended to encourage organisations 
to build an anti-fraud culture, in the same way that failure 
to prevent bribery legislation has helped reshape corporate 
culture since its introduction in 2010.

Disclosures within annual reports referenced related 
preparatory activities. Vistry (Figure 13) mentions a 
significantly enhanced fraud risk assessment with a new 
supporting process for identifying, reviewing and reporting 
both known and potential fraud risks. Rentokil completed 
a wider fraud risk assessment, reviewed existing fraud 
processes, risks and legislation and enhanced its fraud 
response capability through training and the creation of a 
dedicated fraud response team. Bakkavor carried out a fraud 
risk management assessment to develop an action plan to 
comply with the expected new legislation in this area.

The positioning of these disclosures alongside those about 
preparations for Provision 29 suggests that, in many 
cases, the work is being undertaken cohesively. Informa 
(Figure 15) makes this point explicitly, noting that it continued 
to strengthen its Group-wide and divisional controls — in 
preparation not only for the requirement in the revised Code 
but also in response to FTPF. Capita states that its project to 
implement the ECCTA will support its internal control project 
aimed at Provision 29 compliance and will also strengthen 
Capita’s bribery controls. JD Sports Fashion (Figure 10) also 
makes a similar point.

The Home Office guidance states that ‘where the 
effectiveness of a specific fraud prevention measure 
is assessed in the declaration made under the 
UK Corporate Governance Code, it should not be 
considered necessary to duplicate the work for the 
purposes of demonstrating that reasonable procedures 
were in place to prevent that specific fraud.’

In-scope organisations are encouraged to leverage 
synergies with existing compliance programmes when 
assessing and implementing reasonable procedures. 
It is, therefore, both appropriate and pragmatic to 
dovetail FTPF and Provision 29 preparations and 
controls.

Ted Rugman 
Director, Forensics 
trugman@uk.ey.com

However, some of our engagement indicates that this has not 
always been the case. Unlike Grafton, very few companies 
identify fraud as a standalone principal risk, as it often cuts 
across several principal risks. Financial reporting fraud and 
some instances of greenwashing could be price-sensitive or 
could lead investors to make investment decisions, whether 
in the company or otherwise. As such, to avoid duplication, 
streamline compliance and ensure robust board oversight, the 
approach to compliance with FTPF and Provision 29 should 
work bi-directionally:

	▪ Leveraging material controls for FTPF compliance: using 
existing or enhanced material controls to meet ECCTA’s 
reasonable fraud prevention procedures.

	▪ Leveraging FTPF procedures to strengthen Provision 29: 
incorporating fraud prevention measures into the broader 
material control framework.

5. Meeting two of the following criteria: >250 employees, >£36 million turnover, >£18 million assets

https://www.gov.uk/government/publications/offence-of-failure-to-prevent-fraud-introduced-by-eccta/economic-crime-and-corporate-transparency-act-2023-guidance-to-organisations-on-the-offence-of-failure-to-prevent-fraud-accessible-version
https://www.gov.uk/government/publications/offence-of-failure-to-prevent-fraud-introduced-by-eccta/economic-crime-and-corporate-transparency-act-2023-guidance-to-organisations-on-the-offence-of-failure-to-prevent-fraud-accessible-version
https://www.rentokil-initial.com/~/media/Files/R/Rentokil/documents/annual-reports/250317_RIAR24_FINAL.pdf
https://s28.q4cdn.com/357092721/files/doc_financials/2024/ar/2024-Bakkavor-Annual-Report.pdf
https://www.capita.com/sites/g/files/nginej291/files/2025-03/Capita-2024-Annual-Report.pdf
https://www.capita.com/sites/g/files/nginej291/files/2025-03/Capita-2024-Annual-Report.pdf
https://www.graftonplc.com/~/media/Files/G/Grafton-Group/1%20full%20year%20results%202024/Grafton%20Annual%20Report%202024.pdf
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Activity Examples of streamlining reasonable procedures to prevent fraud with the UK Corporate 
Governance Code requirements

Risk identification and 
assessment

In the same way that under TCFD, organisations are expected to integrate processes for identifying, 
assessing and managing climate-related risks into their overall risk management, companies may find 
it most effective to leverage or incorporate the output of the fraud risk assessment under the scope of 
FTPF into their existing risk assessments. Some companies are designating their fraud risk assessment 
process as a material control.

Entity-level controls Entity-level controls, such as those related to the code of conduct and whistleblowing arrangements, 
align with the guidance principle of ‘top-level commitment’ and ‘communication (including training)’.

As these entity-level controls will have a much broader impact than outward fraud only, they are already 
being designated as material controls by many organisations. For example, whistleblowing arrangements 
can uncover inward and outward fraud as well as other breaches (e.g. health and safety violations and data 
protection issues).

Board monitoring and review of these material controls will, in turn, contribute to demonstrating top-level 
commitment.

Single-risk frameworks The fraud prevention framework should be informed by the six principles set out in the guidance and 
reviewed regularly. As very few companies identify fraud as a standalone principal risk, fraud topics 
are likely to be covered through activities spanning many risks, for example, data breaches, supply 
chain risks, anti-bribery or tax evasion, rather than via a single-risk framework material control.

It is, therefore, important not to create unnecessary duplication and to document the alignment of 
fraud prevention with other aspects of the risk and internal control environment, as discussed by IAG 
(Figure 16). Core to this is streamlining evidence to document reasonable procedures with monitoring 
and review procedures undertaken for the Provision 29 declaration.

Cluster controls Formalising cluster controls and reassessing the remit of any existing oversight mechanisms creates 
an opportunity to consider whether they can play a role in evidencing fraud prevention procedures. 
Where these are done at a divisional or regional level, this can differentially target those areas where 
the fraud risk is considered higher, demonstrating proportionality.

A procurement oversight committee can monitor controls related to aspects of supply chain risk and 
also be responsible for overseeing due diligence procedures in conjunction with legal and compliance 
functions.

Dip-down approach There is likely to be an overlap between key controls elevated to material controls over financial and 
non-financial reporting and those related to the risk of fraudulent financial reporting and greenwashing. 
The interaction with FTPF might lead to a differential focus on documenting and testing the effectiveness 
of these controls. This could include monitoring risk indicators that may indicate a potential override of 
controls or collusion.
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3.5. Control self-assessments
Many companies already have a robust process in place for 
control self-assessments, including a review of the associated 
attestations:

	▪ Drax (Figure 9) performs self-assessment and review of 
risk management and internal control activities covering 
the Group’s principal risks. Control owners provide an 
assessment on the operation of key controls at least 
twice annually and report on any gaps or control failures 
identified. These responses are then reviewed by the 
second-line Group risk team, and the assessments of control 
operation and effectiveness are periodically challenged 
and validated to supporting evidence. Additionally, Drax 
established a self-assessment of the levels of control and 
governance that support external compliance obligations.

	▪ BAT group operating companies and other business 
units are annually required to complete a controls self-
assessment, called Control Navigator, of the key controls 
that they are expected to have in place. Its purpose 
is to enable them to self-assess their internal control 
environment, assist them in identifying any controls that 
may need strengthening and support them in implementing 
and monitoring action plans to address control weaknesses. 
The Control Navigator assessment is reviewed annually to 
ensure that it remains relevant to the business and covers 
all applicable key controls.

	▪ Morgan Sindall, as part of the process of identifying 
material controls, expanded the risk and control matrix 
used as the basis for the divisional self-assessment process 
to cover not only financial controls but also operational, 
commercial, ESG-related and fraud-related controls.

	▪ Helios implemented monthly compliance control self-
assessment declarations provided by each operating 
company’s senior management. These declarations are 
reviewed by the Group Finance Director, along with any 
follow-up actions where the Finance team is not satisfied 
with the quality of the application of the control. A 
summary is presented to the Audit Committee quarterly.

The above is also borne out in our conversations with 
companies — many want to empower employees to take 
ownership of risk management, by enhancing or expanding 
existing control self-assessments or introducing them, where 
they didn’t already exist:

Control self-assessments are often documented using software 
— often referred to as Governance, Risk, and Compliance (GRC) 
tools.

3.6. Implementation of GRC tools
Based on annual report disclosures, many companies, 
including Endeavour Mining (Figure 1), Hunting (Figure 2), 
Howden (Figure 4), JD Sports Fashion (Figure 10) and Vistry 
(Figure 13), moved forward with the implementation of GRC 
tools.

Serco noted that a key focus throughout 2024 has been 
on the design and implementation of the risk management 
module of its new GRC tool. This module replaces legacy 
risk register systems to provide increased functionality, 
transparency and reporting. Its capabilities are being rolled 
out across the Group. Its implementation is a key enabler for 
Serco’s work in preparation for the implementation of changes 
to the Code.

These tools automate risk assessments, control monitoring 
and compliance reporting and support the evidencing of risk 
management by providing a centralised platform for risk 
owners to oversee controls and demonstrate compliance. GRC 
tools can help reduce manual errors, improve consistency, 
and provide real-time visibility into control effectiveness. They 
also automate the process (e.g. sending reminders), enhance 
accuracy, and centralise data, allowing better monitoring 
and, in some cases, can be tailored specifically to a particular 
cluster control.

The introduction of P29 has clearly triggered us 
to review our existing policies, frameworks and 
information flows, but this has undoubtedly also come 
at a cost; for example, we have had significant new hires 
(internal controls manager, IT manager, etc.) and we 
have had to implement a GRC tool for documentation 
and monitoring purposes. It is unlikely we would have 
done this in the absence of Provision 29.

Company secretary, FTSE 250

https://www.drax.com/wp-content/uploads/2025/05/Drax_AR2024_Interactive.pdf
https://www.bat.com/content/dam/batcom/global/main-nav/investors-and-reporting/reporting/combined-annual-and-sustainability-report/BAT_Annual_Report_Form_20-F_2024.pdf
https://d3s3eeezfmyz8l.cloudfront.net/pdfs/Morgan_Sindall_AR24-interactive.pdf
https://www.heliostowers.com/media/lqupt2ay/helios-towers-2024-annual-report-interactive.pdf
https://www.serco.com/media/12369/serco-annual-report-and-accounts-2024.pdf
https://www.serco.com/media/12369/serco-annual-report-and-accounts-2024.pdf
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3.7. Investment in second-line 
capabilities
Although many annual reports make reference to a clearly 
defined three-lines model, responsibilities can easily 
become blurred when resources are tight and companies are 
undertaking process and control transformations. In such 
situations, the first line can lean heavily on the second and 
third, whether for assurance, consultative support, or just 
to ‘get the job done’. This can be further exacerbated when 
two or more of the Head of Audit, Head of Risk and Head of 
Assurance roles converge into one.

Disclosures and conversations indicate that in 2024, 
organisations of all different sizes were investing in their 
second-line capabilities, for example:

	▪ The internal risk function of PageGroup, previously 
combined with Internal Audit, was restructured to better 
prepare for the reform.

	▪ JD Sports Fashion (Figure 10) is separating the risk 
management function in line with a traditional three lines 
of defence model, and an experienced Head of Risk will join 
the Group.

	▪ RHI Magnesita established a separate team to perform 
testing of the key controls over financial reporting, which 
will be developed to encompass material non-financial 
controls.

	▪ Lloyds clarified the roles of risk and control owners, second-
line risk specialists and chief control officers across all parts 
of the business to ensure consistency and enhance focus on 
controls and expertise.

	▪ Experian’s risk management programme includes a Second 
Line of Defence Strategic Plan, which incorporates an 
annual self-assessment of maturity progress and a rotating 
external validation, where target maturity is benchmarked 
across relevant industry peers, including financial services.

The Head of Controls is traditionally a role within the 
finance function focused on ICFR. The ‘risk and control 
mindset’ typical of people in this position makes them 
well-placed to support across a much broader controls 
agenda. Provision 29, the expansion of reporting 
requirements related to environmental and social 
topics, the FTPF offence and programmes seeking 
to document, standardise and formalise operational 
controls are just some of the topics being added to their 
plate.

Companies need to strike the right balance to handle 
current and emerging demands — choosing between 
leveraging existing, often siloed compliance and control 
expertise versus expanding a more centralised cross-
functional controls capability. The former can lead to 
duplication, inefficiency and inconsistency; however, 
the latter may require organisational and cultural 
change and risks stretching teams that were originally 
set up to focus on ICFR too thinly. A happy medium 
will need to be found. One thing is clear: the role of 
the Head of Controls is evolving at pace — whilst this 
poses challenges, it provides a unique and genuine 
opportunity to add significant value to the organisation.

	▪ Johnson Matthey, at the end of 2024, decided to separate 
the Group Risk and Group Assurance functions to provide 
the Board and Management with independent, risk-based, 
and objective assurance, advice, insight and foresight. 
The Group Assurance Director (formerly the Director of 
Assurance and Risk) will continue to report functionally 
to the Audit Committee Chair and administratively to 
the Chief Financial Officer. This positioning provides the 
organisational authority and status to bring matters directly 
to Senior Management and escalate matters to the Board, 
when necessary, without interference, and supports Internal 
Audit’s ability to maintain objectivity.

https://www.page.com/sites/page-group-v3/files/2025-04/annual-report-accounts-2024.pdf
https://ir.rhimagnesita.com/wp-content/uploads/2025/02/rhim-ar2024-final.pdf
https://www.lloydsbankinggroup.com/assets/pdfs/investors/financial-performance/lloyds-banking-group-plc/2024/q4/2024-lbg-annual-report.pdf
https://www.experianplc.com/content/dam/marketing/global/plc/en/assets/documents/reports/2025/experian-annual-report-2025.pdf
https://matthey.com/documents/d/guest/jma014_full
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4. What are companies 
focusing on in 2025

4.1. Document and formalise 
material controls
Companies that identified their material controls and had the 
list approved (most commonly by the Audit Committee) are 
now dedicating time to enhancing related documentation. 
Whilst there is no expectation of rigour equivalent to what is 
required under US SOx, a degree of formalisation is needed to 
provide clear criteria for assessing whether or not the control 
operated effectively.

279: The review should consider the risk management 
and internal control framework of the company as a 
whole, along with an evaluation of the effectiveness of 
the processes for ongoing monitoring of the framework. 
A set of criteria may be beneficial when conducting a 
review. These criteria could examine the effectiveness of 
the individual controls, the relevance of these controls to 
the underlying risks and the broader framework itself.

This is especially important for material control categories 
other than elevated key controls, which are less likely to easily 
translate into traditional templates for control documentation.

Companies are also formalising what evidence will need to 
be maintained with respect to material controls and training 
control owners. Where a GRC tool has been implemented, it is 
also sometimes being updated for material controls, as noted 
by Endeavour Mining (Figure 1).

In 2025, we are focusing on embedding the material 
controls approved by the board last year. This involves 
meetings with all control performers to ensure that they 
maintain the appropriate level of evidence to support 
the planned testing.

Head of Finance Risk and Controls, FTSE 100

Companies are at various levels of preparedness. Some, like those referenced in the 
previous chapter, have made significant strides. Others have not progressed much 
beyond a high-level gap analysis. This chapter is based on the focus areas disclosed 
by companies further along on the journey, who will have likely already completed a 
number of these activities.

https://www.frc.org.uk/library/standards-codes-policy/corporate-governance/corporate-governance-code-guidance/#paragraph-279
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4.2. Agree confidence levels
There will be multiple factors that influence the level of 
confidence directors will require to sign off the year-end 
declaration, including:

	▪ The category of material control

	▪ How robust the underlying bottom-up transaction level 
controls are, and what related second-line monitoring 
activities are in place

	▪ Internal audit priorities and capacity

	▪ The level of tolerance for operating outside of risk appetite

In this context, risk tolerance is the acceptable deviation from 
the risk appetite for particular risks, expressed in a manner 
that allows management action to be triggered when it is 
breached.

The initial step in agreeing on what additional activities might 
be required is often conducting an assurance gap analysis, 
as referred to in Ocado’s plans for FY25. Our conversations 
suggest that this is often not a straightforward exercise, as 
businesses struggle to succinctly articulate the layering of 
various activities that are already performed in a manner that 
aligns with material controls.
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Some companies began to map confidence levels or assurance 
sources against risk tolerance — the lower the tolerance, the 
higher the level of confidence directors may require:

https://cdn.prod.website-files.com/667974bf1bf45146cf81ef19/67c887581dbf2beb596268c5_Ocado%20Group%20Annual%20Report%20FY24.pdf
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A complex challenge that companies have is determining how 
best to evidence the effectiveness of those material controls 
that span multiple principal risks. Whilst it makes sense for 
risk-specific material controls to be reported to directors by 
the risk rather than the control owner, this is unlikely to work 
in practice for enterprise-wide controls that address multiple 
principal risks. A more structured approach, bringing together 
the control owner, functional leads and entity-level governance 
bodies, may be necessary to support a view on effectiveness.

Clarifying accountability for cross-cutting, enterprise-
level material controls that control against multiple 
principal risks is one of the more nuanced aspects of 
Provision 29. Whilst principal risk owners may attest to 
discrete controls, overarching frameworks often require 
input from functional leaders or control owners to form 
a credible group-level view. Aligning industry thinking 
on how effectiveness is assessed — and evidenced — for 
such controls would support greater consistency and 
confidence in board declarations.

Head of Enterprise Risk Management, FTSE100

4.3. Agree sources of evidence
Management needs to agree with directors on what sources of 
evidence they expect to receive to discharge their monitoring 
and review duties. There will be a variety of activities 
undertaken across the organisation contributing to the overall 
confidence levels. However, directors do not need to be 
appraised of all of them.

4.3.1. Material control assertions and 
attestations
In some cases, the board may be satisfied with an 
effectiveness assertion provided to it by the executive 
risk owner. The assertion should be supported by concise 
documentation that focuses on outcomes rather than technical 
details.

The benefit of this approach is that the executive risk owner 
is well-positioned to bring together various pieces of source 
evidence, such as results of control self-assessments and 
second-line monitoring, that the directors may not be best 
equipped to interpret for themselves in the context of material 
control effectiveness. The shortcoming is that the risk owner 
may be biased towards downplaying any gaps or areas 
requiring improvement, as this may reflect poorly on them.

Getting the ownership of this conversation about 
material controls in the executive’s own words — 
including whether they would be comfortable asserting 
their effectiveness to the Board — is much more 
valuable than subjecting them to a testing regime 
by a second-line team, and likely to be much more 
sustainable over time. Judging ‘effectiveness’ may be 
highly nuanced for executive leaders, but this thought 
process is really important for the Board to understand.

Head of Risk and Assurance, FTSE100
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4.3.2. Effectiveness of entity level controls
As noted in 2.4.3.1, it is common for entities to designate 
existing entity-level controls as material controls. However, 
being able to assess them for effectiveness may require 
preparation. Companies are improving the documentation to 
create better alignment with the principal risks that an entity-
level control helps manage. Work is also being undertaken to 
demonstrate that the controls are truly embedded across the 
organisation.

Focus on entity-level controls (ELCs)

When designating an entity-level control as a material 
control, consideration needs to be given to how 
its operational effectiveness will be assessed and 
confidence provided to the board. Taking the code of 
conduct as an example, internal audit can be engaged 
to perform:

	▪ Bottom-up testing: When performing a review 
at a particular location or division, internal audit 
will assess operational aspects, such as verifying 
that employees have access to the current version 
of the code and examining the record of training 
completion.

	▪ Top-down testing: This requires a dedicated, 
comprehensive assignment that starts with analysing 
the extent to which the code continues to be aligned 
with organisational objectives and continues all the 
way through to how code violations are dealt with.

The bottom-up approach is certainly more common, 
but whilst valuable, it may not be sufficient in itself to 
evidence the effectiveness of the entity-level control 
across the organisation. The board is likely to require 
a combination of top-down testing conducted at least 
every couple of years, supplemented with bottom-up 
testing in the intervening periods.

Given the nature of the code of conduct-related entity-
level controls, the natural choice will be for assessments 
to be conducted by the third line. Companies that 
do not have an internal audit function may find it 
challenging to give directors the confidence they need 
to declare the material control effective.

David Khalil 
EY UK Director, Risk Consulting 
dkhalil@uk.ey.com

4.3.3. Controls testing
Companies are referring to enhancing the testing of internal 
controls, as mentioned by Phoenix and Rotork. In some cases, 
this controls testing was limited to financial reporting controls 
only. Our conversations indicate that more emphasis is being 
placed on second-line testing activities than on expanding 
internal audit plans.

There are also multiple references in ARAs to establishing 
annual testing programmes for material controls. For example, 
Grafton states that it will establish an annual programme 
of testing of all material controls, including key anti-fraud 
controls, and Endeavour Mining (Figure 1) notes that its 
material controls will be tested in 2025.

It is, however, not clear from the narrative what that testing 
will involve, especially in the context of material control 
categories other than elevated key controls, which might 
not lend themselves to a traditional testing regime. Some of 
our conversations indicate that the approach for cluster and 
framework controls will emulate the approach to checking the 
effectiveness of entity-level controls.

Assessing the effectiveness of the framework does not 
hinge on the effectiveness of individual controls within 
it but on the effectiveness of its broader elements and 
the outcomes it delivers.

To agree on how a ‘framework material control’ is going 
to be assessed for effectiveness, it can be helpful to 
work backwards by agreeing on what outcomes would 
lead to a conclusion that the framework was, in fact, 
ineffective and, from there, determining what could 
cause such an outcome.

The board can gain confidence about the effectiveness 
of the framework through a combination of KPI 
reporting on the outcomes of the framework, activities 
or controls that indicate the framework is operating 
effectively, and reporting relating to the activities of the 
three lines.

Adopting a framework approach often leads to an 
increased focus on second-line activities and related 
escalations, which are presently often rare.

Group Audit Director, FTSE 100

https://www.thephoenixgroup.com/media/vvzj42vw/phoenix_group_annual_report_2024_spread.pdf
https://rcl-p-001.sitecorecontenthub.cloud/api/public/content/rotorkannualreport2024-downloadoriginal-c94nmixdrksvh3pskhrh.pdf?v=5fc6264a
https://www.graftonplc.com/~/media/Files/G/Grafton-Group/1%20full%20year%20results%202024/Grafton%20Annual%20Report%202024.pdf
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In contrast, the review is a reflective evaluation designed to 
reach a conclusion about effectiveness at a time — at or near 
the balance sheet date in this case. In the context of Provision 
29, the review culminates in a declaration on the effectiveness 
of material controls.

Monitoring and review are interconnected, with monitoring 
often serving as a foundational input to the review process. 
For example, ongoing monitoring of adherence to segregation 
of duties in financial reporting processes provides evidence 
for a review to assess the effectiveness of the related material 
control.

The review will often synthesise monitoring outputs, as 
illustrated by Drax (Figure 9). Its Audit Committee’s review is 
supported by the quarterly risk and control update provided 
by management. These updates detail any material changes 
in the Group’s principal risks and the associated controls 
employed to manage them. It also summarises the outcome 
of management’s process of self-attestations and second-
line sample testing of key internal controls, as well as other 
instances where significant weaknesses in internal control 
have been identified. Finally, updates are provided on the 
findings from the Internal Audit plan.

Directors need to agree with management on what, if any, 
updates they require regarding material controls effectiveness 
if reporting on a particular area was provided earlier in the 
year. It may be that in some cases, a representation from the 
risk or control owner will be sufficient; in others, directors may 
wish to receive additional evidence, especially if monitoring 
activities indicated weaknesses in a particular material 
control’s operation.

281: The review should consider issues dealt with in 
reports reviewed by the board during the year, together 
with any additional information necessary to ensure that 
the board has taken account of all significant aspects of 
risk and internal control framework for the year under 
review and up to the date of the balance sheet.

4.4. Determine monitoring and 
review activities
Where levels of confidence and sources of evidence have been 
agreed upon with directors, we are seeing the conversation 
move towards setting out the related cadence of reporting.

We view monitoring as an ongoing, proactive activity aimed at 
early identification of deviations in the functioning of the risk 
management and internal control framework, and at ensuring 
that any corrective actions are taken.

Over the course of the year, monitoring will involve both 
standing agenda items and reporting based on agreed trigger 
events and will include, for example:

	▪ Key risk indicator dashboards

	▪ Periodic updates about risks and controls

	▪ Risk function presentations and deep dives

	▪ Control self-assessment dashboards and summaries

	▪ Internal audit reports

	▪ Updates in response to risk events or external trends and 
factors

	▪ Near-miss reporting

289: Where the internal control system only narrowly 
achieves the desired outcome, especially on numerous 
occasions during the reporting period, this should be 
reported to the board. ‘Near misses’, although not a clear 
deficiency, can highlight that the control framework is 
not working as envisaged, and consideration should be 
given to improving the system.

https://www.frc.org.uk/library/standards-codes-policy/corporate-governance/corporate-governance-code-guidance/#paragraph-281
https://www.frc.org.uk/library/standards-codes-policy/corporate-governance/corporate-governance-code-guidance/#paragraph-289
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4.5. Perform a dry run
Very many of the companies we have spoken to have the 
intention of ‘pressure testing’ or piloting their theoretical 
approach in practice before making the first declaration. 
Performing such a dry run in 2025 will give directors visibility 
into its potential outcomes and provide directors with the 
information necessary to visualise what the material controls 
declaration might look like.

This sentiment is reflected across numerous annual reports:

	▪ Drax (Figure 9) considers an initial dry run of assurance 
intended to support the internal control declaration to be a 
key milestone for 2025.

	▪ Deliveroo anticipates having completed a dry run for the 
assessment of material controls in 2025.

	▪ Derwent’s (Figure 8) initial proposal on material controls 
will be further enhanced in preparation for a dry run in H2 
2025.

	▪ Centrica intends to pilot the material controls sign-off 
process in advance of the actual sign-off date, enabling it to 
refine and test the controls, identify any gaps and ensure 
their effectiveness.

A dry run is designed to identify gaps and issues in advance, 
allowing them to be addressed before the first public 
declaration. We expect that the dry run will also focus minds 
on the nuanced debate of what constitutes a material control 
not operating effectively as at the year-end. Generally, 
companies we have engaged with are concerned about 
disclosing material control ineffectiveness if other companies 
take a more lenient view of what that constitutes.

Presently, conversations are focused on the US SOx context: 
Is any material weakness disclosed for US SOx purposes 
equivalent to a material control not operating effectively, or 
is it only the case if the weakness is identified by the external 
auditor?

4.6. Artificial intelligence (AI)
References to AI are now widespread in ARAs. It is not 
uncommon for AI to be noted as an emerging risk or 
referenced as a factor impacting a number of principal risks. 
Some companies are working towards integrating AI risk 
reviews into their risk management and internal control 
framework or developing specific AI governance frameworks, 
for example:

	▪ GSK (Figure 17) continued to embed its cross-functional 
AI Governance Council to oversee AI strategy and to 
ensure the responsible adoption of AI and machine 
learning. It also introduced a new responsible AI Standard 
Operating Procedure, which defines the requirements for 
all development and procurement of AI systems across 
GSK, and established a framework for business functions 
to integrate AI risk review and management within existing 
risk management compliance boards.

	▪ Pets at Home (Figure 18) notes that as AI is being used 
increasingly across the business to enhance efficiency, 
support innovation and improve the consumer experience, 
it brings complex risks and requires controls and guardrails 
over development, deployment and performance. Its 
Audit Committee has overseen the development of the 
AI governance framework, a material control framework, 
to ensure the framework is appropriate and that the 
Acceptable Use Policy has been appropriately rolled out 
across the Group.

https://dpd-12774-s3.s3.eu-west-2.amazonaws.com/assets/6717/4241/5498/Deliveroo_2024_Annual_Report_-_Interactive.pdf
https://www.centrica.com/media/2pjoazw0/annual-report-and-accounts-2024-untagged.pdf
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What is agentic AI?

Agentic AI refers to AI systems that act autonomously. These 
systems utilise large language models and machine learning, 
but go further than generative AI (GenAI) as they make 
decisions and take actions on their own.

Unlike robotic process automation (RPA), which requires 
blueprinting of process steps, agentic AI reasons and searches 
for the best route forward, learning from its context and 
experience.

It’s also different from GenAI, which requires you to initiate a 
task or submit a prompt. If the result is not fit for purpose, you 
need to refine your instructions — this takes time and human 
effort.

For example, whilst RPA can process invoices and GenAI can 
provide you with a summary of spend with recommendations 
for cost efficiency, an agent could overhaul the process 
entirely. An agent — or a group of agents — deployed in 
purchasing could monitor inventory levels and demand, raise 
a purchase requisition, evaluate vendors and issue a purchase 
order.

Why is there so much focus on agentic AI now?

The power of agentic AI to reimagine how processes operate 
has brought it into focus. The promises of efficiency and 
productivity gains with GenAI were limited by the need for 
a human to initiate the inputs and evaluate outputs closely. 
Agents change the game.

And companies are looking to realise those benefits. Of the UK 
respondents to the EY Responsible AI CxO Pulse survey, a third 
(32%) reported already using agentic AI, and 44% planned to 
deploy agents in the next year.

However, it’s not all opportunity. The use of agents requires a 
fresh look at risk responses and controls.

Agentic AI

Jason Walters 

Director, Technology Risk 
jwalters@uk.ey.com

How does agentic AI change risk?

Many companies have or are looking at risks regarding AI 
generally, and these considerations continue to be relevant, 
but they are evolving with agents.

Risks around data governance and privacy are even more 
important as the reliance on that data increases through the 
use of agents. Regulation in this area continues to develop at 
a different pace and with different areas of focus around the 
globe, adding to the complexity of data and AI compliance.

The democratisation of tools to build agents with low code 
or no code increases the risk that agents are deployed 
without the company even knowing, let alone controlling that 
deployment — often referred to as ‘shadow AI’.

Performance risks also increase. Agents require design, 
deployment and monitoring. Design and deployment are 
familiar areas of risk for other technology projects; however, 
with agents and their ability to evolve and respond to their 
experience, monitoring becomes more complex as companies 
need to consider whether that algorithm changes over time.

In the example of the purchasing agent ecosystem, the 
agent responsible for selecting vendors may learn from its 
historical practice of selecting vendor X and develop its own 
bias towards that vendor in the future — even if that vendor’s 
products deteriorate in quality. Without robust monitoring, this 
problem could go unnoticed until it has a significant financial 
or reputational impact.

How are controls evolving in respect of agentic 
AI?

Like risks, the control considerations are familiar but 
augmented. Access management and segregation of duties 
are key, but they operate differently from before. The roles 
need to balance the specific agent, other agents in the 
ecosystem and the human developers of those agents.

Interview with
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Additionally, change management principles can be applied 
to agentic systems, but they need to be adapted to reflect 
agentic-specific challenges — for example, explainability (i.e. 
do I understand why the agent takes the actions it does?) and 
accountability (i.e. unambiguous ownership of AI systems and 
their impacts).

The same Responsible AI CxO Pulse survey showed that 
about half of the CxO respondents in the UK saw their current 
approach to technology-related risks as insufficient to address 
new challenges associated with the next wave of AI.

As companies reevaluate their control frameworks in 
preparation for compliance with Provision 29, we recommend 
that the evaluation considers how agents will impact IT general 
controls and financial reporting controls to mitigate the need 
for rework. This evaluation should also consider what specific 
steps should be taken to establish robust control over this 
rapidly evolving area.

Many companies are already appointing chief AI officers 
(CAIOs) or setting up AI oversight committees. These roles 
and committees serve to centralise AI. Boards should expect 
management to have such roles in place or to leverage existing 
risk officers to specifically cover agentic AI.

Do you expect companies to have a material 
control over agentic AI?

Companies need to evaluate the pervasiveness of agentic 
AI to determine how to respond in terms of material control 
identification, keeping in mind that a dynamic approach is key.

In the case of the procurement agent ecosystem, many risks 
and controls are part of the overall purchase-to-pay business 
process and, therefore, form part of the financial reporting 
controls. In isolation, it may not be necessary or appropriate to 
identify a specific material control related to agentic AI.

However, as the use of AI and agents increases in significance 
to the company, it may become necessary to identify one or 
more material controls over AI and agents. This is similar to 
the evolution of cybersecurity controls. The increase in the 
prevalence of cybersecurity as a principal risk has driven more 
companies to identify cyber-related material controls.

That said, it may be worth assessing whether to establish a 
‘material control in waiting’ now to enable the company to 
respond to the rapid changes in this space. 
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5. Reporting 
recommendations

5.1. Introduction
New disclosures in the annual report will be required to comply 
with the revised Provision 29, and the FRC’s Guidance to the 
Code recommends further narrative to make this reporting 
meaningful.

293: The board should describe the main features of the 
framework, including

	▪ An overview of the relevant governance structures in 
place,

	▪ How the company assesses risks, how it manages or 
mitigates them, and

	▪ How information is shared throughout the 
organisation and how different units interact and 
communicate.

Adding content, especially in the context of an already 
lengthening risk management section, seems contrary to the 
multiple initiatives and calls to reduce the length of the ARA 
and overall reporting burden.

Our analysis of ARAs confirms that the majority of companies 
already include information about their risk management 
and internal controls framework. However, the level of detail 
varies and there is also significant inconsistency in the way 
terminology is used. We propose a reporting model that 
distinguishes between the following three elements of the 
overall framework:

As we had done in our publication in August 2024, we 
continue to advocate for a logical flow that creates a cohesive 
narrative. Whilst some new content will undoubtedly be 
needed, there is scope to remove repetition between the risk 
reporting in the strategic report and the risk management 
content in the rest of the governance report and the audit 
committee’s report. If approached well, complying with 
Provision 29 should not result in substantial additional 
content.

The recommendations in this chapter should allow companies 
to tell a compelling story that gives readers confidence in how 
they manage enterprise and disclosure risk.
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https://www.frc.org.uk/library/standards-codes-policy/corporate-governance/corporate-governance-code-guidance/#paragraph-293
https://www.ey.com/content/dam/ey-unified-site/ey-com/en-uk/services/assurance/documents/ey-2024-uk-corporate-governance-code-addressing-the-new-risk-management-and-internal-control-requirements-including-provision-29.pdf
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Core component Should include Specific considerations and top tips
Strategic report

Overview of the 
main features of the 
risk management 
and internal control 
framework

Governance 
structures in place 
(see 5.2)

	▪ Directors — requires clarity on allocation of remit related to risks and to controls
	▪ Management — focus on information flows rather than reporting lines

Other features of the 
framework (see 5.3)

	▪ Provide a high-level overview of risk culture, related policies, training and 
communication

	▪ Discuss the board’s role in setting risk appetite.

Description of the risk 
management process

Steps in the risk 
management 
process (see 5.4.1)

	▪ Disclose reporting to those charged with governance as a distinct activity

Roles within the 
risk management 
process (see 5.4.2)

	▪ Set out who performs and who monitors the operation of internal controls

Activities undertaken 
by various levels within 
the organisation, as 
part of:
	▪ The risk 

management process 
disclosure (theory)

	▪ Principal risk 
reporting (application 
in the year)

Risk identification 
and evaluation 
(see 5.5)

Set out:
	▪ Risk taxonomy or categorisation
	▪ How emerging risk identification differs from that of principal risks
	▪ Year-on-year changes to principal risks

Risk responses 
and how their 
effectiveness is 
monitored (see 5.6)

	▪ Provide an overview of the internal control framework in addition to 
responses for each principal risk

	▪ Disclosure Guidance and Transparency Rule (DTR) 7.2.5
	▪ Set out sources of confidence over the effectiveness of material internal 

controls.

Governance report
Outcomes-based 
governance reporting

How the board 
conducted 
monitoring activities 
(see 5.7)

Explain what monitoring activities entailed, i.e. the basis (e.g. key risk 
indicators, dashboards, deep dives, reporting from risk owners), their scope 
and their outcome.

How the board 
conducted review 
activities (see 5.8)

Explain as at year end:
	▪ How actions arising from prior-period and in-year findings were closed out
	▪ Whether any final updates or representations were obtained

Culminate in the 
declaration of material 
controls effectiveness

(see 5.9) 	▪ Combine with the confirmation on conducting a robust assessment of 
emerging and principal risks.

	▪ Cross-reference to reports from relevant board committee that undertook 
aspects of the monitoring and review of the framework.
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5.2. Risk governance framework
The risk governance framework disclosure should explain 
the roles and interaction between those charged with 
governance, executive management and the business and not 
repeat information included in the overarching governance 
framework that most reporters include at the beginning of 
their governance section in the ARA.

Rather, it should clarify the information and reporting flows 
e.g. from risk owners, the executive committee or other 
forums such as risk committee to the governance bodies 
to enable the board and its committees to exercise such 
oversight. These flows are distinct from reporting and 
hierarchical accountability lines and therefore may not lend 
themselves to presentation as an organisation structure. A 
good example of such a depiction is Tesco (Figure 19).

Some companies effectively demonstrated information flows 
to governance bodies from the risk and control functions 
further down in the organisation to allow effective oversight. 
For example:

Persimmon enhanced reporting in 2024 to its Audit & 
Risk Committee regarding the Group’s risk management 
framework, with an update from the Group Internal Control 
Manager provided regularly to the Audit & Risk Committee.

	▪ What the Board could do better: Instructions and 
procedures for monitoring business risks and 
internal financial controls.

	▪ Action: Deliver an initial phase of control 
enhancements in preparation for Governance Code 
changes. Routine reporting has been improved, 
with an update from the Group Internal Control 
Manager provided regularly to the Audit & Risk 
Committee. This will continue to be an area of 
regular engagement for the Committee into 2024.

	▪ Progress made during the year (2024): Enhanced 
reporting to the Audit & Risk Committee regarding 
the Group’s risk management framework, including 
principal risk evolutions and control effectiveness, 
occurred during the year. Regular updates were 
also provided regarding the Group’s programme 
of work to strengthen the risk management 
framework and the overall control environment. 
The delivery of improvements to the Group’s risk 
management framework has been underpinned by 
the establishment during the year of the Group’s 
Management Risk Committee.

Persimmon 2024 Annual Report, page 98

GSK clarified that as well as the audit and assurance 
function, its Audit Committee received regular reporting from 
principal risk owners and the compliance function on areas of 
significant risk to the Group and on related internal controls. 
These reports assess the internal control environment within 
each principal risk area, including enhancements to strengthen 
controls.

https://www.persimmonhomes.com/corporate/media/pg0jl11j/persimmon-plc-annual-report-2024.pdf
https://www.persimmonhomes.com/corporate/media/pg0jl11j/persimmon-plc-annual-report-2024.pdf
https://www.gsk.com/media/11850/annual-report-2024.pdf
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First line Second line Third line

Responsibility Day-to-day risk 
management

Coordinating risk 
management activities and 
overseeing the first line 
to ensure it is effectively 
designed, embedded and 
operating as intended.

Provision of independent 
assurance

Accountability Senior management Senior management but 
often reporting or providing 
information to those 
charged with governance

Those charged with 
governance — typically the 
audit and risk committee.

Typical functions or roles Operational management 
within business units or 
functions

	▪ Risk/ERM function — 
head of risk, chief risk 
officer

	▪ Compliance functions 
— head of compliance, 
head of control, head of 
governance, risk, and 
compliance

	▪ Legal function — general 
counsel, chief legal 
officer

	▪ Risk forums, executive 
risk committees, etc.

	▪ Internal audit — head of 
internal audit, chief audit 
officer

	▪ Audit and assurance — 
head of assurance

It is most common to set out the roles within the business by reference to the Three Lines Model:
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5.4. Risk management process

Provision 28: 
The board should 

explain what 
procedures are in 
place to identify 
emerging risks.

Identify Evaluate

Mitigations

Risk Culture

Policies and 
procedures

Internal controls Evolving business 
activities

Insurance

Other responses

Crisis and 
continuity plans

Design 
responses

Monitor 
effectiveness

Communicate 
and report to 
the business

Principle O: 
Determine the nature 

and extent of the 
principal risks the 
company is willing 
to take in order to 

achieve its long-term 
strategic objectives.

Report to those charged with governance

Provision 29: The board should monitor the company’s risk management and internal control framework and, 
at least annually, carry out a review of its effectiveness.

Provision 28: The board should carry out a 
robust assessment of the company’s emerging 

and principal risks and include and an 
explanation of how these are being managed 

or mitigated.

5.3. Other features of the risk 
management and internal control 
framework
Other features include risk appetite, risk culture, related 
policies, authorities, training and communication. Generally, 
very few companies discuss these features beyond referencing 
them as part of the role of the board in setting the tone at the 

top and determining risk appetite. Legal & General (Figure 20) 
provides a concise overview.

As noted in 2.3.1, only a third of companies disclose risk 
appetite. Whilst disclosing risk appetite for each principal 
risk might be considered by some as divulging a company’s 
competitive advantage, this should not preclude providing a 
high-level overview of the board’s approach to risk appetite, as 
done by PPHE (Figure 21).
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5.4.1. Steps in the risk management process
Whilst there isn’t a hard and fast rule, at a high level, we 
expect disclosure of risk management processes to cover the 
following core steps:

	▪ Risk identification: initial identification or at least 
categorisation of key risk areas. Risk identification and 
setting risk appetite are iterative. One can shape the other 
over time.

	▪ Risk evaluation: Next, the severity of risks is evaluated, 
often by reference to the impact and likelihood of the risk 
manifesting and the risks are prioritised.

	▪ Developing and designing risk responses: These can 
involve mitigating, avoiding, transferring or accepting the 
risks.

	▪ Monitoring: Once response plans are put in place, these 
plans need to be monitored to ensure that they are 
working as intended. To increase confidence in the process, 
additional activities including assurance can be conducted 
to confirm the effectiveness of responses.

	▪ Outcomes of monitoring and assurance need to be 
communicated and reported to those:

	▪ In the business managing the risks (i.e. the first line) with 
clarity on any improvements that may be needed

	▪ Charged with governance to allow them to monitor and 
review the effectiveness of the risk management and 
internal control framework

Whilst in varying degrees of detail, over 80% of the ARAs we 
reviewed had disclosure of this nature. From our review, the 
narrative on risk identification and evaluation is well covered. 
We recommend that companies review and enhance their 
disclosures on risk responses and outcomes from monitoring.

80%
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Steps in the risk 
management process

First line Second line Internal audit

Identify and evaluate 
risks

	▪ Identifying risks

	▪ Evaluating risks

	▪ Monitoring and reporting on 
their risk profile, e.g. new 
operational risks or control 
gaps

	▪ Reporting on KRIs

	▪ Creating and maintaining risk 
and control standards and 
policies

	▪ Assessing and challenging 
reported risks

	▪ Identifying and monitoring 
emerging risks, e.g. via horizon 
scanning

Design risk responses 	▪ Developing and implementing 
strategies and ‘responses’ 
to manage risk (controls and 
other mitigating actions)

	▪ Assessing and challenging 
adequacy of first-line responses 
to ensure risks are being 
managed within risk appetite, 
e.g. via a review of KRIs

	▪ Monitoring the controls 
implemented and operated by 
the first line

	▪ Analysing and reporting on the 
adequacy and effectiveness of 
risk management (including 
controls) and escalating as 
appropriate — thus providing 
a degree of management (not 
independent) assurance

	▪ Providing assurance for 
risk responses (mitigation, 
controls, etc.) by testing 
controls, for example

Monitor and 
communicate

	▪ Control self-assessments or 
certifications

	▪ Developing and implementing 
improvement plans in relation 
to RM and IC

	▪ Stress and scenario testing in 
order to assess resilience and 
test contingency plans

	▪ Reporting of exceptions and 
breaches, e.g. against risk 
appetite, and action tracking

	▪ Providing support, constructive 
challenge, guidance and 
training for the first line, 
including to embed the right 
risk culture

	▪ Delivering internal 
audit plan as agreed by 
governing body

	▪ Providing independent 
assurance on the 
effectiveness of the first 
and second lines

	▪ Overall evaluation 
of internal control 
environment

5.4.2. Roles in the risk management process
Some companies, including M&S (Figure 22) and Fresnillo (Figure 23), combined the disclosure of the risk management process 
with a description of who within the business undertook the steps. This approach helps to reduce unnecessary duplication and 
also provides more clarity into the responsibilities. In this context, it is important to remember that, whilst playing an important 
oversight role, governance bodies such as boards and audit committees are not a line of defence.
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5.5. Risk identification and 
evaluation

5.5.1. Risk taxonomy and classifications
As noted in 2.3.2.2, a number of annual reports started 
to reference the term ‘material risks’ without providing a 
definition. If non-standard terms are used, i.e. other than 
principal risks, the disclosures should clarify definitions and 
categorisation within the risk hierarchy or taxonomy:

	▪ 3i Infrastructure (Figure 24) explains its definition of the 
term ‘key risks’.

	▪ BT (Figure 12) sets out its concept of ‘point risks’.

	▪ Aviva describes Level 1, Level 2 and Level 3 risks and notes 
this taxonomy provides a consistent basis for assessing, 
summarising, aggregating and reporting risk, capital and 
control information.

	▪ Pearson defines three categories:

	▪ Principal risks — those that could have a significant and 
ongoing effect on the Group’s valuation by reducing the 
demand for, or profitability of, its products and services.

	▪ Significant near-term risks — risks that could have a 
significant near-term cash impact or affect short-term 
results but would not be expected to have a significant 
ongoing effect on the Group’s valuation.

	▪ Emerging risks — risks which are well mitigated in the 
short term but may represent a significant future 
opportunity or threat. These include company-specific 
risks and risks affecting the macro economy.

5.5.2. Risk identification
Provision 28 requires boards to ‘explain what procedures 
are in place to identify (…) emerging risks’ without requiring 
the same for principal risks. Regardless, most companies 
set out how principal risks are identified, often referencing 
both a bottom-up risk identification process conducted by 
the business, and an overlay from a top-down one, typically 
performed by those charged with governance or by the 
executive. discoverIE (Figure 25) explains how the two 
processes are conducted in parallel twice a year.

However, only a few companies explain how, or if, emerging 
risk identification differs from that of principal risks. Horizon 
scanning and insights from external publications are 
commonly noted in such disclosures.

	▪ Severn Trent (Figure 26) references cross-functional 
workshops, PESTLE analysis6 and horizon scanning, which 
utilises internal insights and external publications, including 
the National Risk Register and the World Economic Forum’s 
Global Risk Report.

	▪ Lancashire (Figure 27) identifies emerging risk by 
utilising horizon scans and regulatory-driven enquiries. Its 
disclosures set out how its emerging risk radar is subject to 
an iterative process of review and oversight.

	▪ Fresnillo references the involvement of external parties, 
including suppliers, contractors and customers, in 
workshops, surveys and meetings; the use of academic 
publications; risk consulting experts and industry 
benchmarks.

5.5.3. Robust assessment of emerging and principal 
risks — Provision 28

Provision 28 requires the board to carry out a robust 
assessment of the company’s emerging and principal risks 
and confirm in the annual report that it has completed this 
assessment. Rather than simply including a confirmatory 
statement, we recommend companies include brief 
commentary on:

	▪ The factors considered as part of the assessment — this 
often included both external and internal factors such as 
elections; persistent geopolitical volatility; evolution or 
convergence of emerging risk themes into a principal risk; 
strategy refreshes etc.

	▪ What the process entailed.

	▪ Its outcomes — providing status updates or disclosing year-
on-year changes are ways to demonstrate outcomes and 
also implicitly evidence the robustness of the process. This 
is also in line with Principle C, which requires governance 
reporting to focus on board decisions and their outcomes in 
the context of the company’s strategy and objectives.

Of the reporters that provided such commentary:

	▪ SSE explained that although its principal risks themselves 
have not changed, a change in how they were assessed 
(through dedicated risk workshops and one-to-one 
stakeholder interviews) enabled more risk-based discussions 
across oversight committees and Senior Management 
leading to improved holistic output. It also notes that four 
risks have increased in materiality.

6. �A PESTLE analysis is a diagnostic tool to assess the impacts of macro-environmental factors on an organisation. PESTLE is an acronym for: Political; 
Economic, Social, Technology, Legal, Environmental.

https://static.aviva.io/content/dam/aviva-corporate/documents/investors/pdfs/reports/2024/aviva-plc-annual-report-and-accounts-2024.pdf
https://plc.pearson.com/sites/pearson-corp/files/pearson/annual-report-2024/2024-annual-report-and-accounts.pdf
https://www.fresnilloplc.com/media/zgcbodxt/46566-fresnillo-ar24-web.pdf
https://www.sse.com/media/qqtiamkh/sse_ar25_interactive_pdf.pdf
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	▪ Lancashire (Figure 27) clarified that the oversight of 
certain emerging risks (e.g. climate change, operational 
strain, geopolitical risk, inflation, tax and regulatory 
change), moved to its business-as-usual risk management 
processes. As a result, emerging risk discussions 
predominantly focused on the many different components 
of AI and its risk appetite for utilising them.

	▪ Harworth noted that its Board had continued to assess 
principal risks closely, particularly in light of its strategic 
'pivot' towards Industrial & Logistics development and 
investment announced during the year; and external factors 
such as the election of, and rollout of policies by, the new 
UK government. It commits to undertaking a comprehensive 
review of principal risks during 2025, informed by the 
strategic pivot. It also details the changes to its principal 
risks since its 2023 ARA.

	▪ Morgan Sindall (Figure 28) provided a status update for 
each of its principal and emerging risks, and with respect to 
the latter, included commentary on outlook.

	▪ Similar to Premier Foods (Figure 5), IWG also took the 
opportunity to streamline its principal risks reducing the 
number from 19 in 2023 to 12 in 2024 by removing some 
and merging others. On average, companies disclose 
between nine and 12 principal risks.

5.6. Risk responses
Provision 28 requires a description of a company’s principal 
risks, and an explanation of how these are being managed or 
mitigated. It also requires an explanation of what procedures 
are in place to manage emerging risks.

As noted in 2.1, some principal risks are outside of a 
company’s control. It might therefore be helpful, as done by 
British Land (Figure 29), to distinguish between external, 
non-controllable versus internal principal risks. Similarly, not 
all mitigating responses qualify as controls. Helpfully, for 
each of its principal risks, Glencore (Figure 30) describes 
the mitigations that are inherent within its business model 
and those that are implemented as controls. IHG (Figure 31) 
provides illustrative examples of key controls categorised 
between culture and leadership, processes and controls, and 
monitoring and reporting.

From our analysis this year, we note that rather than just 
referring to broad mitigating actions or activities, 13% of 
principal risks disclosures referred specifically to controls, for 
example:

	▪ Control environment — Rathbones

	▪ Key elements of internal controls — Rightmove

	▪ Key controls Morgan Sindall and JTC

	▪ Example mitigations and material — St. James’ Place

Whilst there is no requirement to make such disclosures (or 
indeed to disclose material controls), we recommend that 
companies review the extant wording of their mitigating 
activities as readers may interpret or infer controls disclosed 
therein to be material controls. To avoid this, in its disclosure, 
United Utilities (Figure 32) clarifies that only those principal 
risks classified as material impact risks will have associated 
material controls and clearly differentiates between material 
controls, other controls and other mitigations in its principal 
risk disclosure.

Despite the requirement, disclosures on how emerging risks 
are managed were sometimes omitted. Where provided, these 
ranged from:

	▪ An overall description as provided by Fresnillo. This noted 
the need to be dynamic, reflecting the findings from its 
monitoring and scenario analysis; keeping abreast of 
technological advances in the mining industry and beyond; 
drawing on new sources of information and working closely 
with universities specialising in mining and geology.

	▪ Commentary against each emerging risk when these 
are voluntarily disclosed — as provided by Severn Trent 
(Figure 26) and Morgan Sindall (Figure 28).

of companies describe 
the main features of 
their internal control 
framework.

13%

30%

Companies disclose, on average, 
between 9 and 12 principal risks.

of principal risk 
disclosures reference 
controls.

https://harworth.wpenginepowered.com/wp-content/uploads/2025/04/Harworth-AR-2024-FINAL-WEB.pdf
https://investors.iwgplc.com/~/media/Files/I/IWG-IR/reports-and-presentations/2024/iwg-ara-31-12-2023.pdf
https://www.rathbones.com/sites/rathbones.com/files/results_and_presentations/files/rathbones_group_plc_annual_report_and_accounts_2024.pdf
https://plc.rightmove.co.uk/content/uploads/2025/03/RIG001_2024AR_WEB_250321.pdf
https://d3s3eeezfmyz8l.cloudfront.net/pdfs/Morgan_Sindall_AR24-interactive.pdf
https://annual-report.jtcgroup.com/.2024/publication/contents/templates/JTC_Group_annual_report_2024.pdf
https://www.sjp.co.uk/sites/sjp-corp/files/SJP/shareholders/reports-presentations-webcasts/2025/SJP_AR_2024.pdf
https://www.fresnilloplc.com/media/zgcbodxt/46566-fresnillo-ar24-web.pdf
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5.6.1. Overview of the internal control framework

Whilst most companies disclose the steps in the risk 
management process (albeit to varying degrees of detail), 
less than a third (30%) meaningfully describe the principal 
features or elements of their internal control framework. Some 
companies that do include Bunzl (Figure 33), IWG (Figure 34) 
and Spire Healthcare (Figure 35).

Commonly described in these disclosures were:

	▪ Delegations of authority

	▪ Budgeting and forecasting disciplines

	▪ Defined approval authorities, e.g. for major capex and 
acquisitions

	▪ Group-wide policies, such as codes of conduct, 
whistleblowing, anti-bribery, etc.

	▪ Activities by the second- and third-line functions as noted in 
5.4.2.

Given the requirement in Provision 29 for the board to monitor 
and review the effectiveness of the risk management and 
internal control framework, we recommend clear disclosure in 
the strategic report on the constituents of the internal control 
framework. Commentary in the governance section (e.g. 
audit committee’s report) should then focus on the oversight 
exercised.

5.6.2. Main features of the internal control and 
risk management systems in relation to financial 
reporting process — DTR 7.2.5

Unlike Spire Healthcare (Figure 35), many companies seem 
to have lost or dropped this disclosure somewhere along the 
way. It remains a requirement in the DTR 7.2.5 even after the 
UK Listing Rules reform. Unless financial reporting-related 
risks are specifically designated as a principal risk, it would 
not be covered by any other disclosures. There is also a good 
opportunity to tie together this disclosure requirement with 
the work on reporting-related material controls given the 
2024 Code’s expansion to cover reporting.

We recommend that this disclosure complements the overall 
internal control framework disclosure discussed in 5.6.1 
by adding specific detail on financial reporting controls, for 
example:

	▪ Experts that monitor new accounting standard 
pronouncements, assess their impact on the company’s 
financial reporting and reflect them in the group accounting 
manual

	▪ A maintained and promulgated group accounting manual

	▪ Training for finance teams

	▪ A range of prevent and detect controls, including 
segregation of duties, reconciliations, approvals, 
management reviews and exception reporting to ensure 
complete, timely and accurate recording of transactions and 
safeguarding of assets

	▪ An annual budgeting exercise coupled with longer term 
rolling forecasts which include breakeven and sensitivity 
analyses

	▪ Specific internal audits, for example to review the integrity 
of divisional or BU management accounts



44 |  On track for Provision 29 compliance

The management of our key controls forms a critical 
part of our ERM framework. Group and Divisional 
Compliance Assurance teams operate as a second line 
function to ensure appropriate focus on the articulation, 
monitoring and testing of key controls, supported by 
documented policies and procedures held within our 
Serco Management System (SMS). An annual program of 
work focuses on the validation and testing of key controls 
to supplement annual control self-assessments and 
biannual compliance assurance attestation statements. 
Some larger contracts and business units (BU) also have 
embedded risk and assurance resources to strengthen 
our first line focus on controls design and operation. 
This first and second line activity is augmented by our 
in-house Internal Audit assurance work and additional 
external partners support in certain specialist areas. 
Significant third line assurance activities and audits are 
also delivered through external third parties to support 
certification standards and customer requirements in 
our varied service lines and business units. These include 
those that support ISO certifications we manage as well 
as independent performance and regulatory reports 
on Serco operations. Examples of such reviews include 
Aviation Air Traffic Services, Vessel reviews, Fleet 
Operating Licence and related inspections. A key element 
of our control environment in our North America Division 
is compliance with the Special Security Agreement, 
we have with the US Government which is managed by 
dedicated resources and oversight delivered by the Serco 
Inc. Audit Committee.

Serco 2024 Annual Report, page 62

5.6.3. Sources of confidence over the effectiveness 
of internal controls

As noted in 4.2, directors will require a level of confidence in 
the effectiveness of material controls to sign off the year-end 
declaration. This will be influenced by the various monitoring, 
testing and other activities conducted over the operation 
of internal controls more broadly. An increasing number of 
companies are now including this information and common 
sources referenced included:

	▪ Control self-assessments and attestations from within the 
business or first line:

	▪ SSE’s Audit Committee considered the letter of 
assurance evaluations completed by the managing 
directors of each of its business units and the directors of 
corporate functions.

	▪ Intertek (Figure 36) sets out its approach to self-
assessments, including consolidation at divisional, 
regional and functional levels for further review and 
sign-off.

	▪ Second-line testing:

	▪ Serco described that there is an annual programme 
of work focusing on the validation and testing of key 
controls to supplement annual control self-assessments 
and biannual compliance assurance attestation 
statements.

	▪ Fresnillo (Figure 23) notes that the risk team annually 
reviews key controls for principal risks

	▪ Third-line assurance:

	▪ IHG (Figure 31) denoted, for each principal risk, what 
independent assurance was derived from Internal Audit.

	▪ Mears (Figure 38) described when each of its principal 
risks were addressed in the Internal Audit plan.

	▪ External assurance to supplement third line activity:

	▪ Serco noted assurance activities and audits delivered 
through external third parties to support certification 
standards (e.g. ISO).

	▪ Fresnillo (Figure 37) described external sources of 
confidence in respect of two of its 15 principal risks 
— tailings dams and environmental incidents. These 
sources include ISO certifications; compliance with an 
internationally issued code with associated certification; 
and compliance with an annual review programme issued 
by an independent expert panel which also inspects 
its compliance and issues corrective and preventive 
recommendations.

https://www.serco.com/media/12369/serco-annual-report-and-accounts-2024.pdf
https://www.sse.com/media/qqtiamkh/sse_ar25_interactive_pdf.pdf
https://www.sse.com/media/qqtiamkh/sse_ar25_interactive_pdf.pdf
https://www.serco.com/media/12369/serco-annual-report-and-accounts-2024.pdf
https://www.serco.com/media/12369/serco-annual-report-and-accounts-2024.pdf
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5.7. Board monitoring activities
Whilst Provision 29 of the 2018 Code required boards to 
monitor the company’s risk management and internal control 
systems and, at least annually, carry out a review of their 
effectiveness, the disclosure requirement was limited to the 
board’s review and was vaguer, simply referencing the need to 
‘report on that review in the annual report’.

New in the 2024 Code is a requirement to describe how the 
board has both monitored and reviewed the effectiveness of 
the risk management and internal control framework.

From our conversations, this requirement has not received 
as much attention as the declaration on the effectiveness 
of material controls which has taken centre stage thus 
far. It is broader than the declaration and encompasses all 
elements of the framework described in 5.2 and 5.3 — hence 
why we recommend clear disclosure of the framework as 
the foundation to describe how the board monitored and 
reviewed it.

Good monitoring disclosures should explain not just what 
information was received by governance bodies (see earlier 
reference to information flows in 5.2), but also the outcome. 
Based on our reviews, this is rare to find. We recommend 
companies clearly describe what action was taken, for 
example, by an audit committee or requested by it of 
management following the review of such information.

5.7.1. Key risk indicators
We noted increasing reference to key risk indicators with some 
companies disclosing these, such as:

	▪ British Land (Figure 29) disclosed clear performance 
measures to monitor each principal risk.

	▪ Rathbones noted that risk indicators are developed for 
each principal risk to provide an early signal of increasing 
risk exposure. Thresholds dictate an early warning trigger, 
a breach of risk tolerance through to invocation of the 
recovery and resolution plan.

However, as described above, disclosure on actions taken by 
governance bodies following their review of such indicators 
was rare.

Derwent stated that the risk indicators (covering 10 risk areas, 
including cyber security, cost inflation, project status, data 
protection, and health and safety incidents etc.) are reviewed 
at each Risk Committee meeting and are compared against the 
Board’s risk appetite statement. Any deviation or significant 
increase is subject to challenge by the Risk Committee. 
Specifically in relation to data protection, as part of its key 
risk indicator schedule, the Audit Committee monitors the 
number of ‘near miss’ data breaches and how these have been 
addressed.

5.7.2. Other monitoring activities
Audit committee reports often referred to the following 
through the course of the reporting cycle:

	▪ Internal audit reports for the period, as well as progress of 
actions against prior-year observations.

	▪ Quarterly updates from the third line summarising the 
results of self-attestations, e.g. Drax (Figure 9).

	▪ Reviews of any major findings into control weaknesses 
and management’s response in reports tabled by heads of 
Internal Audit.

	▪ Follow-up with management on the rectification of identified 
control weaknesses.

	▪ Risk deep-dive reviews — Morgan Sindall (Figure 28) 
provided detail of the deep dives conducted, linking these to 
relevant principal risks.

	▪ Helios (Figure 39) presents an example controls dashboard 
and notes that its Audit Committee has a standing agenda 
item to review internal controls including such a dashboard.

Given the requirement for boards to disclose how they 
monitored the effectiveness of the framework, we emphasise 
the need for specificity in disclosures to describe both the 
underpinning or rationale for these monitoring activities as 
well as their outcomes. For example:

	▪ What drove the choice of risk deep dives (specific triggers 
vs. coverage as part of a rolling cycle) and what did the 
deep dive entail — a challenge of risk appetite, a review of 
risk responses or an update of the risk profile?

	▪ What was the outcome of a deep dive, a review of a 
summary of control self-attestations or a dashboard?

Examples of outcome-focused reporting include:

	▪ British Land’s Executive Risk Committee conducted a 
survey to assess the robustness of the company’s risk 
culture. Following the outcome of the survey, action was 
taken to enhance risk culture across the business involving 
the Head of Risk and Internal Control presenting to various 
teams across the business, clarifying the key risk roles in 
the business, and encouraging escalation of risk issues or 
exceptions, and discussing key business unit risk.

	▪ Phoenix commissioned an external review of its risk 
management framework, recommendations of which were 
presented to its Audit and Risk Committee. The Committee 
requested a plan to deliver these recommendations and will 
monitor against this throughout 2025.

	▪ Drax (Figure 9) noted that the outcomes of the key 
control self-assessments indicated that incomplete or 
inaccurate supplier data was in some instances delaying 
due diligence procedures. The Audit Committee agreed that 
resources should be dedicated to remediating this control 
ineffectiveness as a priority.

https://www.rathbones.com/sites/rathbones.com/files/results_and_presentations/files/rathbones_group_plc_annual_report_and_accounts_2024.pdf
https://www.derwentlondon.com/uploads/downloads/Annual-Report-Accounts-2024-single-page.pdf
https://www.britishland.com/media/3hafuvem/47468_bl_ar25_int.pdf
https://www.thephoenixgroup.com/media/vvzj42vw/phoenix_group_annual_report_2024_spread.pdf
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5.8. Board review activities

281: The review should consider issues dealt with in 
reports reviewed by the board during the year, together 
with any additional information necessary to ensure that 
the board has taken account of all significant aspects of 
risk and internal control framework for the year under 
review, and up to the date of the balance sheet.

As noted in section 4.4, monitoring and review are 
interconnected and, in most cases, reporting does not 
distinguish between activities undertaken as part of one or 
the other. Making this distinction is not necessary; however, 
it is important that disclosures ‘close out’ any actions from 
monitoring activities that occurred earlier in the year, and 
from the prior period. This could include, for example, 
disclosing whether a final update report or representations 
were obtained, as done by M&S (Figure 22), which discloses 
direct confirmations to the Audit and Risk Committee on the 
management of key risks.

In terms of period-end activities, i.e. to review the 
effectiveness of the framework, committees and boards 
reference year-end reports on various aspects of the internal 
control environment of the business from internal audit, the 
risk and finance function, for example:

	▪ British Land refers to the Audit Committee receiving 
an exception report from the bi-annual sample testing 
performed by the Head of Risk and Internal Control on key 
operational and financial controls.

	▪ Admiral (Figure 40) revised its approach in relation to its 
annual assessment of the system of risk management and 
internal control in preparation for the 2024 Code. As well as 
placing reliance on the third line, in 2024, the Group Head 
of Internal Controls and Group Chief Risk Officer presented 
an annual assessment to the Audit Committee.

	▪ Trustpilot (Figure 3) noted remediation of the findings from 
its review of ICFR were tested by Internal Audit in Q4 2024 
and Q1 2025.

5.9. The directors’ declaration
The declaration relates to the effectiveness of material 
controls as at the balance sheet date, not the effectiveness of 
the overall risk management and internal control framework. 
There is no template for this declaration, but as long as its 
basis is clear (as discussed in 5.6.3, 5.7 and 5.8), it can be as 
brief as stating:

The board confirms that it has monitored the risk management 
and internal control framework throughout the year. It is 
satisfied that, at the time of conducting the year-end review, 
any significant failings or weaknesses related to material 
controls identified as part of its monitoring activities during 
the course of the year had been adequately remediated. These 
monitoring activities combined with the year-end review 
provided the board with sufficient appropriate evidence and 
reasonable confidence to determine that all material controls 
were effective as at the balance sheet date.

We recommend that the declaration:

	▪ Is included within the overall governance statement, not 
within one of the board committee reports.

	▪ Immediately follows the basis, i.e. how the board monitored 
and reviewed the effectiveness of the framework (5.7 and 
5.8) and its sources of confidence in respect of material 
controls effectiveness (5.6.3).

	▪ Cross-references reports from relevant board committees 
that undertook aspects of the monitoring and review of the 
framework.

	▪ Is combined with the confirmation required in Provision 
28 on conducting a robust assessment of emerging and 
principal risks.

5.9.1. Reporting ineffectiveness
Where relevant, directors are required to describe any material 
controls that have not operated effectively as at the balance 
sheet date, alongside actions taken or planned to improve 
them. There is no guidance on the level of detail required when 
describing the ineffective material controls, but the disclosure 
should enable the reader to understand the control’s 
objectives. Material controls may be very company-specific, 
requiring a more granular description than disclosures of 
material weaknesses under US SOx.

https://www.frc.org.uk/library/standards-codes-policy/corporate-governance/corporate-governance-code-guidance/#paragraph-281
https://www.britishland.com/media/mropyupu/bl_ar25_int.pdf
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The reports by management and Internal Audit, Risk & 
Compliance also facilitated consideration by the Audit 
& Compliance Committee of management actions 
in respect of the following key control framework 
challenges:

	▪ Improving management and the internal controls of 
transformational initiatives.

	▪ Effective integration of acquired entities into the 
Group’s culture and internal control framework.

	▪ Benchmarking the internal control performance across 
the regions.

	▪ Continuing the journey towards global process 
standardisation.

RHI Magnesita 2024 Annual Report, page 52

5.9.2. Providing explanations
Whilst we would not expect boards to explain against the 
requirement to disclose how monitoring and review of the 
framework was performed, in some cases, they may caveat 
that the declaration does not cover certain material controls 
or that they could not determine the effectiveness of material 
controls over certain areas. For example, a board may 
conclude that it is not efficient to assess the effectiveness of 
certain material IT general controls during a major systems 
implementation or migration or the health and safety 
framework (as a single-risk framework material control) may 
not yet cover the health and safety risks in respect of a newly 
acquired business.

In such cases, the explanation should follow Principle C of the 
Code. In addition, the following from the introduction to the 
Code is helpful: Explanations should set out the background, 
provide a clear rationale for the action the company is taking 
and explain the impact that the action has had. Where a 
departure from a Provision is intended to be limited in time, 
the explanation should indicate when the company expects to 
conform to the Provision.

Using the example above, a board could explain that a 
temporary material control(s) has been put in place in respect 
of safety risks in the newly acquired business to cover the 
period of post-acquisition integration and that it expects the 
health and safety framework will cover all parts of the business 
by the time of the next declaration. For clarity, declaring that a 
material control had not operated effectively as at the year-
end is not ‘non-compliance’ — this is covered by the separate 
requirement in Provision 29 as discussed in 5.9.1., i.e. to 
provide a description of any material controls which have not 
operated effectively as at the balance sheet date, the action 
taken, or proposed, to improve them and any action taken to 
address previously reported issues.

Whilst not required, we recommend including the expected 
timeline for implementing remedial actions to demonstrate 
that an action plan is in place.

Any actions taken to address previously reported issues must 
also be set out. When reporting on these areas, the board is 
not expected to provide disclosures that, in its professional 
judgment, contain confidential information or any other 
information that could inadvertently affect the company’s 
interests if publicly reported.

If challenges and weaknesses in material controls emerge as 
a result of testing or from dry runs conducted in 2025, we 
recommend that these are trailed in 2025–26 ARAs as areas 
requiring action. This will avoid a cliff-edge or surprise, should 
they remain ineffective at the time of the first mandatory 
declaration. RHI Magnesita provides such disclosure.

https://ir.rhimagnesita.com/wp-content/uploads/2025/02/rhim-ar2024-final.pdf
https://ir.rhimagnesita.com/wp-content/uploads/2025/02/rhim-ar2024-final.pdf
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Endeavour Mining 2024 ARA, p. 122
Figure 1

Internal Controls project in 
preparation for the 2024 UK 
Corporate Governance Code 
(“2024 Code”)

Management considered the changes to the risk 
management and internal control requirements 
introduced by the 2024 Code, (effective from 1 
January 2026), to be an opportunity to refresh 
and enhance Endeavour’s existing Enterprise-
wide Risk management process and controls.

With support from an external consultancy firm, 
we have created a risk and control matrix, which 
identifies the material financial, operational, 
reporting, compliance and other risks and 
controls across all our main business 
processes. This outcome was achieved by 
undertaking an extensive series of risk and 
control workshops, involving a mix of financial, 
operational, reporting and compliance staff from 
across the business and from all levels of 
seniority. We also performed a “deep dive” on 
the more complex processes, to ensure all risks 
were fully covered. 

The material risks identified represent a 
consensus view, based on input from the 
relevant staff across the business including all 
functions and departments of the Company. In 
order to comply with the 2024 Code, material 
risks and controls will be tested in 2025. 
Throughout this process a small number of gaps 
were also addressed with compensating controls 
and in each case, remediation tasks were 
agreed with the relevant control operators and 
target completion dates set. As at the year-end 
we had completed design effectiveness testing 
for all our material controls.

In parallel, we developed a Governance, Risk 
and Compliance (“GRC”) tool, to automate the 
entire Enterprise-wide Risk Management 
process. All material controls have been loaded 
into the tool, which will be used to retain 
evidence of the operation of the controls and 
subsequently record operating effectiveness 
testing (from early 2025 onwards).  The 
opportunity was also taken to enhance and 
formally document our Enterprise-Wide Risk 
Management processes covering: Principal Risk 
Assessment; Corporate Risk Assessment; Fraud 
Risk Assessment; and Self-certification.  As at 
the year-end these enhanced processes were 
being finalised with management and will be 
rolled out in the first half of 2025. The GRC tool 
will support the day-to-day operation of these 
processes.  The new oversight and reporting 
model is set out in the diagram on page 120.  

OVERVIEW
  

STRATEGIC 
REPORT

GOVERNANCE
REPORT

FINANCIAL 
STATEMENTS

ADDITIONAL 
INFORMATION

Audit and Risk Committee report
Continued

122 Endeavour Mining plc Annual Report 2024

Source: https://edv-14806-s3.s3.eu-west-2.amazonaws.com/files/7617/4124/4823/EDV_AnnualReport2024_Website.pdf

Appendix: 
Illustrative examples

https://edv-14806-s3.s3.eu-west-2.amazonaws.com/files/7617/4124/4823/EDV_AnnualReport2024_Website.pdf
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Hunting 2024 ARA, p. 130
Figure 2

Roadmap to compliance 
with the 2024 UK Corporate 
Governance Code

The 2024 UK Corporate 
Governance Code (“2024 Code”) 
was published in January 2024, 
with the Directors reviewing the 
key changes to the Provisions 
and Principles early in the year.

The Directors will be reporting the 
Company’s compliance with the 
2024 Code, with the exception of 
Provision 29, in the 2025 Annual 
Report and Accounts, to be 
published in March 2026.

Policies
In 2024, the Group’s central compliance 
function completed a review process of the 
Group’s policies, in line with the requirement 
of Principle A of the 2024 Code.

The Directors are satisfied that appropriate 
policies covering all key operational, financial, 
and compliance matters are in place. 

The Group utilises a Group Manual, which 
contains all of the key accounting policies and 
procedures, which is also being revised in the 
year, ahead of 2026, when Provision 29 is 
to be reported against.

Culture
The Directors approved a framework to monitor 
and report on culture, in line with Principle C of 
the 2024 Code. The Board, through the Ethics 
and Sustainability Committee, has agreed that 
the metrics noted on page 124 will be adopted 
for reporting across the year. Further, the Board 
also agreed that each Director would increase 
visits to key facilities to ensure the views of 
employees are directly fed to the Board going 
forward, in parallel to the use of the Gallup Q12 
survey, which is to be repeated in 2025.

Risk management
During the year, the Group’s risk management 
procedures have been enhanced, following the 
appointment of a Group Risk Manager in 2023.

New risk identification processes were 
introduced, with the Directors completing a risk 
workshop to agree the strategic and principal 
risks facing the Group, as the Hunting 2030 
Strategy is being executed.

This has led to a fully integrated risk 
management framework being implemented 
across the Group which covers financial, 
operational, and compliance risks, including 
climate and environmental risks.

In 2025, further work on the Group’s risk universe 
and culture will be completed.

The Group has also commenced workshops 
with each of the product groups and operating 
segments in support of this work.

These workstreams have directly interfaced 
with the work on internal control noted below.

Internal control
Provision 29 of the 2024 Code requires boards 
to monitor and review their company’s risk 
management and internal controls. We are 
aiming to report our compliance with Provision 
29 within the 2026 Annual Report and Accounts, 
to be published in March 2027.

In the year, a process to identify material controls 
across the Group commenced, including the 
determination of the internal controls over financial 
reporting and entity level controls. A review 
of Group IT controls was also undertaken and 
an initial determination of non-financial controls, 
including QAHSE information and compliance 
procedures was commenced.

A Group Internal Controls Manager was 
appointed in mid-2024 to assist in the review and 
documentation of the Group’s internal controls, 
and in January 2025 a new software platform 
(AuditBoard) was purchased, which will be used 
by the Group’s central finance and internal audit 
functions to assess compliance and provide 
internal assurance to the Board about the 
Group’s internal control environment.

As part of the review of the Group’s internal control 
environment as part of the compliance procedures 
for the 2024 UK Corporate Governance Code, 
we will also look to address some of the control 
deficiencies identified in the 2024 year-end audit. 

In January 2025, a Group IT Systems Manager was 
also appointed to commence the standardisation 
of the D365 ERP system, to enhance consistency 
of reporting across the Group’s business units 
and to input into the wider financial controls 
enhancement, which is being undertaken.

In H1 2025, it is anticipated that preliminary testing 
of assurance procedures against a number 
of material financial controls will be completed, 
prior to wider roll out.

Remuneration
In 2024, the Company gained strong shareholder 
approval for the new Directors’ Remuneration 
Policy (“Policy”) and Long Term Incentive Plan.

The new Policy was drafted with the requirements 
of the 2024 Code in mind and contains malus 
and clawback provisions (Provision 37).

On behalf of the Board

Stuart M. Brightman
Company Chair
6 March 2025
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AI search 

2024 saw the beta releases of OpenAI’s SearchGPT and 
Google AI overviews. Once it becomes mainstream, AI 
search is likely to change the way a significant segment of 
consumers find and engage with Trustpilot. In response, 
we are continuously reviewing and improving the quality of 
the structured data on our consumer site. This increases 
their prominence in search results. 

In September, Google began testing its ‘About Company’ 
module. This resulted in more of our Company Profile 
Pages (‘CPPs’) being displayed in results, resulting in an 
increase in impressions.

Information security

We are pleased to announce that in March 2025 we 
received confirmation that Trustpilot has achieved SOC 2 
Type 2 attestation, audited and reported by Deloitte.

This demonstrates the highest level of maturity in our 
systems and processes, and reflects our ongoing 
commitment to the security of customer data and the 
Trustpilot platform.

Legal and regulatory changes

Following the 2024 US election, we are closely monitoring 
the statements made by the new administration, 
particularly with regards to the legal and regulatory 
environment as it affects Trustpilot. 

In August 2024, the US Federal Trade Commission (FTC) 
published its final rule on fake reviews. This prohibits 
businesses from buying or writing fake or misleading 
reviews, suppressing reviews or incentivising consumers to 
leave reviews expressing a particular sentiment. Trustpilot 
actively shaped this rule, with our evidence cited 27 times. 
The requirements position us favourably against 
competitors, and may encourage more businesses to rely 
on third-party review platforms.

The EU is setting its policy agenda for the upcoming five 
years. We expect to see a large number of legislative 
proposals, some of which may impact Trustpilot, such as a 
new Digital Fairness Act. 

We welcome new legislation relating to fake reviews in 
both the EU and the UK, and have engaged with regulators 
and lawmakers to help shape them. 

The EU is in the process of reviewing its rules regarding 
fake reviews, and the UK government has confirmed that 
new measures on fake reviews in the DMCCA will come 
into force in April 2025. 

Operationalisation and implementation of new legislation 
relating to online safety in the EU and UK will also continue 
into 2025, and we are awaiting the publication of guidance 
on the UK Online Safety Act, which will determine the level 
of requirements that we need to adhere to.

Litigation

As we grow in size and influence, we are also seeing an 
increase in legal threats and claims against us. This is 
notable in countries with low friction to bring legal 
action, especially where they have additional legal or 
regulatory obligations (e.g. Germany). Where required, 
we work with external counsel to robustly defend such 
claims, in order to both minimise our exposure to 
liability and dissuade future claims. We are closely 
watching the implementation of the EU Representative 
Actions Directive across member states, which may 
make it easier to bring mass actions against companies 
in specific circumstances. 

New legislation relating to fake reviews should reduce our 
need to rely on proactive litigation to protect the platform. 
In November 2024 we successfully brought our first legal 
claim against a review seller, which sends a clear message 
to similar businesses that Trustpilot won’t tolerate fraud, 
and that we will take action to protect our community.

Read about our legal action against a 
review seller on page 15.

Enhancing our management of risk

To improve the customer experience and enhance the 
integrity of the platform, we've implemented new 
technologies and processes, including AI solutions. At the 
same time, we are also evolving our governance and risk 
framework to ensure appropriate oversight and 
management of our risks.

In the second half of 2024, we conducted a full review of 
our functional risk registers, reviewing the alignment 
between our functional risks, our strategy and our principal 
risks and uncertainties. We used the opportunity to reaffirm 
the ownership of risks and controls, ensuring that cross-
functional dependencies are mapped and understood.

Additionally, we established closer working relationships 
between our Trust & Transparency and Technology 
functions. This included deepening the links at a 
management level by creating the role of VP Technology 
with a specific remit for Trust. The role has dedicated 
ownership and accountability for the technology used to 
tackle misuse of the platform and works closely with the 
Trust & Transparency function. Mandatory Data Ethics and 
AI training was also introduced for all trusties as part of our 
annual cycle in 2024.

We strengthened our governance, launching our new 
privacy governance model, establishing a Security, Privacy 
and Legal Steering Committee and introducing a 
standardised approval process for the use of machine 
learning (ML). Additionally, dedicated engineering teams 
have enhanced our safeguards relating to the use of ML.

Risk management continued
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Areas of focus and key activities in 2024
Enhancement of our risk function
H1 2024 saw a new Head of Enterprise Risk join the 
business. Following their appointment, the risk function 
was refreshed, starting with a robust review of our risk 
processes, followed by discussions being held with senior 
leaders to help inform the development of our Enterprise 
Risk Framework. The structure and hierarchy of functional 
risk registers was revised to better align with the 
organisational structure with corresponding revision of the 
roles and responsibilities of the reporting lines. These 
changes helped provide greater clarity on the business’ 
principal risks and uncertainties and their potential impact 
on fulfilment of our strategy. The Committee undertook an 
in-depth review of the Group’s risk plan and work 
undertaken during the year. Further information on the 
work of the Risk function during 2024 can be found on 
pages 48 to 58. The work undertaken on the Enterprise 
Risk Framework has well-positioned the Company ahead 
of the UK Corporate Governance Code 2024. 

Working closely with the Internal Audit function and 
external consultants, our Internal Controls over Financing 
Reporting were reviewed, strengthening the effectiveness 
of our control environment as we prepare to make the 
relevant UK Corporate Governance Code 2024 material 
controls effectiveness declarations from 2026. 

The Audit & Risk Committee welcomed reports and 
presentations at each of its meetings in 2024 from the Risk 
and Internal Audit function, providing the Committee with 
the opportunity to get a full understanding of the risk 
environment of the business and to challenge and support 
the function.

Internal audit
During 2024, the Committee oversaw the work of the 
Internal Audit function including the review and approval of 
the Internal Audit Charter, the work undertaken in 
accordance with the 2024 Internal Audit Plan and the 
approval of 2025 three-year Internal Audit Plan. To ensure 
that the business is focused on the most pertinent risks at 
the time, the Internal Audit Plan was reviewed regularly 
during the year to re-prioritise internal audit engagements 
for any emerging risks and to ensure that it remained fit for 
purpose and was providing real value to the business. The 
Internal Audit and Risk functions report to the CFO and 
have direct lines of independent contact with the Chair of 
the Audit & Risk Committee. 

Internal audit on fraud detection systems
The Committee plays an important role in supporting 
Trustpilot’s vision to be the universal symbol of trust. In Q2 
2024, an internal audit on fraud detection systems was 
undertaken and the results presented at the June meeting 
of the Committee. With the matter of trust in the platform 
a key factor of the audit, the Committee Chair invited 
Claire Davenport, Chair of the Trust & Transparency 
Committee, to join the meeting. The Chief Trust Officer 
and a number of the wider Trust & Transparency function 
were also present for the discussion. As a result of the 
internal audit and the following discussions at Committee 
level, recommendations were made regarding greater 
cross-functional team structures and future 
process testing.

Cyber security 
The Committee has encouraged and oversaw the extensive 
work that took place during 2024 and continuing into 2025, 
on ensuring the security of the Trustpilot platform for 
consumers and businesses. In March 2025 we received 
confirmation that Trustpilot has achieved SOC 2 Type 2 
attestation, audited and reported by Deloitte.

In addition, following a 2024 NIST review, led by FTI 
Consulting, the team achieved a NIST score above target,  
reflecting the progress made to further improve Trustpilot’s 
security during the year.

Preparation for share buyback programmes
The Committee supported the work of the organisation in 
ensuring the business was in a position to undertake two 
share buyback programmes that took place in 2024. This 
support included consideration of distributable reserves 
and, in advance of the second programme announced in 
September 2024, cancellation of $73.2 million of the share 
premium account of the Company.

Sustainability reporting
The Board is responsible for the overall sustainability 
strategy of the Group, whilst the Committee oversees 
climate reporting. As part of their work in this area, the 
Committee reviewed the SBTi targets and reduction plan 
ahead of carbon emissions reduction targets being 
submitted. In December 2024, as part of CSRD 
compliance efforts being undertaken, the results of the 
Group’s double-materiality assessment were presented to 
the Committee and next steps discussed.

Fair, balanced and understandable
In fulfilment of its duties, when reviewing the 2024 Annual 
Report, the Committee assessed whether, taken as a 
whole, it is fair, balanced and understandable, and whether 
it provides the information necessary for shareholders to 
assess the Company’s financial position, performance, 
business model and strategy.

In conducting this review, the Committee assessed the 
integrity of the Group’s financial statements, considering 
both financial and non-financial disclosures within the 
Annual Report and Accounts. This included a detailed 
review and challenge of the key estimates, judgements and 
accounting methodologies applied by management.

The Committee’s review process included reviewing a 
paper prepared by management covering:

• verification of factual content across financial and non-
financial reporting, including key non-financial 
performance indicators;

• detailed review of narrative disclosures to ensure 
consistency, clarity and a balanced reflection of the 
Group’s performance and strategy;

• ensuring that all contributors and management are 
aware of the requirements and their responsibilities, 
including the responsibilities of the Directors under 
s.172 of the Companies Act 2006 to act in good faith to 
promote the success of the Company for the benefit of 
members as a whole;

Audit and Risk Committee report continued
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Systems of risk management and 
internal control
The Board has overall responsibility for risk management 
across the Group and for determining the nature and 
extent of the principal risks the Company is willing to take 
in order to achieve its long-term objectives. The Board is 
also responsible for ensuring that Trustpilot has an 
effective risk management framework. The Audit & Risk 
Committee keeps under review the Group’s systems of risk 
management and internal control, and provides the Board 
with a report on their effectiveness. 

The systems of risk management and internal control have 
been in place for the year under review and up to the date 
of the approval of this Annual Report. Our approach is 
consistent with the Guidance on Risk Management, 
Internal Control and Related Financial and Business 
Reporting issued by the Financial Reporting Council. The 
2025 Risk Plan, approved by the Audit and Risk 
Committee, includes activity that will strengthen our 
alignment with the guidance, in particular by embedding 
ERM within our new strategy delivery model and enhancing 
management oversight over the effectiveness of our 
material controls.

The Company's assurance map, prepared by the Internal 
Audit & Risk function, provides the Committee with an 
overview of the Group’s risk management and control 
framework and the form of assurance obtained over key 
reported information, including the Group’s principal risks, 
KPIs and disclosures contained within the Annual Report.

The Committee regularly reviews the Group’s Risk Plan 
and considers any proposed changes during the year. The 
engagements completed during 2024 include those set out 
in the table below.

During the year, the risk function has provided regular 
updates to the Committee about its work with the business 
to review all functional risk registers. This included 
assessing the effectiveness of risk responses, calibrating 
risk scoring, as well as reviewing risk trends and proposed 
mitigations. The review also considered the impact of any 
changes on the Group’s principal risks and uncertainties.

Information on the Group’s principal and emerging risks, 
and a description of how Trustpilot identifies, evaluates and 
manages risk is set out on pages 48 to 58 of the 
Strategic report.

Systems of risk management and internal control

Risk engagement Focus and key outcomes

Review of  
functional risks 
and controls

The Risk function worked with key stakeholders and Risk Champions across the first line of defence (‘1LoD’) 
to review and refresh all functional risk registers. The review included the identification of new and emerging 
risks and a review of the effectiveness of the control environment. 

Through this process we have reviewed the alignment of our risks and controls against our strategic 
priorities and ensured that cross-functional dependencies are mapped. This was designed to support the 
effective prioritisation of risk mitigation activity whilst also informing the identification of Trustpilot’s material 
controls, in readiness for the changes to the Corporate Governance Code from FY26. 

The review was also used as an opportunity to reaffirm accountability for management of risk among the 
1LoD. The thorough review process has informed our assessment of our principal risks and uncertainties.

Mandatory ethics 
& compliance 
training

We expect and encourage Trusties to do the right thing, even when nobody is watching. Our vision to 
become the universal symbol of trust for consumers and businesses means that our own conduct and 
reputation must be beyond reproach, and this informs all aspects of our approach to ethics and compliance. 
We rolled out our expanded mandatory ethics and compliance training to all Trusties, and achieved 100% 
completion amongst eligible Trusties and contractors in the period. This further matures our risk culture as 
well as setting the tone around our key policies and expected behaviours. The Risk function ensures that any 
whistleblowing or reportable incidents are escalated to the Audit & Risk Committee.

Policy 
management

The Risk function continues to maintain the Group’s policy management framework. This includes 
ownership of the policy library which ensures effective oversight, ownership and regular review of our 
‘core’ policies.

Review of internal 
controls over 
financial reporting

We carried out a review of our ICFR framework, which assessed the completeness and effectiveness of our 
control environment as it relates to each key financial process. This is part of a regular review cycle and we 
were pleased to note continued improvement.

Remediation of the findings noted from this review were tested by Internal Audit in Q4 2024 and Q1 2025.

Fraud risk 
assessment

We maintain a regular cycle of review over our fraud risks and in Q3 we carried out a full refresh of our fraud 
risk register and fraud risk framework. The findings will help to ensure we are compliant with the new 
corporate criminal offence of ‘failure to prevent fraud’ which was introduced as part of the UK’s Economic 
Crime and Corporate Transparency Act (‘ECCT’) and will come into force on 1 September 2025.

Risk mapping with 
our ELT

The Risk function facilitated a workshop for the ELT to prioritise our principal risks and uncertainties, by 
considering the potential impact and probability of the related events or circumstances, and the timescale 
over which they may occur.

Audit and Risk Committee report continued
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Figure 4

Governance

Audit Committee report continued

The Committee remains committed to the activities to further 
strengthen the control environment across the business, 
as well as preparing for compliance with Provision 29 
requirements of the updated 2024 version of the UK Corporate 

Governance Code (see case study above).

Internal audit

The Internal Audit team has focuses on the development of 
our processes and frameworks to align with both new Institute 
for Internal Audit (IIA) standards and the requirements of the 
function for the revised Corporate Governance Code. This has 
included training for the full team and the wider business. 

An updated Internal Audit Charter has been approved by the 
Committee and communicated to management, thereby 
refreshing understanding of responsibilities for internal 
controls and their verification, based on the three lines of 
defence model. 

Material controls

As previously reported, management continued a Group-wide 
controls and governance oversight improvement project in 
2024. Sponsored by the CEO and CFO, and reporting regularly 
to the Audit Committee, this work is improving our capability 
over our operational, compliance, IT and financial controls, 
which mitigate our key and principal risks and evidence their 
effective implementation. 

Work on tightening and evidencing our IT and financial 
controls was largely completed in 2023. In 2024, the focus 
has been on rolling this out to all other areas of operations and 
governance, with regular updates being provided to the Audit 
Committee. Work has focused on refining embedded internal 
control frameworks and reporting, as well as our systems used 
to improve process efficiency and the use of data analytics. 

The Committee reviewed and challenged:

•  internal Audit’s programme of work and resources and 
approved its annual plan and budget;

•  the level and nature of assurance activity performed by 
Internal Audit;

•  results of audits and other significant findings, including 
the adequacy and timeliness of management’s response;

• staffing, reporting and effectiveness of divisional audit; and

• independent assurance.

Independent assurance

The Committee assessed the coverage of independent 
assurance by reviewing the annual internal audit  
and compliance plans against the Group’s controls  
governance process.

Internal audit effectiveness

The Committee considered that the Internal Audit function 
remained effective and provided a comprehensive level of 
assurance through its programme of work. 

The Internal Audit team has reviewed and ensured compliance 
with the revised IIA Standards. The revised Standards become 
effective in 2025. The team also remains compliant with the 
International Professional Practices Framework (IPPF). 

The Audit Committee has commissioned an external 
assessment of the internal audit function every five years 
to assess the performance and effectiveness of the Internal 
Audit department, next scheduled for completion in 2025-26 
against the new Standards.

The last assessment was completed in 2021 and no areas 
reviewed were considered to be of concern. 

Fraud risk & ECCTA

The Committee has reviewed management’s progress in 
implementing required developments to comply with ECCTA. 
The Committee considered the controls in place to mitigate 
fraud risk and received a report from Internal Audit and other 
compliance functions to confirm controls are effective. The 
Committee will continue to regularly assess best practice for 
ECCTA compliance over the course of 2025.

Cyber and information security risk

The risk of a cyber security incident is considered to be one of 
the Group’s principal risks. More information on this risk can be 
found on page 40. 

Updates on cyber and information security were presented 
to the Committee by the Chief Customer Officer, Head of 
Information Security and the Director of Infrastructure and 
Service Delivery at the Committee meetings in April and 
July. In July, the Committee noted that certification had 
been received in respect of the ISO 27001 (management of 
information security) accreditation. Other areas considered 
by the Committee during these updates included threat 
landscape, cyber insurance, and access controls. 

There were no significant information security breaches 
during the year and there have been no such breaches during 
the preceding three-year period.

Divisional controls

Members of senior management are invited to Audit 
Committee meetings to discuss financial reporting, 
succession planning, risk management, and controls in their 
business areas. The Finance Director for France and Belgium 
and the UK Commercial Finance Director each presented to the 
Committee during the year, setting out their respective team's 
priorities and risks and opportunities. The Head of Compliance 
for the Trade division also presented to the Committee on the 
progress of the UK depot compliance programme and the 
Chief Customer Officer attended to present on SAP controls 
and cyber security.

Whistleblowing

Complaints on accounting, risk issues, internal controls, 
auditing issues and related matters are reported to the Audit 
Committee as appropriate. Oversight of the Company’s 
whistleblowing policy is a matter considered by the Board.  
The Board receives biannual updates on whistleblowing 
statistics and trends (see pages 82 and 83).

Conflicts of interest and related parties

The Companies Act 2006 places a duty upon Directors to ensure 
that they do not, without the Company’s prior consent, place 
themselves in a position where there is a conflict, or possible 
conflict, between the duties they owe the Company and either 
their personal interests or other duties they owe to a third party. 
If any Director becomes aware that they, or any party connected 
to them, have an interest in an existing or proposed transaction 
with the Company, they must notify the Board as soon as 
practicable. The Board has the authority to authorise a conflict 
if it is determined that to do so would be in the best interests of 
the Company. The Audit Committee reviews the output of this 
process annually to ensure it is appropriately monitored.

By order of the Board

Andrew Cripps

Audit Committee Chair 

26 February 2025

Case study

Preparedness for the UK Corporate Governance Code 
changes (risk management and internal controls)
The 2024 version of the UK Corporate Governance Code has 
introduced a new Provision (Provision 29), requiring boards 
to monitor their company’s risk management and internal 
control framework and, at least annually, to conduct a 
review of its effectiveness. For financial years beginning 
on or after 1 January 2026, a description of how the board 
monitored and reviewed the effectiveness of the framework, 
a declaration of the effectiveness of material controls, and a 
description of any material controls that have not operated 
effectively (including action taken or proposed to improve 
them) must be reported in the annual report.

In readiness for these changing requirements, Howdens 
has completed a two-year Company-wide readiness 
project. Sponsored jointly by the CEO and CFO with the 
oversight of the Audit Committee, the Key Controls Project 
was a wide-reaching improvement programme to further 
improve our governance, controls and evidence. A key 
objective of the project was to retain Howdens' culture of 
empowered, entrepreneurial teams operating efficiently 
while demonstrating effective control and governance.

Our approach mapped our principal risks as well as wider 
legal, financial, compliance and operational risk areas to a 
revised governance framework with clear accountability 
for each Executive Committee member. To do this we have 
revised our risk appetite matrix and developed a clear link 
to both operational and financial materiality, ensuring 
that our governance approach focuses on truly material 

controls, while allowing the business to keep track of its 
wider operational control effectiveness.

For each area, a control framework was developed, 
focused on providing the Executive member responsible 
with appropriate information and evidence to ensure 
it remains effective. Directly aligned with our deeply 
embedded risk management process, all control owners 
and reviewers are responsible for understanding 
individual, evidenced risks in their area and signing  
off that controls are effective and have fully operated 
during the period.

Throughout the project we have aimed for a clear and 
efficient process, covering governance and controls 
to manage both Economic Crime and Corporate 
Transparency Act 2023 (ECCTA) and the revised UK 
Corporate Governance Code in one simple process.  
We have upgraded our governance, risk and compliance 
(GRC) tooling, which was already familiar to the business, 
to provide both management sign-off of control 
effectiveness and evidence management to support it. 
Our GRC solution is directly linked with our 3rd line Internal 
Audit activity, providing a clear link between control 
sign-off, review and assurance activity for the Executive 
Committee and Audit Committee.

We are continuing to develop our compliance functions 
to align against this new model and to ensure that this 
approach is effective.
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Premier Foods FY25 ARA, p. 59–60, 86–87
Figure 5

Effective risk management protects our business and complements our 
strategic decisions as we strive to grow the business.

Our approach
Our Board owns and oversees our risk 
management programme. It is responsible 
for ensuring that our risks are aligned 
with our goals and strategic objectives. 
The Audit Committee assists the Board in 
monitoring the effectiveness of our risk 
management and internal control policies, 
procedures, and systems.

We have historically followed an established 
risk management framework to identify, 
evaluate, mitigate and monitor the risks we 
face as a business. Our approach is both 
top-down and bottom-up to ensure that 

we have maximum input from the Board 
and from operational management. Our 
objective is not only to identify current 
and emerging risks that our business 
faces as we execute our strategy and 
grow the business, but also to ensure that 
consideration of risk is embedded in our 
strategic decision-making. 

Operational responsibility for risk 
management is embedded throughout 
our organisation and our first line of 
defence remains our colleagues, who have 
a responsibility to manage day-to-day risk 
in their areas guided by Group policies, 

procedures, and controls frameworks. 
The Executive Leadership Team (‘ELT’), 
and ultimately the directors, ensure that 
these risks are managed, maintained, 
reviewed and mitigated according to these 
frameworks. The Group’s Internal Audit 
function continues to provide assurance 
over the effectiveness of mitigating 
controls. While copies of these reports 
are provided to the ELT to action any 
necessary control improvements, the 
Internal Audit function reports directly to 
the Audit Committee who monitor and 
challenge management to ensure control 
improvements are actioned.

During the year, we enhanced our 
enterprise risk management process. This 
included comprehensively updating the 
Group’s Risk Policy that was reviewed 
and approved by the Audit Committee, 
as well as redefining our risk taxonomy, 
and updating the risk register framework 
to capture and consider more attributes 
associated with our key risks. 

The ELT lead the refreshed risk 
identification process, which included 
each member of the ELT holding an 
extended workshop with their functional 
leadership teams to consider the full 
population of risks considered relevant 
to their areas of responsibility and the 
Company as a whole. This was followed 
by a robust ELT-level review of identified 

risks, their categorisation, and relevant 
mitigating actions. In addition, an extended 
workshop was held with the non-executive 
directors to share the enhanced process 
being used by the Group and obtain their 
input given their broad experience. The 
combined output was then reviewed by the 
whole Board. 

The diagram below summarises the approach and responsibilities for the year.

Risk Management Framework
Board of Directors
Overall responsibility for maintaining 
sound risk management and internal 
controls. Assess principal risks and set risk 
appetite. Approve the viability statement.

Audit Committee
Set risk management framework. 
Assess effectiveness of the Group’s 
risk framework and internal controls, 
including direction of internal audit.

Executive Leadership Team
Implement risk management framework. 
Assess effectiveness of the Group’s risk 
framework and internal controls

Risk & Controls and Internal Audit
Test internal controls and co-ordinate risk 
management activity, provide support 
to business risk owners and report risk 
information across the Group.

Operational Management
Own and review operational risks, operate 
controls and implement mitigation 
actions. Escalate concerns regarding 
emerging risks or changes to existing risks. 

 IDENTIFY 

 

 RESPOND 

 

 MEASU
RE 

 

M
ON
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ND REPORT 

RISK  
MANAGEMENT  

PROCESS

• Periodic reports provided to 
the ELT and Board for review of 
effectiveness of risk management 

• Group principal risks reviewed and 
agreed with ELT and the Board 

• Internal audit assures the risk 
management programme and 
conducts audits based on the 
key risks

• Define and assign mitigating 
activities / controls to address 
key risks 

• Maintain risk action plans to 
manage key risks

• Reviews with ELT and their reports 
to keep risk register current 

• Discussion with non-executives 
for top-down assessment 

• Ensure emerging risks are captured

• Keep measures of potential gross 
and net impact and likelihood 
up to date 

• Risk appetite set by the Board 
for all principal risks

• Measure key risks against 
appetite as set by the Board

• Ensure effective escalation 
process in place
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For FY25/26, we will conduct further 
workshops, and the periodic ELT reviews 
will continue to ensure we identify 
emerging risks and to monitor the 
effectiveness of the controls that mitigate 
our key risks. In addition, a Risk and 
Controls management committee will be in 
place, with representation from risk owners 
from senior management risk owners, 
the Risk & Controls and Internal Audit 
functions, and key ELT members.

Output from the Group’s risk management 
process will continue to be reviewed by the 
Board and the Audit Committee in line with 
the responsibilities of the UK Corporate 
Governance Code. 

Principal risks and 
uncertainties
The Board has conducted a robust 
assessment of the principal and emerging 
risks facing the Group. These are based 
on the most critical individual risks on 
our refreshed risk register, some of which 
have been aggregated. They include those 
that we consider could most impact our 
business model (see pages 03 to 05), 
the delivery of our long-term strategic 
objectives (see pages 08 and 09), and that 
could threaten our future performance, 
solvency or liquidity. These risks and 
uncertainties (pre-mitigation) are set out 
in this report, together with a description 
including key mitigating activities in place to 
address them. 

The ‘Changes in FY24/25’ information for 
each principal risk highlights changes in 
the profile of our principal risks and/or 
describe our experience and activity over 
the last year.

As a result of our risk management refresh 
programme, we have updated certain of 
our principal risks.

• ‘Technology’ has been renamed as 
‘Technology and cyber’. 

• ‘HR and employee’ risk is now ‘People’.

• ‘Food safety’ continues to be of 
pivotal importance. It is now shown 
as a separate principal risk, having 
previously been subsumed in 
‘Operational integrity’.

• ‘Strategic delivery’ has been removed. 
Our review programme identifies all key 
risks against the five strategy pillars and 
the most significant, either individually 
or in aggregate, form the principal 
risks. These risks – and how we manage 
them – are therefore the underlying 
factors that may impact delivery of our 
strategy. 

• Consequently, we also now include 
‘M&A activity’ as a separate principal 
risk relating directly to our strategy 
pillar of ‘Inorganic opportunities’.

Risk appetite
Our approach is to minimise exposure to 
reputational, financial and operational risk 
while accepting and recognising a risk/
reward trade-off in pursuit of our strategic 
and commercial objectives. We operate 
in a challenging and highly competitive 
marketplace, and, as a result, we recognise 
that strategic, commercial and investment 
risks will be required to seize opportunities 
and deliver results. We are therefore 
prepared to make certain financial and 
operational investments in pursuit of 
growth objectives. Our acceptance of 
risk is subject to ensuring that potential 
benefits and risks are fully understood and 
appropriate measures to mitigate those 
risks are first established.

The principal risks for which we have least 
tolerance are those that could prevent 
us from ensuring that our products are 
safely made and delivered on time to our 
customers. That includes making sure 
that the supply chain from start to finish 
is not subject to large scale interruption, 
including that from a cyber-attack. As these 
significant risks could materialise rapidly, we 
prioritise mitigation of them. 

The process is summarised below.

We consider all risks that  
could threaten our ongoing 
viability or our ability to achieve 
our strategic objectives

Our refreshed register has  
a standard set of information 
that we consider for all  
risks identified

Each risk is categorised in our 
risk taxonomy

• Current risks

• Emerging risks

• Determined through existing 
registers and workshops, top down 
and bottom up, and reviewed by 
the ELT and the Board

• Name and description, including 
trigger events

• Status and velocity – is a risk 
increasing in significance or 
decreasing, and how rapidly do we 
expect a risk could materialise

• Mitigating controls – the actions 
we take to reduce the potential 
significance of the risks

• Risk Owner who has corporate 
wide responsibility for the risk.

• Likelihood and Impact at both 
gross and net levels (i.e. before and 
after mitigating activity)

There are 4 top-level categories for 
our risks:

• Financial, Legal and Compliance, 
Operational and Strategic

• These are then subdivided into 26 
secondary categories

• This helps us organise our risks and 
ensure appropriate ownership
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and private meetings held with the external auditor without the 
presence of management. Their effectiveness is also considered 
as part of the Committee’s annual evaluation process. Following 
the completion of the FY23/24 year-end audit by PwC, a full day 
meeting was held between PwC and management to discuss the 
audit process and make recommendations for enhancements. 
In addition, a formal effectiveness evaluation was undertaken by 
the Director of Internal Audit & Risk, via the use of a survey of 
key management involved in the audit process. Noted areas of 
strength of the statutory auditor were the experience, integrity, 
and judgement of the audit team, and the appropriate challenge to 
management on material items. A number of areas were identified 
where processes could be enhanced, including aspects of overall 
project planning and communication, the phasing of the audit work 
and the project management for the audit at the Group’s shared 
service centre in Manchester, which were incorporated into the 
FY24/25 audit plan.

In addition, following the year-end, PwC issued a Management 
Letter setting out recommendations for enhancements to both the 
audit process and year-ending reporting. This was reviewed in detail 
by the Committee, along with Management’s responses, and a plan 
was agreed to address the recommendations in advance of the 
FY24/25 audit.

The Committee has reviewed the auditors’ independence and 
assessed the effectiveness of the external audit process by 
reference to: the scope of the audit work undertaken; presentations 
to the Committee; feedback from management involved in 
the audit process; the separate review meetings held without 
management present; relevant UK professional and regulatory 
requirements; the Company’s Auditor Independence and Non-Audit 
Services policy; and the relationship with the auditors as a whole, 
including the provision of any non-audit services.

In accordance with our policy, the Committee has continued to 
review the level of non-audit fees with management during the 
year. The Committee also received an update from PwC’s lead audit 
partner on the internal controls, which they employ to safeguard 
their independence, integrity and objectivity. The Group’s policy 
on Auditor Independence and Non-Audit Services, which is aligned 
with the FRC Revised Ethical Standard 2019, is available on the 
Group’s website.

Non-audit fees for the period amounted to £258k (FY23/24: PwC 
£242k) representing approximately 22% of the average audit 
fee for the last three years. This included assurance work in 
connection with the Half Year interim review. In addition, as part 
of the Group’s ongoing ESG strategy, PwC was engaged to perform 
independent limited assurance procedures on selected FY24/25 
ESG performance measures. As with previous years, the external 
auditor was also engaged to provide royalty statements, which 
are required under the Group’s Cadbury licence with Mondelez 
International. The Committee remains mindful of guidelines in 
respect of non-audit services and the potential threat to auditor 
independence, as set out in the FRC’s Revised Ethical Standard 
2019. The Committee assessed that, in each case, the nature of 
the work would be best performed by PwC due to their size and 
knowledge of the business, the timescale required for completing 
the assignments, and the overall cost in undertaking the work. In 
addition, PwC consulted their own internal Audit Quality and Risk 
Management team prior to agreeing the engagements. PwC’s 
procedures for ensuring compliance with quality control standards, 
maintaining independence, integrity and objectivity were also 

reviewed and no matters were identified that might impair the 
auditors’ independence and objectivity.

Following these reviews, the Committee is satisfied that PwC is 
independent and effective, and has recommended to the Board 
that PwC be reappointed as external auditors at the AGM in 2025.

Financial Reporting Council (‘FRC’)  
Audit Quality Review
As part of their routine quality monitoring process, the FRC 
conducted an Audit Quality Review (‘AQR’) on the work of the 
external auditor, completed in respect of the audit work conducted 
on the Annual Report for the 52 weeks ended 30 March 2024. 
There were no key findings reported following the review. The Audit 
Committee reviewed the FRC’s AQR report and were satisfied with 
the outcome.

Finance strategy
In March 2024, a new finance strategy was launched by the 
CFO. This incorporates a long-term vision to ensure scalability of 
the finance team to support the Group’s growth strategy, build 
capability and expertise, driving simplification and alignment across 
the Group’s legacy reporting systems, optimising the Group’s entity 
resource planning system (SAP) and system automation. The project 
scope also incorporates measures to address recommendations 
noted from PwC’s Management Letter following the FY23/24 Audit 
process and internal audit recommendations in respect of financial 
reviews undertaken in the year. Regular progress updates have been 
reviewed by the Committee over the year.

Risk management
The Group has a risk management framework to identify, evaluate, 
mitigate and monitor the risks the business faces. The risk 
management framework incorporates both a top-down and a 
bottom-up approach to ensure all the Group’s risks are identified. 

During the year, the risk management process was enhanced. This 
included a new Enterprise Risk Management Policy, framework and 
taxonomy. Over the year the process has been run across all Group 
functions. Initial ‘bottom up’ reviews were being undertaken with 
ELT members and their leadership teams via workshops as part 
of the initial risk identification stage; current mitigation activities 
were also collated to form a baseline set of controls. In addition, a 
separate non-executive Risk Workshop, facilitated by the Director of 
Internal Audit and Risk, was held to provide a top-down assessment 
of material risks. Following this process, the Committee then 
carried out a review of the enhanced risk register and the resulting 
reported principal risks facing the business. The output from these 
assessments has, subsequently, been presented to and reviewed by 
the Board, who retain ultimate accountability for risk management 
for the Group, for further review and discussion.

Further details of our risk management process are set out in the 
‘Risk management’ section of this Annual Report.

Taskforce on Climate-related Financial Disclosures 
(‘TCFD’)
The Committee provides oversight of the Group’s compliance 
with the recommendations of TCFD. The previous TCFD Steering 
Group has been incorporated into the ESG Reporting & Compliance 
Group to streamline the ESG governance structure but retains 
the same mandate of developing the Group’s approach to TCFD, 
raising awareness of climate-related risks around the business 
and reporting on progress to the Committee. The ESG Reporting 

Premier Foods plc | Annual Report for the 52 weeks ended 29 March 202586

Audit Committee report continued

& Compliance Group also co-ordinates the adoption of TCFD 
recommendations into the Group’s Enterprise Risk Management 
processes and ensures visibility and oversight of the programme 
by the ESG Governance Committee. Over the year, the Committee 
reviewed progress against the various work streams, the Group’s 
TCFD roadmap and the four disclosure pillars (Governance, Strategy, 
Risk Management, and Metrics and Targets). Further information is 
set out in the TCFD section of this Annual Report.

Internal controls
The Committee maintains responsibility for reviewing the process 
for identifying and managing risk and for reviewing internal 
controls. It receives reports from management, the Director of 
Internal Audit and Risk, and the statutory auditors, in addition to 
the results of any investigations performed as a result of colleague 
whistleblowing reports, or otherwise. The Committee considers 
the implications of findings from the risk management process 
and from both the internal and external auditors to the Group’s 
controls framework. Any issues are reported and discussed, and 
management are challenged as to what actions they are taking to 
improve the control framework and minimise the likelihood of their 
reoccurrence.

The Board has delegated authority to the Committee to monitor 
internal controls and conduct the annual review. This review covers 
all material controls, such as financial, operational and compliance, 
the preparation of the Group’s consolidated financial statements, 
and also the overall risk management system in place throughout 
the year under review, up to the date of this Annual Report. The 
Committee reports the results of this review to the Board for 
discussion and, when necessary, agreement on the actions required 
to address any material control weaknesses. The Committee 
confirms that it has not been advised of any failures of material 
controls or material control weaknesses during the year and the 
Committee concluded that the Group’s internal controls framework 
remains effective.

During the year, the Committee continued to receive updates 
on the Group’s preparations for the enhanced risk and control 
disclosures required by the FRC’s UK Corporate Governance Code 
2024, to ensure that the Group meets its responsibilities. A Steering 
Committee, chaired by the CFO, oversees a Project Execution Team. 
The testing programme is now in its second year and supported by 
the introduction of a new integrated risk management and controls 
platform to provide a central repository for documentation, controls 
testing and self-assessments. As at period-end, all controls tested 
were deemed effective and the overall control framework was 
deemed to be operating effectively.

Internal audit 
The Internal Audit function carried out a range of reviews across 
the Group providing independent assurance to the Committee 
on the design and operating effectiveness of internal controls to 
mitigate financial, operational and compliance risks. The purpose, 
authority and responsibilities of Internal Audit are embodied in the 
Internal Audit Charter, which the Committee reviews and approves 
on an annual basis. The Director of Internal Audit and Risk has dual 
reporting lines to the Audit Committee Chair and the Group CFO, 
and regular meetings with the CEO.

The Committee discussed and approved the FY24/25 audit plan 
to be executed by the Internal Audit team at the start of the 
year, ensuring its alignment with the Group’s strategic priorities, 
risk management outputs, and routine compliance control and 

monitoring requirements. During FY24/25, internal audit reviews 
covered areas including intercompany processes, balance sheet 
reconciliations, payroll, payment disbursement systems and several 
cyber resilience assessments covering both corporate and factory 
site networks.

The Committee reviewed the results of the internal audit reports 
during each meeting, looking in detail at any reports where 
processes and controls require improvement. The Committee 
is also provided with updates on the implementation of agreed 
management actions and overall control environment improvement 
at each meeting. For any management action requirement not met 
to its agreed timetable, the responsible management are required 
to provide a full explanation to the Committee as to the reasons for 
the delay before a new deadline is agreed.

The internal audit resource is monitored such that, if internal or 
external circumstances should give rise to an increased level of risk, 
the audit plan can be supplemented accordingly. During the year, 
the Internal Audit function’s head count was increased. The audit 
plan remains flexible and any changes to the agreed audit plan are 
presented to, and agreed by, the Committee. The effectiveness of 
the Internal Audit function is reviewed on an annual basis and the 
Committee concluded that the Internal Audit function has remained 
effective.

Risk management and internal control  
over financial reporting
The directors have key procedures established to confirm that they 
have reviewed the effectiveness of the system of risk management 
and internal control of the Group during the year, the key features 
of which are as follows:

• An annual budgeting process with regular re-forecast of 
outturn, identifying key risks and opportunities. 

• Regular reporting of financial information and performance to 
the Board, with management monitoring the results throughout 
each financial year. 

• An Internal Audit and Risk function which reviews key business 
processes and business controls, reporting to the Audit 
Committee.

• Third party reviews commissioned periodically by the Group of 
areas where significant inherent risks have been identified, such 
as health and safety, ESG, and cyber security. 

• An organisational structure, with clearly defined limits of 
responsibility and authority, to promote effective and efficient 
operations.

• A performance management appraisal system, which covers 
the Group’s senior management based on agreed financial and 
other performance objectives.

• Significant emphasis on cash flow management. Bank balances 
and available liquidity are reviewed on a regular basis and cash 
flows are compared to forecast.

• Reporting to the Board and/or its committees on specific 
matters including updated key risks, taxation, pensions, 
insurance, treasury management, interest and commodity 
exposures. The Audit Committee approves the Group’s Risk 
policies and Treasury policies.

• Defined capital expenditure and other investment approval 
procedures, including due diligence requirements where 
businesses are being acquired or divested, or there is a material 
change in operational or corporate structure.
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Rolls-Royce 2024 ARA, p. 52-53
Figure 6

The Rolls-Royce risk management and internal  
control framework 
Taking risks is an essential part of running a robust, profitable business. 
Effective risk management helps us to identify anything that could 
hinder or support the effective implementation of our strategy and 
business model, then take action to address it. In order to achieve this, 
we have an established risk management and control framework, shown 
in the diagram below. 

Our framework aligns with international standards for managing risk 
and sets out requirements across the Group for all risk categories. This 
includes climate, finance, legal, operations, technical and programmes, 
as well as providing guidance, training and tools.

The Board is ultimately responsible for our approach to risk  
management and internal controls. In February 2024, it endorsed the 
framework in operation for that year, monitoring its effectiveness by 
assessing:

1� How effective the framework was at managing the principal risks:

 —  Individual principal risks with reports throughout the year at the 
appropriate Board Committee, led by the risk owner (with a focus 
on controls in place to manage the risk and mitigating actions 
required to close any gaps). See pages 75 to 76 for a detailed list 
of these reviews. 

 —  A report by the head of enterprise risk management covering 
the principal risk portfolio to consider the current overall risk 
levels compared to risk appetite and our own internal targets. 

2�  The Group’s internal financial controls (at the Audit Committee) with 
financial reporting controls being subject to periodic review by the 
Group’s internal controls team. 

3� The effectiveness of the framework more broadly at improving the 
risk culture and capability of the organisation, including an annual 
risk maturity assessment. 

4� The input from assurance providers, such as the internal audit team, 
where risk-related findings are taken into account in managing 
related risks. 

See page 53 for more on progress in 2024 and future risk improvement 
plans, as well as page 84 for more information on internal audit. 

The Board confirms that it has monitored the effectiveness of risk 
management and internal controls throughout the year, in accordance 
with the Code. 
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Risk maturity and continuous improvement
We continually look for ways to improve how we manage risks, such as 
action planning to bring a risk level down or developing training to 
support risk owners. We also ensure the framework itself is fit for  
purpose through regular benchmarking against best practice risk 
standards as well as active participation in industry groups. 

Improvements in 2024
Following the implementation of the new risk framework and oversight 
approach in February and the implementation of a new organisational 
design, we have increasing confidence in the assessment of our risks, 
with a real focus on mitigating actions to get to an agreed target risk 
level, as well as more transparent reporting. We have also seen a  
positive shift in the risk culture of the organisation, with strong risk 
awareness and engagement. 

The new framework places even more emphasis on the importance of 
controls and assurance in managing risks well and our risk, controls 
and assurance (RCA) programme has continued to support the design 
and documentation of controls for principal risks, embedding these 
controls in our management system. 

2025 and beyond
Plans are now in place to ensure our readiness to meet the additional 
reporting requirements of the 2024 UK Corporate Governance Code. 
The RCA programme is a key foundational activity in relation to  
principal risks and, as such, will form part of the integrated Group-wide 
plan, which also incorporates other areas such as financial and  
non-financial reporting (including sustainability reporting requirements) 
and compliance. 

We will maintain focus on completing agreed actions to continue to 
mitigate our principal risks within appetite and on assuring the  
effectiveness of our internal controls.

How Rolls-Royce uses the framework to manage risk
Risk governance
Risk governance sets out the roles and responsibilities, as well as the why and the what, of risk management. Clearly outlining our approach to 
risk oversight enables the Board and Executive Team to receive the risk information it needs to consider: the nature of our principal risks  
(individually and as a portfolio); their current and target risk levels, including whether or not they are within our risk appetite; the extent to which 
mitigation is effective; and the status of associated improvement actions. In addition to the Board oversight outlined on pages 74 to 75, the 
Executive Team reviews individual and portfolio principal risk reports, with the latter (with the addition of divisional level risk information), being 
considered as an input into the five-year planning process. These reports contain the current risks, their status, controls information and action 
plans to remediate any gaps.

Risk process
We use the framework to set expectations across the Group on the steps to follow when managing and talking about risks: 

Identify Risks can be identified by anyone across the Group, including emerging risks as well as what could stop us achieving our 
strategic, operational or compliance objectives or impact the sustainability of our business model (described on pages 14 
and 15.

Quantify and 
evaluate

Risk owners quantify the likelihood of a risk materialising and the potential impact if it does, taking into account current  
effective controls, and then deciding on a plan of action.

Control and 
assure

Risk owners design, implement and assure the effectiveness of controls to manage the risk, supported by different assurance 
providers using a three lines of defence approach (detailed in the principal risk tables from pages 55 to 60). 

Act Risk owners identify where mitigating actions are needed to bring the risk within appetite, assessing the Group’s ability to 
reduce the impact of risks that materialise and ensuring the costs of operating a control are proportionate to the benefit 
provided.

Monitor, 
review and 
report

Risk owners report their assessment of current and target risk scores to local leadership as well as other review forums  
(including the Board and its Committees and the Executive Team) as needed depending on the level of the risk, for  
support, challenge and oversight. 

Risk toolkit
The above are underpinned by a toolkit of guidance, templates, tools and training. For some principal risks, such as safety and compliance, there 
are mandatory training and policies in place, linked to performance management and remuneration, which all our people are required to complete 
and comply with (see page 47 for details). 

The framework rests on the appropriate organisation and culture, with individuals at all levels (starting with the Executive Team) demonstrating 
the principles of good risk management and the capabilities to deliver on these. An independent enterprise risk management team  
supports the divisions and functions in their effective management of risk. 
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JTC 2024 ARA, p. 61, 65
Figure 7

“We remain deeply 
committed to 
meeting the 
expectations of our 
clients, regulators 
and stakeholders 
by operating 
within a defined 
risk appetite.”

RISK MANAGEMENT CONTINUED

The Group’s continued growth trajectory and 
developments in the external environment demand 
that we continue to further strengthen our risk 
management and compliance processes. During 2024, 
we have continued to execute on our multi-year Project 
Diamond. The initiative aims to enhance the risk 
management framework and systems to ensure that 
the Group’s approach to risk remains proportionate 
to the scope and scale of our organisation.

JTC’s Shared Ownership culture is a key contributor 
in supporting the Group’s approach to risk, fostering 
collective responsibility and ownership throughout the 
organisation with risk metrics forming a core part of 
the performance measurement process. JTC colleagues 
are supported by a global network of in-house 
experienced specialists within the Risk & Compliance 
team, who assist risk owners in the identification, 
monitoring, reporting and mitigation of risks. During 
the year we have continued to grow and develop our 
risk personnel and, in a competitive environment for 
such skilled personnel, the Group continues to enjoy 
a stable team with minimal turnover.

In 2024, the global landscape has been marked 
by economic volatility, geopolitical instability 
and accelerating technological innovations. We 
continually monitor changes to the external macro 
environment and periodically consider how they may 
impact on our assessment of emerging risks. Our risk 
framework continues to support this dual focus, 
enabling proactive identification and mitigation 
of risks while fostering innovation and growth.  

During the year, proactive measures to enhance the 
risk management framework have included further 
refinement of the Group’s risk taxonomy and risk 
appetite statement, enhancements to Group Policy 
governance processes and progress of the risk 
technology roadmap including the phased roll-out 
of a new Governance, Risk and Compliance (GRC) 
system and progress in developing compliance 
monitoring and client risk assessment systems. 

The Group has also established a dedicated 
programme to address the changes to the UK 
Corporate Governance Code (the “Code”) which will 
continue to operate to ensure continuing compliance 
with enhancements to the Code due to become 
effective for future reporting periods.

Effective risk management aims to prevent unwanted 
situations occurring so measures of success can partly 
be judged by what has been avoided. The Group 
operates a robust risk escalation process that seeks to 
act as an early warning system for emerging matters 
and to facilitate early resolution. It is pleasing to 
report that in terms of adverse outcomes, 2024 has 
been yet another unremarkable year for the Group.  

Risk Management Framework
The Group Risk Management Framework is designed 
to ensure that risks are managed and controlled 
effectively across all operations and functions.

The PLC Board and senior management are responsible 
for setting organisational goals, establishing strategies 
to achieve them, and establishing governance, risk 
management and control frameworks to manage 
risks and achieve these objectives.

The Governance and Risk Committee of the PLC Board 
consisting of the PLC Non-Executive Directors operates 
to assist the Board in complying with corporate 
governance regulations and codes, assessing the 
Group’s attitude to and appetite for risk, oversight 
of the Group’s systems of internal control and risk 
management, compliance with laws and regulations 
and how risk is reported.

The Group applies a risk taxonomy that aligns the 
risks faced by JTC across eight high level (Level 1) 
categories which are further sub-divided into 34 
(Level 2) risk descriptions.

The GRC is a sub-committee of the Group Holdings 
Board (GHB) and comprises the Group Chief 
Executive, Chief Risk Officer, Group General Counsel 
and Group Director – Risk & Compliance and is also 
attended by the Group Divisional Heads. The GRC 
meets monthly to monitor emerging trends and risks, 
assess the effectiveness of systems and controls, and 
consider risk matters of significance that may 
materially impact the Group and require strategic 
direction and/or action.

The GRC will make recommendations to GHB and 
ultimately the PLC Board on risk matters including the 
identification of the Group’s principal risks, material 
controls and their effectiveness, and the Group’s 
approach to risk appetite.

During 2024, a refinement of the Group’s risk 
taxonomy was approved to provide a more granular 
categorisation of risks increasing the number of Level 
1 risk categories from six to eight. The promotion of 
Financial Crime and ESG risks to the higher Level 1 
category ensured a more detailed approach to the 
Level 2 sub-risks and will allow greater alignment to 
the new GRC system mentioned above. These 
changes aim to support the Board in reporting on the 
effectiveness of the Group’s material controls under 
enhancements to the UK Corporate Governance Code 
due to come into effect in 2026.

The change to the taxonomy also necessitated an 
update to the Group’s Risk Appetite Statement 
described on the following page. 
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“We remain deeply 
committed to 
meeting the 
expectations of our 
clients, regulators 
and stakeholders 
by operating 
within a defined 
risk appetite.”

RISK MANAGEMENT CONTINUED

The Group’s continued growth trajectory and 
developments in the external environment demand 
that we continue to further strengthen our risk 
management and compliance processes. During 2024, 
we have continued to execute on our multi-year Project 
Diamond. The initiative aims to enhance the risk 
management framework and systems to ensure that 
the Group’s approach to risk remains proportionate 
to the scope and scale of our organisation.

JTC’s Shared Ownership culture is a key contributor 
in supporting the Group’s approach to risk, fostering 
collective responsibility and ownership throughout the 
organisation with risk metrics forming a core part of 
the performance measurement process. JTC colleagues 
are supported by a global network of in-house 
experienced specialists within the Risk & Compliance 
team, who assist risk owners in the identification, 
monitoring, reporting and mitigation of risks. During 
the year we have continued to grow and develop our 
risk personnel and, in a competitive environment for 
such skilled personnel, the Group continues to enjoy 
a stable team with minimal turnover.

In 2024, the global landscape has been marked 
by economic volatility, geopolitical instability 
and accelerating technological innovations. We 
continually monitor changes to the external macro 
environment and periodically consider how they may 
impact on our assessment of emerging risks. Our risk 
framework continues to support this dual focus, 
enabling proactive identification and mitigation 
of risks while fostering innovation and growth.  

During the year, proactive measures to enhance the 
risk management framework have included further 
refinement of the Group’s risk taxonomy and risk 
appetite statement, enhancements to Group Policy 
governance processes and progress of the risk 
technology roadmap including the phased roll-out 
of a new Governance, Risk and Compliance (GRC) 
system and progress in developing compliance 
monitoring and client risk assessment systems. 

The Group has also established a dedicated 
programme to address the changes to the UK 
Corporate Governance Code (the “Code”) which will 
continue to operate to ensure continuing compliance 
with enhancements to the Code due to become 
effective for future reporting periods.

Effective risk management aims to prevent unwanted 
situations occurring so measures of success can partly 
be judged by what has been avoided. The Group 
operates a robust risk escalation process that seeks to 
act as an early warning system for emerging matters 
and to facilitate early resolution. It is pleasing to 
report that in terms of adverse outcomes, 2024 has 
been yet another unremarkable year for the Group.  

Risk Management Framework
The Group Risk Management Framework is designed 
to ensure that risks are managed and controlled 
effectively across all operations and functions.

The PLC Board and senior management are responsible 
for setting organisational goals, establishing strategies 
to achieve them, and establishing governance, risk 
management and control frameworks to manage 
risks and achieve these objectives.

The Governance and Risk Committee of the PLC Board 
consisting of the PLC Non-Executive Directors operates 
to assist the Board in complying with corporate 
governance regulations and codes, assessing the 
Group’s attitude to and appetite for risk, oversight 
of the Group’s systems of internal control and risk 
management, compliance with laws and regulations 
and how risk is reported.

The Group applies a risk taxonomy that aligns the 
risks faced by JTC across eight high level (Level 1) 
categories which are further sub-divided into 34 
(Level 2) risk descriptions.

The GRC is a sub-committee of the Group Holdings 
Board (GHB) and comprises the Group Chief 
Executive, Chief Risk Officer, Group General Counsel 
and Group Director – Risk & Compliance and is also 
attended by the Group Divisional Heads. The GRC 
meets monthly to monitor emerging trends and risks, 
assess the effectiveness of systems and controls, and 
consider risk matters of significance that may 
materially impact the Group and require strategic 
direction and/or action.

The GRC will make recommendations to GHB and 
ultimately the PLC Board on risk matters including the 
identification of the Group’s principal risks, material 
controls and their effectiveness, and the Group’s 
approach to risk appetite.

During 2024, a refinement of the Group’s risk 
taxonomy was approved to provide a more granular 
categorisation of risks increasing the number of Level 
1 risk categories from six to eight. The promotion of 
Financial Crime and ESG risks to the higher Level 1 
category ensured a more detailed approach to the 
Level 2 sub-risks and will allow greater alignment to 
the new GRC system mentioned above. These 
changes aim to support the Board in reporting on the 
effectiveness of the Group’s material controls under 
enhancements to the UK Corporate Governance Code 
due to come into effect in 2026.

The change to the taxonomy also necessitated an 
update to the Group’s Risk Appetite Statement 
described on the following page. 
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The Group Risk Management Framework is designed 
to ensure that risks are managed and controlled 
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management and control frameworks to manage 
risks and achieve these objectives.
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to assist the Board in complying with corporate 
governance regulations and codes, assessing the 
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RISK MANAGEMENT CONTINUED

Strategic  R isk Pol i t ica l  & Regulator y R isk

1 Acquisition 7 Compliance

2 Strategy & Culture Financ ia l  Cr ime

Financ ia l 8 AML/CFT/CPF Risk Assessment

3 Performance of Business Lega l  R isk

4 Reporting 9 Fiduciary

O perat iona l  R isk H uman Resources R isk

5 Client 10 Adequate Resources

6 Technology/Data Security

Leve l  1
Pr imar y,  overarc h ing r isk  e lement s , 
conta in ing e ight com ponent s

Leve l  2
Represent s the cohor t s  of  spec if ic  r i sk s 
JTC is  ex posed to

Pr inc ipa l 
R isk

1.  St rategic Acquisition

Competitor and client demand1

Strategy & culture2

2 .  F inanc ia l Performance of business

Earnings (FX) 

Impairment

Financing

Reporting3

Capital adequacy

3 .  O perat iona l Client4

Process4

Resilience & Business Continuity

Technology/Data Security5

4 .  Po l i t ica l /Regulator y Listing rules

Political

Regulatory

Compliance6

5.  F inanc ia l  Cr ime7 AML/CFT/CPF Risk Assessment7

Organisational

Countries, Territories or Geographic Areas

Customer

Customer Due Diligence

Delivery Channels

Products, Services and Transactions

Fraud

Anti-Bribery & Corruption

6 .  Lega l Litigation/Contractual

Fiduciary

7.  H uman Resources Adequate resources

Remuneration & Incentivisation

Key Person

8 .  ESG 8 Environmental

Social

Governance

Notes – 2024 changes and updates to principal risks

1 Removed as a principal risk due to business growth success and low regretted attrition reducing impact of 
this risk category.

2 Risk description expanded to also reference culture.

3 New principal risk to reflect the increasing complexity in reporting consolidated financial information across 
multiple jurisdictions and legal entities.

4 Separation of risk categories to ensure a more focussed approach to the principal risk associated with 
client relationships.

5 Risk description expanded to also reference Technology risk acknowledging the full spectrum of risks relating 
to IT failure or compromise.

6 Renamed to Compliance (from Political/Regulation) to focus upon the principal risk relating to adherence to 
law, regulations and policies. 

7 Promotion of Financial Crime from a Level 2 category to Level 1 to allow a more granular assessment of 
financial crime risk and allow focus on the principal risk in assessing anti-money laundering and countering 
terrorist and proliferation financing risk.

8 New Level 1 risks to recognise the increasing significance of ESG matters to commercial enterprises.
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Our material controls categories

Effectiveness of material controls 
Following the publication of the UK Corporate Governance Code 2024, preparations are well underway to ensure compliance 
with the requirements of provision 29 for the year ending 31 December 2026. A timeline outlining the key milestones to achieving 
compliance is outlined below.

Our approach 
An initial proposal on material controls (financial and non-
financial) and assurance has been reviewed by the Risk and 
Audit Committees and is subject to further enhancement in 
preparation for a ‘dry run’ in H2 2025.

Existing governance structures mean that the Board and its 
principal committees already report upon the effectiveness 
of a range of controls in the annual Report & Accounts. 
Efforts are therefore being focused on leveraging this strong 
foundation and strengthening any gaps to ensure the Board 
has the requisite level of confidence in making their annual 
declaration on the effectiveness of material controls.

Identifying our material controls 
Materiality for the purposes of complying with provision 29 of 
the Code has been informed by looking at Derwent London’s 
risk appetite, Schedule of Principal Risks, Board Assurance 
Framework as well as detailed risk assessments and controls 
documentation. It takes into consideration the size, nature 
and complexity of our operations as well as the requirements 
of various reporting regimes, laws and regulations that we are 
obliged to comply with.

We have defined our material controls as those that are 
most important in mitigating key risks that threaten the 
long-term sustainability of the business, and where a failure 
of their effective operation, or a resulting omission and/or 
misstatement of information caused by the control failure is 
likely to influence decisions made by users of the information. 
They have been grouped into six categories as set out in the 
diagram below.

Assurance
While the Code does not require independent or external 
assurance to be obtained, for those material controls that 
have the highest impact of the long-term sustainability of the 
organisation and are most likely to influence decision makers, 
independent/external assurance will be sought in line with 
good practice.

To date, existing assurance activities have been mapped 
against proposed material controls using the Board Assurance 
Framework and knowledge of the assurance environment. 
An assessment of the strength of current assurance activities 
has been performed, and where gaps have been identified, 
recommendations for additional assurance have been made 
for consideration by the Board.

Key milestones to compliance

January 
2024

August 
2024

November 
2024

H1  
2025

H2  
2025

H1 & H2 
2026

H2  
2026

December 
2026

FRC published the UK Corporate Governance 
Code 2024 and supporting guidance

Schedule of Principal Risks was rationalised 

Draft material controls and assurance 
proposal reviewed by the Risk and  

Audit Committees

Revised material controls to be reviewed 
and agreed in principle by the Audit and Risk 

Committees and the Board

A ‘dry run’ of material controls assurance 
pack to be reviewed by the Audit Committee  

and adjustments made as required

Updates on assurance outcomes performed 
throughout the year provided to the  

Audit Committee

Material controls assurance pack to  
be reviewed by the Audit Committee

Annual Report & Accounts for year ending 
31 December 2026 to include the Board’s 

declaration on the effectiveness of  
material controls

 Completed  In progress  To be completed

Governance and Culture

Operatio
na

l 

Strategic 

C
om

pliance 

R
ep

orti
ng Financial 

Report and Accounts 2024

149Governance

Source: https://www.derwentlondon.com/uploads/downloads/Annual-Report-Accounts-2024-single-page.pdf

https://www.derwentlondon.com/uploads/downloads/Annual-Report-Accounts-2024-single-page.pdf
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Risk management governance
The Group’s risk management governance 
structure includes the Executive 
Committee and various other risk 
management committees covering each 
of the Group’s Principal Risks. The 
committees have responsibility for:

 – Assessing and understanding the risks 
that may impact our business to ensure 
any new, current or emerging risks 
are managed within the defined risk 
appetite and limits of the business

 – Reviewing changes in the internal 
business and external macro 
environment and responding 
appropriately

 – Driving completion of the actions 
required to improve the mitigation of 
risks and where possible reduce risk 
exposures to target levels

 – Enabling an appropriate risk 
management culture that promotes and 
creates balanced risk-taking behaviour 
and clear accountability

Risk management committees at the 
business unit and Group function level 
undertake risk reviews on a rotational 
basis, receiving reports from subject 
matter specialists and risk owners to 
inform these reviews where appropriate. 

The Executive Committee (from which 
owners are identified as accountable for 
each Principal Risk) undertakes deep-dive 
reviews of each Principal Risk through an 
annual cycle and receives ad-hoc reports 
from the risk management committees 
and Principal Risk owners as required. 
Please refer to the Audit Committee report 
on page 112 to understand how the Audit 
Committee oversees the Group’s 
Principal Risks.

Review of effectiveness
The Board is responsible for determining 
risk appetite and ensuring the 
effectiveness of risk management and 
internal controls across the Group. 

A quarterly update is provided at each 
meeting of the Audit Committee. More 
information about the Audit Committee’s 
process of review and resulting findings 
can be found on pages 112 to 125. During 
2024, enhancements to risk management 
included the strengthening of the 
Sustainability Council; providing 
independent governance and oversight 
from stakeholders across the business; 
ongoing alignment of second line IT 
testing with best practice auditing 
standards; and the continuing roll-out 
of an enhanced Group-wide compliance 
framework to ensure that consistent, 
risk-based controls and governance are 
embedded across all areas of the business 
responsible for external compliance 
obligations. This work forms part of an 

ongoing Compliance Action Plan. To date 
work has been completed to collate a 
register of the Group’s compliance 
obligations, undertake respective risk 
assessments and establish a self-
assessment of the current levels of control 
and governance that support them.

The review of the effectiveness of the 
Company’s risk management and internal 
control systems is undertaken by the Audit 
Committee and reviewed against FRC 
guidance and any significant gaps are 
highlighted to the Board. There were 
no instances in 2024 where management 
identified gaps in risk management or 
internal control that would have had a 
material impact on the Group’s operational 
performance, financial performance or 
results. As such, the Committee was 
satisfied that risk management and 
control systems continue to operate 
effectively in all material respects.

The Committee’s review is supported 
by the quarterly Risk and Control update 
provided by management to the 
Committee. These updates detail any 
material changes in the Group’s Principal 
Risks and the associated controls 
employed to manage them. It also 
summarises the outcome of 
management’s process of self-attestations 
and second line sample testing of key 

internal controls, as well as other 
instances where significant weaknesses 
in internal control have been identified. 
Finally, updates are provided on the 
findings from the internal audit plan, which 
is approved by the Audit Committee for 
each forthcoming year in December, and 
progress on implementing any resulting 
actions is reported to the Committee at 
each subsequent meeting. Taken together, 
the Audit Committee forms a view on the 
overall effectiveness of the systems of 
risk management and internal control. 

The Audit Committee and Board consider 
and challenge on the culture and 
behaviours to risk management which 
are important factors in establishing and 
operating effective response to risks facing 
the Group. This is supported by the 
combination of business-led reviews of risk, 
the contribution of risk committees and the 
use of an external internal audit function 
that evaluates managements approach.

Overall risk profile
Consistent with the prior year, the Group 
continues to recognise nine Principal Risk 
categories which represent inherent risk 
areas with the potential to undermine the 
delivery of our strategy. 

The year-end risk review, as described on 
page 70, took account of changing 
external factors such as the geopolitical 
conflicts in the Middle East and Ukraine, 
political uncertainty and changes in both 
Europe and North America, and ongoing 
regulatory scrutiny in the energy market. 
These factors, and their potential to 
materially alter the Group’s risk exposure, 
have been considered further below.

In the 2023 Annual Report, it was 
concluded that both the political and 
cyber security risks facing the business 
were heightened above their historic 
norms due to the uncertainty posed by 
the 2024 UK and US elections, and the 
fact that geopolitical unrest, mentioned 
above, has been known to increase the 
likelihood of disruption to operational 
activities through cyber attacks. 

Following discussion of various external risk 
factors, in preparing this report, the Board 
has concluded that the Principal Risks have 
not materially changed from the previous 
year. Political and cyber security risks were 
deemed to remain heightened given the 
potential for political uncertainty with 
newly elected UK and US Governments 
and continued geopolitical unrest.

Political risk
Commitment of significant capital to 
execute the Group’s strategy, including 
BECCS at Drax Power Station, will require 
regulatory and government support 
among other things. 

Principal Risks and uncertainties continued

The Committee regularly reviews and 
considers the effectiveness of the 
Group’s internal controls, assessing 
risks and mitigation activities, and 
monitoring their potential impact 
on the Group’s strategy and viability. 
This includes assessment of emerging 
risks, particularly as the Group 
expands operationally and 
geographically.

Rob Shuter
Audit Committee Chair

 You can read more about the 
Audit Committee’s activities 
on pages 112 to 125
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The Committee also considered updates 
on the sustainability audit programme, 
an ongoing, multi-year project to enhance 
sustainability-related data governance 
and reporting. 

As part of the continued focus on the 
importance of compliance within our 
business, compliance-related KPIs were 
adopted into the Group Scorecard in 2024. 

In common with many other businesses, 
Drax faces evolving cyber security threats. 
During discussions with management, the 
Committee and Board provided challenge 
on the risk assessment, adequacy of 
prevailing systems, investment, and 
internal controls, as well as making clear 
their support for implementing 
enhancements where deemed necessary. 

Following the disclosure in 2024 that as at 
31 December 2023 Drax Power Station 
had not fully achieved the required 
minimum standards as defined in the 
Network and Information Systems (NIS) 
Regulations (Basic Profile), in April 2024 
Drax achieved the required minimum 
standards. During 2024, management 
developed a further programme in order 
to meet the NIS Enhanced Profile by 2027. 
The design of this programme had been 
subject to an Operational Technology 
internal audit as discussed further below. 
The Committee provides oversight of 
progress and challenge on this 
important project.

The Committee also considered the 
refinancing of the Group’s debt, which was 
undertaken in 2024, and the associated 
accounting and disclosure impacts. More 
information can be found on page 217.

In preparation for changes under the 
Corporate Governance Code, for financial 
years starting 1 January 2026, and the 
requirement for Boards to make a 
declaration as to the effectiveness of 
material internal controls, the Committee 
received regular updates from both 
management and the internal auditor on 
the latest developments in this area and 
discussed management’s progress in 
responding to the changes. We continue 
to expect the Group will be able to report 
according to the new requirements, which 
will be applicable for the first time for the 
2026 financial year.

The Committee seeks to ensure 
transparent, robust, and accurate external 
reporting that covers financial and 
operational performance, future 
prospects, and the wider business controls 

required for the day-to-day conduct of 
the business. The Committee assesses 
whether stakeholders can gain a fair and 
balanced understanding of how the Group 
is performing, its underlying resilience, 
and the effectiveness of the governance 
and controls applied. Through these 
assessments, as well as receiving reports 
from external experts, the Committee 
also considers how the Group’s reporting 
meets expected standards. 

We were pleased to advise the Board that 
the Committee believed the 2024 Annual 
report and accounts were fair, balanced, 
and understandable, and that the 
Directors have provided the necessary 
information for our shareholders to assess 
the Company’s and the Group’s position, 
prospects, business model, and strategy. 
The review process is described in further 
detail on page 122.

During 2024, the Committee considered 
the sale of the small and medium-sized 
enterprise (SME) customer meter points 
from Opus Energy to EDF Energy. The 
Committee assessed the appropriate 
accounting treatment, including 
management’s assessment of the 
impairment on disposal, and the 
explanation of the transaction. You can 
find more information in note 2.7 to 
the Consolidated financial statements. 

At the 2024 AGM, shareholders 
approved the appointment of 
PricewaterhouseCoopers LLP (PwC) 
as the Group’s external auditor for the 
financial year ended 31 December 2024. 
During 2024, the Committee and 
management oversaw the transition from 
Deloitte LLP (our former auditor) to PwC. 
During the year, Vanessa Simms, Andy 
Skelton and I met with lead partners from 
both firms to ensure that there was a 
smooth handover. We would like to thank 
Deloitte for the service given to the Group 
over many years. We are satisfied with the 
way the change has been managed as well 
as the level of engagement by PwC 
through the handover, and into the 
commencement of their work.

As Chair of the Committee, I report to the 
Board on the Committee’s activities and 
considerations following each meeting. 
I hold regular meetings with the CFO, 
external auditor, and internal auditor, 
separate from the formal meetings of 
the Committee. I also attend planning 
meetings with those preparing for 
forthcoming Committee meetings, to 
discuss relevant papers and key matters. 

Committee members have access to 
the services of the CFO and the Group 
Company Secretary, and the resources 
of their teams, as well as access to 
external professional advice as necessary.

I am pleased to confirm that the 
Committee has reviewed the FRC’s Audit 
Committees and the External Audit: 
Minimum Standard during the financial 
year, and believes that there are no areas 
of non-compliance in respect of 2024.

The Committee allows time at each 
meeting for members to discuss salient 
matters in the absence of management or 
advisers. In addition, the Committee meets 
both the external auditor and the internal 
auditor without management present. 

The Committee’s understanding with both 
the external and internal auditor is that, if 
they should at any time become aware of 
any matter giving them material concern, 
they are able to promptly draw it to the 
Committee’s attention via the Chair of the 
Committee. No such issues were raised 
during 2024.

I would like to thank the members of the 
Committee, the management team, PwC, 
and KPMG for their continued support and 
commitment throughout the year. I value 
the open discussions that take place at 
our meetings and the contribution they all 
provide in support of the Committee’s work.

This report was reviewed and approved 
by the Audit Committee.

Rob Shuter
Chair of the Audit Committee 
26 February 2025

Audit Committee report continued
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Risk management governance
The Group’s risk management governance 
structure includes the Executive 
Committee and various other risk 
management committees covering each 
of the Group’s Principal Risks. The 
committees have responsibility for:

 – Assessing and understanding the risks 
that may impact our business to ensure 
any new, current or emerging risks 
are managed within the defined risk 
appetite and limits of the business

 – Reviewing changes in the internal 
business and external macro 
environment and responding 
appropriately

 – Driving completion of the actions 
required to improve the mitigation of 
risks and where possible reduce risk 
exposures to target levels

 – Enabling an appropriate risk 
management culture that promotes and 
creates balanced risk-taking behaviour 
and clear accountability

Risk management committees at the 
business unit and Group function level 
undertake risk reviews on a rotational 
basis, receiving reports from subject 
matter specialists and risk owners to 
inform these reviews where appropriate. 

The Executive Committee (from which 
owners are identified as accountable for 
each Principal Risk) undertakes deep-dive 
reviews of each Principal Risk through an 
annual cycle and receives ad-hoc reports 
from the risk management committees 
and Principal Risk owners as required. 
Please refer to the Audit Committee report 
on page 112 to understand how the Audit 
Committee oversees the Group’s 
Principal Risks.

Review of effectiveness
The Board is responsible for determining 
risk appetite and ensuring the 
effectiveness of risk management and 
internal controls across the Group. 

A quarterly update is provided at each 
meeting of the Audit Committee. More 
information about the Audit Committee’s 
process of review and resulting findings 
can be found on pages 112 to 125. During 
2024, enhancements to risk management 
included the strengthening of the 
Sustainability Council; providing 
independent governance and oversight 
from stakeholders across the business; 
ongoing alignment of second line IT 
testing with best practice auditing 
standards; and the continuing roll-out 
of an enhanced Group-wide compliance 
framework to ensure that consistent, 
risk-based controls and governance are 
embedded across all areas of the business 
responsible for external compliance 
obligations. This work forms part of an 

ongoing Compliance Action Plan. To date 
work has been completed to collate a 
register of the Group’s compliance 
obligations, undertake respective risk 
assessments and establish a self-
assessment of the current levels of control 
and governance that support them.

The review of the effectiveness of the 
Company’s risk management and internal 
control systems is undertaken by the Audit 
Committee and reviewed against FRC 
guidance and any significant gaps are 
highlighted to the Board. There were 
no instances in 2024 where management 
identified gaps in risk management or 
internal control that would have had a 
material impact on the Group’s operational 
performance, financial performance or 
results. As such, the Committee was 
satisfied that risk management and 
control systems continue to operate 
effectively in all material respects.

The Committee’s review is supported 
by the quarterly Risk and Control update 
provided by management to the 
Committee. These updates detail any 
material changes in the Group’s Principal 
Risks and the associated controls 
employed to manage them. It also 
summarises the outcome of 
management’s process of self-attestations 
and second line sample testing of key 

internal controls, as well as other 
instances where significant weaknesses 
in internal control have been identified. 
Finally, updates are provided on the 
findings from the internal audit plan, which 
is approved by the Audit Committee for 
each forthcoming year in December, and 
progress on implementing any resulting 
actions is reported to the Committee at 
each subsequent meeting. Taken together, 
the Audit Committee forms a view on the 
overall effectiveness of the systems of 
risk management and internal control. 

The Audit Committee and Board consider 
and challenge on the culture and 
behaviours to risk management which 
are important factors in establishing and 
operating effective response to risks facing 
the Group. This is supported by the 
combination of business-led reviews of risk, 
the contribution of risk committees and the 
use of an external internal audit function 
that evaluates managements approach.

Overall risk profile
Consistent with the prior year, the Group 
continues to recognise nine Principal Risk 
categories which represent inherent risk 
areas with the potential to undermine the 
delivery of our strategy. 

The year-end risk review, as described on 
page 70, took account of changing 
external factors such as the geopolitical 
conflicts in the Middle East and Ukraine, 
political uncertainty and changes in both 
Europe and North America, and ongoing 
regulatory scrutiny in the energy market. 
These factors, and their potential to 
materially alter the Group’s risk exposure, 
have been considered further below.

In the 2023 Annual Report, it was 
concluded that both the political and 
cyber security risks facing the business 
were heightened above their historic 
norms due to the uncertainty posed by 
the 2024 UK and US elections, and the 
fact that geopolitical unrest, mentioned 
above, has been known to increase the 
likelihood of disruption to operational 
activities through cyber attacks. 

Following discussion of various external risk 
factors, in preparing this report, the Board 
has concluded that the Principal Risks have 
not materially changed from the previous 
year. Political and cyber security risks were 
deemed to remain heightened given the 
potential for political uncertainty with 
newly elected UK and US Governments 
and continued geopolitical unrest.

Political risk
Commitment of significant capital to 
execute the Group’s strategy, including 
BECCS at Drax Power Station, will require 
regulatory and government support 
among other things. 

Principal Risks and uncertainties continued

The Committee regularly reviews and 
considers the effectiveness of the 
Group’s internal controls, assessing 
risks and mitigation activities, and 
monitoring their potential impact 
on the Group’s strategy and viability. 
This includes assessment of emerging 
risks, particularly as the Group 
expands operationally and 
geographically.

Rob Shuter
Audit Committee Chair

 You can read more about the 
Audit Committee’s activities 
on pages 112 to 125
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Risk management governance
The Group’s risk management governance 
structure includes the Executive 
Committee and various other risk 
management committees covering each 
of the Group’s Principal Risks. The 
committees have responsibility for:

 – Assessing and understanding the risks 
that may impact our business to ensure 
any new, current or emerging risks 
are managed within the defined risk 
appetite and limits of the business

 – Reviewing changes in the internal 
business and external macro 
environment and responding 
appropriately

 – Driving completion of the actions 
required to improve the mitigation of 
risks and where possible reduce risk 
exposures to target levels

 – Enabling an appropriate risk 
management culture that promotes and 
creates balanced risk-taking behaviour 
and clear accountability

Risk management committees at the 
business unit and Group function level 
undertake risk reviews on a rotational 
basis, receiving reports from subject 
matter specialists and risk owners to 
inform these reviews where appropriate. 

The Executive Committee (from which 
owners are identified as accountable for 
each Principal Risk) undertakes deep-dive 
reviews of each Principal Risk through an 
annual cycle and receives ad-hoc reports 
from the risk management committees 
and Principal Risk owners as required. 
Please refer to the Audit Committee report 
on page 112 to understand how the Audit 
Committee oversees the Group’s 
Principal Risks.

Review of effectiveness
The Board is responsible for determining 
risk appetite and ensuring the 
effectiveness of risk management and 
internal controls across the Group. 

A quarterly update is provided at each 
meeting of the Audit Committee. More 
information about the Audit Committee’s 
process of review and resulting findings 
can be found on pages 112 to 125. During 
2024, enhancements to risk management 
included the strengthening of the 
Sustainability Council; providing 
independent governance and oversight 
from stakeholders across the business; 
ongoing alignment of second line IT 
testing with best practice auditing 
standards; and the continuing roll-out 
of an enhanced Group-wide compliance 
framework to ensure that consistent, 
risk-based controls and governance are 
embedded across all areas of the business 
responsible for external compliance 
obligations. This work forms part of an 

ongoing Compliance Action Plan. To date 
work has been completed to collate a 
register of the Group’s compliance 
obligations, undertake respective risk 
assessments and establish a self-
assessment of the current levels of control 
and governance that support them.

The review of the effectiveness of the 
Company’s risk management and internal 
control systems is undertaken by the Audit 
Committee and reviewed against FRC 
guidance and any significant gaps are 
highlighted to the Board. There were 
no instances in 2024 where management 
identified gaps in risk management or 
internal control that would have had a 
material impact on the Group’s operational 
performance, financial performance or 
results. As such, the Committee was 
satisfied that risk management and 
control systems continue to operate 
effectively in all material respects.

The Committee’s review is supported 
by the quarterly Risk and Control update 
provided by management to the 
Committee. These updates detail any 
material changes in the Group’s Principal 
Risks and the associated controls 
employed to manage them. It also 
summarises the outcome of 
management’s process of self-attestations 
and second line sample testing of key 

internal controls, as well as other 
instances where significant weaknesses 
in internal control have been identified. 
Finally, updates are provided on the 
findings from the internal audit plan, which 
is approved by the Audit Committee for 
each forthcoming year in December, and 
progress on implementing any resulting 
actions is reported to the Committee at 
each subsequent meeting. Taken together, 
the Audit Committee forms a view on the 
overall effectiveness of the systems of 
risk management and internal control. 

The Audit Committee and Board consider 
and challenge on the culture and 
behaviours to risk management which 
are important factors in establishing and 
operating effective response to risks facing 
the Group. This is supported by the 
combination of business-led reviews of risk, 
the contribution of risk committees and the 
use of an external internal audit function 
that evaluates managements approach.

Overall risk profile
Consistent with the prior year, the Group 
continues to recognise nine Principal Risk 
categories which represent inherent risk 
areas with the potential to undermine the 
delivery of our strategy. 

The year-end risk review, as described on 
page 70, took account of changing 
external factors such as the geopolitical 
conflicts in the Middle East and Ukraine, 
political uncertainty and changes in both 
Europe and North America, and ongoing 
regulatory scrutiny in the energy market. 
These factors, and their potential to 
materially alter the Group’s risk exposure, 
have been considered further below.

In the 2023 Annual Report, it was 
concluded that both the political and 
cyber security risks facing the business 
were heightened above their historic 
norms due to the uncertainty posed by 
the 2024 UK and US elections, and the 
fact that geopolitical unrest, mentioned 
above, has been known to increase the 
likelihood of disruption to operational 
activities through cyber attacks. 

Following discussion of various external risk 
factors, in preparing this report, the Board 
has concluded that the Principal Risks have 
not materially changed from the previous 
year. Political and cyber security risks were 
deemed to remain heightened given the 
potential for political uncertainty with 
newly elected UK and US Governments 
and continued geopolitical unrest.

Political risk
Commitment of significant capital to 
execute the Group’s strategy, including 
BECCS at Drax Power Station, will require 
regulatory and government support 
among other things. 

Principal Risks and uncertainties continued

The Committee regularly reviews and 
considers the effectiveness of the 
Group’s internal controls, assessing 
risks and mitigation activities, and 
monitoring their potential impact 
on the Group’s strategy and viability. 
This includes assessment of emerging 
risks, particularly as the Group 
expands operationally and 
geographically.
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Risk management governance
The Group’s risk management governance 
structure includes the Executive 
Committee and various other risk 
management committees covering each 
of the Group’s Principal Risks. The 
committees have responsibility for:

 – Assessing and understanding the risks 
that may impact our business to ensure 
any new, current or emerging risks 
are managed within the defined risk 
appetite and limits of the business

 – Reviewing changes in the internal 
business and external macro 
environment and responding 
appropriately

 – Driving completion of the actions 
required to improve the mitigation of 
risks and where possible reduce risk 
exposures to target levels

 – Enabling an appropriate risk 
management culture that promotes and 
creates balanced risk-taking behaviour 
and clear accountability

Risk management committees at the 
business unit and Group function level 
undertake risk reviews on a rotational 
basis, receiving reports from subject 
matter specialists and risk owners to 
inform these reviews where appropriate. 

The Executive Committee (from which 
owners are identified as accountable for 
each Principal Risk) undertakes deep-dive 
reviews of each Principal Risk through an 
annual cycle and receives ad-hoc reports 
from the risk management committees 
and Principal Risk owners as required. 
Please refer to the Audit Committee report 
on page 112 to understand how the Audit 
Committee oversees the Group’s 
Principal Risks.

Review of effectiveness
The Board is responsible for determining 
risk appetite and ensuring the 
effectiveness of risk management and 
internal controls across the Group. 

A quarterly update is provided at each 
meeting of the Audit Committee. More 
information about the Audit Committee’s 
process of review and resulting findings 
can be found on pages 112 to 125. During 
2024, enhancements to risk management 
included the strengthening of the 
Sustainability Council; providing 
independent governance and oversight 
from stakeholders across the business; 
ongoing alignment of second line IT 
testing with best practice auditing 
standards; and the continuing roll-out 
of an enhanced Group-wide compliance 
framework to ensure that consistent, 
risk-based controls and governance are 
embedded across all areas of the business 
responsible for external compliance 
obligations. This work forms part of an 

ongoing Compliance Action Plan. To date 
work has been completed to collate a 
register of the Group’s compliance 
obligations, undertake respective risk 
assessments and establish a self-
assessment of the current levels of control 
and governance that support them.

The review of the effectiveness of the 
Company’s risk management and internal 
control systems is undertaken by the Audit 
Committee and reviewed against FRC 
guidance and any significant gaps are 
highlighted to the Board. There were 
no instances in 2024 where management 
identified gaps in risk management or 
internal control that would have had a 
material impact on the Group’s operational 
performance, financial performance or 
results. As such, the Committee was 
satisfied that risk management and 
control systems continue to operate 
effectively in all material respects.

The Committee’s review is supported 
by the quarterly Risk and Control update 
provided by management to the 
Committee. These updates detail any 
material changes in the Group’s Principal 
Risks and the associated controls 
employed to manage them. It also 
summarises the outcome of 
management’s process of self-attestations 
and second line sample testing of key 

internal controls, as well as other 
instances where significant weaknesses 
in internal control have been identified. 
Finally, updates are provided on the 
findings from the internal audit plan, which 
is approved by the Audit Committee for 
each forthcoming year in December, and 
progress on implementing any resulting 
actions is reported to the Committee at 
each subsequent meeting. Taken together, 
the Audit Committee forms a view on the 
overall effectiveness of the systems of 
risk management and internal control. 

The Audit Committee and Board consider 
and challenge on the culture and 
behaviours to risk management which 
are important factors in establishing and 
operating effective response to risks facing 
the Group. This is supported by the 
combination of business-led reviews of risk, 
the contribution of risk committees and the 
use of an external internal audit function 
that evaluates managements approach.

Overall risk profile
Consistent with the prior year, the Group 
continues to recognise nine Principal Risk 
categories which represent inherent risk 
areas with the potential to undermine the 
delivery of our strategy. 

The year-end risk review, as described on 
page 70, took account of changing 
external factors such as the geopolitical 
conflicts in the Middle East and Ukraine, 
political uncertainty and changes in both 
Europe and North America, and ongoing 
regulatory scrutiny in the energy market. 
These factors, and their potential to 
materially alter the Group’s risk exposure, 
have been considered further below.

In the 2023 Annual Report, it was 
concluded that both the political and 
cyber security risks facing the business 
were heightened above their historic 
norms due to the uncertainty posed by 
the 2024 UK and US elections, and the 
fact that geopolitical unrest, mentioned 
above, has been known to increase the 
likelihood of disruption to operational 
activities through cyber attacks. 

Following discussion of various external risk 
factors, in preparing this report, the Board 
has concluded that the Principal Risks have 
not materially changed from the previous 
year. Political and cyber security risks were 
deemed to remain heightened given the 
potential for political uncertainty with 
newly elected UK and US Governments 
and continued geopolitical unrest.

Political risk
Commitment of significant capital to 
execute the Group’s strategy, including 
BECCS at Drax Power Station, will require 
regulatory and government support 
among other things. 

Principal Risks and uncertainties continued

The Committee regularly reviews and 
considers the effectiveness of the 
Group’s internal controls, assessing 
risks and mitigation activities, and 
monitoring their potential impact 
on the Group’s strategy and viability. 
This includes assessment of emerging 
risks, particularly as the Group 
expands operationally and 
geographically.

Rob Shuter
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Risk management governance
The Group’s risk management governance 
structure includes the Executive 
Committee and various other risk 
management committees covering each 
of the Group’s Principal Risks. The 
committees have responsibility for:

 – Assessing and understanding the risks 
that may impact our business to ensure 
any new, current or emerging risks 
are managed within the defined risk 
appetite and limits of the business

 – Reviewing changes in the internal 
business and external macro 
environment and responding 
appropriately

 – Driving completion of the actions 
required to improve the mitigation of 
risks and where possible reduce risk 
exposures to target levels

 – Enabling an appropriate risk 
management culture that promotes and 
creates balanced risk-taking behaviour 
and clear accountability

Risk management committees at the 
business unit and Group function level 
undertake risk reviews on a rotational 
basis, receiving reports from subject 
matter specialists and risk owners to 
inform these reviews where appropriate. 

The Executive Committee (from which 
owners are identified as accountable for 
each Principal Risk) undertakes deep-dive 
reviews of each Principal Risk through an 
annual cycle and receives ad-hoc reports 
from the risk management committees 
and Principal Risk owners as required. 
Please refer to the Audit Committee report 
on page 112 to understand how the Audit 
Committee oversees the Group’s 
Principal Risks.

Review of effectiveness
The Board is responsible for determining 
risk appetite and ensuring the 
effectiveness of risk management and 
internal controls across the Group. 

A quarterly update is provided at each 
meeting of the Audit Committee. More 
information about the Audit Committee’s 
process of review and resulting findings 
can be found on pages 112 to 125. During 
2024, enhancements to risk management 
included the strengthening of the 
Sustainability Council; providing 
independent governance and oversight 
from stakeholders across the business; 
ongoing alignment of second line IT 
testing with best practice auditing 
standards; and the continuing roll-out 
of an enhanced Group-wide compliance 
framework to ensure that consistent, 
risk-based controls and governance are 
embedded across all areas of the business 
responsible for external compliance 
obligations. This work forms part of an 

ongoing Compliance Action Plan. To date 
work has been completed to collate a 
register of the Group’s compliance 
obligations, undertake respective risk 
assessments and establish a self-
assessment of the current levels of control 
and governance that support them.

The review of the effectiveness of the 
Company’s risk management and internal 
control systems is undertaken by the Audit 
Committee and reviewed against FRC 
guidance and any significant gaps are 
highlighted to the Board. There were 
no instances in 2024 where management 
identified gaps in risk management or 
internal control that would have had a 
material impact on the Group’s operational 
performance, financial performance or 
results. As such, the Committee was 
satisfied that risk management and 
control systems continue to operate 
effectively in all material respects.

The Committee’s review is supported 
by the quarterly Risk and Control update 
provided by management to the 
Committee. These updates detail any 
material changes in the Group’s Principal 
Risks and the associated controls 
employed to manage them. It also 
summarises the outcome of 
management’s process of self-attestations 
and second line sample testing of key 

internal controls, as well as other 
instances where significant weaknesses 
in internal control have been identified. 
Finally, updates are provided on the 
findings from the internal audit plan, which 
is approved by the Audit Committee for 
each forthcoming year in December, and 
progress on implementing any resulting 
actions is reported to the Committee at 
each subsequent meeting. Taken together, 
the Audit Committee forms a view on the 
overall effectiveness of the systems of 
risk management and internal control. 

The Audit Committee and Board consider 
and challenge on the culture and 
behaviours to risk management which 
are important factors in establishing and 
operating effective response to risks facing 
the Group. This is supported by the 
combination of business-led reviews of risk, 
the contribution of risk committees and the 
use of an external internal audit function 
that evaluates managements approach.

Overall risk profile
Consistent with the prior year, the Group 
continues to recognise nine Principal Risk 
categories which represent inherent risk 
areas with the potential to undermine the 
delivery of our strategy. 

The year-end risk review, as described on 
page 70, took account of changing 
external factors such as the geopolitical 
conflicts in the Middle East and Ukraine, 
political uncertainty and changes in both 
Europe and North America, and ongoing 
regulatory scrutiny in the energy market. 
These factors, and their potential to 
materially alter the Group’s risk exposure, 
have been considered further below.

In the 2023 Annual Report, it was 
concluded that both the political and 
cyber security risks facing the business 
were heightened above their historic 
norms due to the uncertainty posed by 
the 2024 UK and US elections, and the 
fact that geopolitical unrest, mentioned 
above, has been known to increase the 
likelihood of disruption to operational 
activities through cyber attacks. 

Following discussion of various external risk 
factors, in preparing this report, the Board 
has concluded that the Principal Risks have 
not materially changed from the previous 
year. Political and cyber security risks were 
deemed to remain heightened given the 
potential for political uncertainty with 
newly elected UK and US Governments 
and continued geopolitical unrest.

Political risk
Commitment of significant capital to 
execute the Group’s strategy, including 
BECCS at Drax Power Station, will require 
regulatory and government support 
among other things. 

Principal Risks and uncertainties continued

The Committee regularly reviews and 
considers the effectiveness of the 
Group’s internal controls, assessing 
risks and mitigation activities, and 
monitoring their potential impact 
on the Group’s strategy and viability. 
This includes assessment of emerging 
risks, particularly as the Group 
expands operationally and 
geographically.
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Risk management governance
The Group’s risk management governance 
structure includes the Executive 
Committee and various other risk 
management committees covering each 
of the Group’s Principal Risks. The 
committees have responsibility for:

 – Assessing and understanding the risks 
that may impact our business to ensure 
any new, current or emerging risks 
are managed within the defined risk 
appetite and limits of the business

 – Reviewing changes in the internal 
business and external macro 
environment and responding 
appropriately

 – Driving completion of the actions 
required to improve the mitigation of 
risks and where possible reduce risk 
exposures to target levels

 – Enabling an appropriate risk 
management culture that promotes and 
creates balanced risk-taking behaviour 
and clear accountability

Risk management committees at the 
business unit and Group function level 
undertake risk reviews on a rotational 
basis, receiving reports from subject 
matter specialists and risk owners to 
inform these reviews where appropriate. 

The Executive Committee (from which 
owners are identified as accountable for 
each Principal Risk) undertakes deep-dive 
reviews of each Principal Risk through an 
annual cycle and receives ad-hoc reports 
from the risk management committees 
and Principal Risk owners as required. 
Please refer to the Audit Committee report 
on page 112 to understand how the Audit 
Committee oversees the Group’s 
Principal Risks.

Review of effectiveness
The Board is responsible for determining 
risk appetite and ensuring the 
effectiveness of risk management and 
internal controls across the Group. 

A quarterly update is provided at each 
meeting of the Audit Committee. More 
information about the Audit Committee’s 
process of review and resulting findings 
can be found on pages 112 to 125. During 
2024, enhancements to risk management 
included the strengthening of the 
Sustainability Council; providing 
independent governance and oversight 
from stakeholders across the business; 
ongoing alignment of second line IT 
testing with best practice auditing 
standards; and the continuing roll-out 
of an enhanced Group-wide compliance 
framework to ensure that consistent, 
risk-based controls and governance are 
embedded across all areas of the business 
responsible for external compliance 
obligations. This work forms part of an 

ongoing Compliance Action Plan. To date 
work has been completed to collate a 
register of the Group’s compliance 
obligations, undertake respective risk 
assessments and establish a self-
assessment of the current levels of control 
and governance that support them.

The review of the effectiveness of the 
Company’s risk management and internal 
control systems is undertaken by the Audit 
Committee and reviewed against FRC 
guidance and any significant gaps are 
highlighted to the Board. There were 
no instances in 2024 where management 
identified gaps in risk management or 
internal control that would have had a 
material impact on the Group’s operational 
performance, financial performance or 
results. As such, the Committee was 
satisfied that risk management and 
control systems continue to operate 
effectively in all material respects.

The Committee’s review is supported 
by the quarterly Risk and Control update 
provided by management to the 
Committee. These updates detail any 
material changes in the Group’s Principal 
Risks and the associated controls 
employed to manage them. It also 
summarises the outcome of 
management’s process of self-attestations 
and second line sample testing of key 

internal controls, as well as other 
instances where significant weaknesses 
in internal control have been identified. 
Finally, updates are provided on the 
findings from the internal audit plan, which 
is approved by the Audit Committee for 
each forthcoming year in December, and 
progress on implementing any resulting 
actions is reported to the Committee at 
each subsequent meeting. Taken together, 
the Audit Committee forms a view on the 
overall effectiveness of the systems of 
risk management and internal control. 

The Audit Committee and Board consider 
and challenge on the culture and 
behaviours to risk management which 
are important factors in establishing and 
operating effective response to risks facing 
the Group. This is supported by the 
combination of business-led reviews of risk, 
the contribution of risk committees and the 
use of an external internal audit function 
that evaluates managements approach.

Overall risk profile
Consistent with the prior year, the Group 
continues to recognise nine Principal Risk 
categories which represent inherent risk 
areas with the potential to undermine the 
delivery of our strategy. 

The year-end risk review, as described on 
page 70, took account of changing 
external factors such as the geopolitical 
conflicts in the Middle East and Ukraine, 
political uncertainty and changes in both 
Europe and North America, and ongoing 
regulatory scrutiny in the energy market. 
These factors, and their potential to 
materially alter the Group’s risk exposure, 
have been considered further below.

In the 2023 Annual Report, it was 
concluded that both the political and 
cyber security risks facing the business 
were heightened above their historic 
norms due to the uncertainty posed by 
the 2024 UK and US elections, and the 
fact that geopolitical unrest, mentioned 
above, has been known to increase the 
likelihood of disruption to operational 
activities through cyber attacks. 

Following discussion of various external risk 
factors, in preparing this report, the Board 
has concluded that the Principal Risks have 
not materially changed from the previous 
year. Political and cyber security risks were 
deemed to remain heightened given the 
potential for political uncertainty with 
newly elected UK and US Governments 
and continued geopolitical unrest.

Political risk
Commitment of significant capital to 
execute the Group’s strategy, including 
BECCS at Drax Power Station, will require 
regulatory and government support 
among other things. 

Principal Risks and uncertainties continued

The Committee regularly reviews and 
considers the effectiveness of the 
Group’s internal controls, assessing 
risks and mitigation activities, and 
monitoring their potential impact 
on the Group’s strategy and viability. 
This includes assessment of emerging 
risks, particularly as the Group 
expands operationally and 
geographically.

Rob Shuter
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Risk management governance
The Group’s risk management governance 
structure includes the Executive 
Committee and various other risk 
management committees covering each 
of the Group’s Principal Risks. The 
committees have responsibility for:

 – Assessing and understanding the risks 
that may impact our business to ensure 
any new, current or emerging risks 
are managed within the defined risk 
appetite and limits of the business

 – Reviewing changes in the internal 
business and external macro 
environment and responding 
appropriately

 – Driving completion of the actions 
required to improve the mitigation of 
risks and where possible reduce risk 
exposures to target levels

 – Enabling an appropriate risk 
management culture that promotes and 
creates balanced risk-taking behaviour 
and clear accountability

Risk management committees at the 
business unit and Group function level 
undertake risk reviews on a rotational 
basis, receiving reports from subject 
matter specialists and risk owners to 
inform these reviews where appropriate. 

The Executive Committee (from which 
owners are identified as accountable for 
each Principal Risk) undertakes deep-dive 
reviews of each Principal Risk through an 
annual cycle and receives ad-hoc reports 
from the risk management committees 
and Principal Risk owners as required. 
Please refer to the Audit Committee report 
on page 112 to understand how the Audit 
Committee oversees the Group’s 
Principal Risks.

Review of effectiveness
The Board is responsible for determining 
risk appetite and ensuring the 
effectiveness of risk management and 
internal controls across the Group. 

A quarterly update is provided at each 
meeting of the Audit Committee. More 
information about the Audit Committee’s 
process of review and resulting findings 
can be found on pages 112 to 125. During 
2024, enhancements to risk management 
included the strengthening of the 
Sustainability Council; providing 
independent governance and oversight 
from stakeholders across the business; 
ongoing alignment of second line IT 
testing with best practice auditing 
standards; and the continuing roll-out 
of an enhanced Group-wide compliance 
framework to ensure that consistent, 
risk-based controls and governance are 
embedded across all areas of the business 
responsible for external compliance 
obligations. This work forms part of an 

ongoing Compliance Action Plan. To date 
work has been completed to collate a 
register of the Group’s compliance 
obligations, undertake respective risk 
assessments and establish a self-
assessment of the current levels of control 
and governance that support them.

The review of the effectiveness of the 
Company’s risk management and internal 
control systems is undertaken by the Audit 
Committee and reviewed against FRC 
guidance and any significant gaps are 
highlighted to the Board. There were 
no instances in 2024 where management 
identified gaps in risk management or 
internal control that would have had a 
material impact on the Group’s operational 
performance, financial performance or 
results. As such, the Committee was 
satisfied that risk management and 
control systems continue to operate 
effectively in all material respects.

The Committee’s review is supported 
by the quarterly Risk and Control update 
provided by management to the 
Committee. These updates detail any 
material changes in the Group’s Principal 
Risks and the associated controls 
employed to manage them. It also 
summarises the outcome of 
management’s process of self-attestations 
and second line sample testing of key 

internal controls, as well as other 
instances where significant weaknesses 
in internal control have been identified. 
Finally, updates are provided on the 
findings from the internal audit plan, which 
is approved by the Audit Committee for 
each forthcoming year in December, and 
progress on implementing any resulting 
actions is reported to the Committee at 
each subsequent meeting. Taken together, 
the Audit Committee forms a view on the 
overall effectiveness of the systems of 
risk management and internal control. 

The Audit Committee and Board consider 
and challenge on the culture and 
behaviours to risk management which 
are important factors in establishing and 
operating effective response to risks facing 
the Group. This is supported by the 
combination of business-led reviews of risk, 
the contribution of risk committees and the 
use of an external internal audit function 
that evaluates managements approach.

Overall risk profile
Consistent with the prior year, the Group 
continues to recognise nine Principal Risk 
categories which represent inherent risk 
areas with the potential to undermine the 
delivery of our strategy. 

The year-end risk review, as described on 
page 70, took account of changing 
external factors such as the geopolitical 
conflicts in the Middle East and Ukraine, 
political uncertainty and changes in both 
Europe and North America, and ongoing 
regulatory scrutiny in the energy market. 
These factors, and their potential to 
materially alter the Group’s risk exposure, 
have been considered further below.

In the 2023 Annual Report, it was 
concluded that both the political and 
cyber security risks facing the business 
were heightened above their historic 
norms due to the uncertainty posed by 
the 2024 UK and US elections, and the 
fact that geopolitical unrest, mentioned 
above, has been known to increase the 
likelihood of disruption to operational 
activities through cyber attacks. 

Following discussion of various external risk 
factors, in preparing this report, the Board 
has concluded that the Principal Risks have 
not materially changed from the previous 
year. Political and cyber security risks were 
deemed to remain heightened given the 
potential for political uncertainty with 
newly elected UK and US Governments 
and continued geopolitical unrest.

Political risk
Commitment of significant capital to 
execute the Group’s strategy, including 
BECCS at Drax Power Station, will require 
regulatory and government support 
among other things. 

Principal Risks and uncertainties continued

The Committee regularly reviews and 
considers the effectiveness of the 
Group’s internal controls, assessing 
risks and mitigation activities, and 
monitoring their potential impact 
on the Group’s strategy and viability. 
This includes assessment of emerging 
risks, particularly as the Group 
expands operationally and 
geographically.

Rob Shuter
Audit Committee Chair

 You can read more about the 
Audit Committee’s activities 
on pages 112 to 125
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Reviewing the effectiveness of 
the system of risk management 
and internal controls 
The Committee received updates on the 
Group’s risk management and internal 
control environment and reviewed the 
findings of internal audit reports at each 
of its four meetings during 2024. There 
was continued focus on compliance, 
Health, Safety and Environment (HSE), 
and on both political and geopolitical risks, 
reflecting a combination of elections – 
notably in the UK and US – in addition 
to continued instability in certain regions, 
including the Middle East and Ukraine. 

Given the industry in which the business 
operates, the Group is subject to a large 
number of regulations, which are complex, 
broad ranging in nature, and the subject 
of intensifying scrutiny. Management has 
responded to these matters. 

At all four meetings during 2024, the 
Committee considered the robustness 
of the Group’s compliance control 
environment and reviewed progress on 
the programme of work to design and 
implement an updated Group-wide 
Compliance Framework. 

This has included a detailed mapping 
exercise of the Group’s compliance 
obligations. Work will continue into 
2025 to fully embed the framework and 
systemise this as far as possible. The 
Committee agreed that this will help to 
bring consistency to the processes and 
controls we employ, whilst also enabling 
these to be adapted to reflect changes 
in compliance and control requirements. 

In both July and December 2024, the 
Committee considered the political risks 
facing the Group – having noted in the 
2023 Annual report and accounts that 
this was heightened due to UK and US 
elections in 2024. The Committee 
discussed how these may have a bearing 
on differing aspects of the Group’s 
business and challenged management on 
their plans to address the resulting risks 
such as potential political uncertainty and 
the evolving focus on the climate change 
agenda. It was agreed that appropriate 
controls are in place to monitor and report 
on these risks. 

At its December 2024 meeting, the 
Committee recognised that wider 
geopolitical uncertainty remained a matter 
of concern, with the conflicts in Ukraine 
and the Middle East impacting people, 
international relations and trade. Potential 
impacts for the Group included market 
volatility, supply chain disruption, and 
pricing pressures. At the date of 
concluding this report, the Committee was 
satisfied that management had suitably 

considered the respective risks to the 
Group, and that appropriate controls are in 
place to monitor and report on these risks 
internally. It was also assessed that the 
risks were being appropriately reported 
on within the Annual report and accounts. 
For more information Principal Risks and 
Uncertainties on page 70.

At the July 2024 Committee meeting, 
consideration was given to the potential 
impact of the sale of a significant 
proportion of the Group’s small and 
medium-sized enterprise customer meter 
points to EDF Energy, noting that the 
transaction was expected to give rise 
to a significant reduction in headcount 
following a redundancy consultation 
process. Management undertook a review 
of impacted controls to ensure they 
continued to be operated effectively, 
and also considered whether an inherent 
increase in fraud risk required further 
strengthening of controls, for example 
around system access and data filtration. 

The Committee also dedicated time in 
2024 to reviewing the trading and 
commodity risks facing the business, and 
analysed the key commodity movements 
that could have an impact on the Group’s 
operational cash flows. The implications 
of fluctuations in these commodities were 
considered both before and after the 
impact of the Group’s current forward 
hedges, to assess the likely efficacy of the 
mitigations in place. The Committee was 
satisfied that the Group’s approach to 
managing its exposures, as outlined in 
the associated policies and procedures 
and based on the modelling and analysis 
provided by management was an 
appropriate response to the identified 
risks, in line with the Group’s Board-
defined risk appetite. This analysis also 
formed part of the broader viability 
assessment, discussed in more detail 
on page 84. 

The Committee also works with the 
Group’s internal auditor to assess the 
overall system of risk management and 
internal control. 

The annual internal audit plan is designed 
taking account of challenge and feedback 
from the Committee and wider 
management, and focuses on key areas 
of risk for the Group. The appointment of 
an outsourced internal auditor provides 
the Committee with an additional external 
perspective on whether the key controls 
designed to mitigate these risks remain 
effective. Where appropriate, the internal 
auditor provides recommendations to 
improve the systems of risk management 
and internal control. Further detail on the 
role of the internal auditor is provided on 
page 124.

In February 2024, the Committee approved 
a proposal for the Group’s internal auditor 
to perform a one-off implementation 
review of the Group HSE management 
system issued in 2023. This recognised 
the importance of not only maintaining 
a robust set of central Group policies, but 
also ensuring that they are effectively 
embedded within each business unit’s 
operating procedures. The findings arising 
from this review were evaluated by the 
Committee in December 2024, noting that 
central Group HSE documentation was 
found to be up to date and comprehensive, 
but that better accountability, training and 
monitoring of wider implementation were 
required. Gaps were identified in the extent 
to which Group HSE requirements were 
documented within business unit 
procedures. 

Management presented a programme of 
work to address these findings as a matter 
of priority to the Committee in December 
2024. An update was provided by 
management to the Committee in 
February 2025 confirming that 
remediation activity had been undertaken 
for medium and high priority findings. The 
Committee noted the progress made to 
manage the underlying risk, and the timely 
manner in which it had been undertaken, 
and requested further updates associated 
with embedding the changes.

The Committee requested the Group’s 
internal auditor undertake an Operational 
Technology review as part of its 2024 
internal audit plan. This review considered 
the business’s approach to meeting the 
Network and Information Systems 
Enhanced Profile by 2027 which is 
mandatory for operators of essential 
services such as Drax.

Alongside the expert support provided by 
the Group’s internal auditor, management 
is required to perform a regular self-
assessment and review of risk 
management and internal control activities 
covering the Group’s Principal Risks.

Control owners provide an assessment on 
the operation of key controls at least twice 
annually, and report on any gaps or control 
failures identified. These responses are 
then reviewed by the second line Group 
Risk team, and the assessments of control 
operation and effectiveness are 
periodically challenged and validated to 
supporting evidence. The outputs from 
the assessment are reported to the 
Committee at each meeting. At the 
meeting held in December 2024, this 
included communication of the fact that 
incomplete or inaccurate supplier data 
was in some instances delaying due 
diligence procedures. It was agreed that 
resource should be dedicated to remediate 
this control ineffectiveness as a priority.

Audit Committee report continued
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Reviewing the effectiveness of 
the system of risk management 
and internal controls 
The Committee received updates on the 
Group’s risk management and internal 
control environment and reviewed the 
findings of internal audit reports at each 
of its four meetings during 2024. There 
was continued focus on compliance, 
Health, Safety and Environment (HSE), 
and on both political and geopolitical risks, 
reflecting a combination of elections – 
notably in the UK and US – in addition 
to continued instability in certain regions, 
including the Middle East and Ukraine. 

Given the industry in which the business 
operates, the Group is subject to a large 
number of regulations, which are complex, 
broad ranging in nature, and the subject 
of intensifying scrutiny. Management has 
responded to these matters. 

At all four meetings during 2024, the 
Committee considered the robustness 
of the Group’s compliance control 
environment and reviewed progress on 
the programme of work to design and 
implement an updated Group-wide 
Compliance Framework. 

This has included a detailed mapping 
exercise of the Group’s compliance 
obligations. Work will continue into 
2025 to fully embed the framework and 
systemise this as far as possible. The 
Committee agreed that this will help to 
bring consistency to the processes and 
controls we employ, whilst also enabling 
these to be adapted to reflect changes 
in compliance and control requirements. 

In both July and December 2024, the 
Committee considered the political risks 
facing the Group – having noted in the 
2023 Annual report and accounts that 
this was heightened due to UK and US 
elections in 2024. The Committee 
discussed how these may have a bearing 
on differing aspects of the Group’s 
business and challenged management on 
their plans to address the resulting risks 
such as potential political uncertainty and 
the evolving focus on the climate change 
agenda. It was agreed that appropriate 
controls are in place to monitor and report 
on these risks. 

At its December 2024 meeting, the 
Committee recognised that wider 
geopolitical uncertainty remained a matter 
of concern, with the conflicts in Ukraine 
and the Middle East impacting people, 
international relations and trade. Potential 
impacts for the Group included market 
volatility, supply chain disruption, and 
pricing pressures. At the date of 
concluding this report, the Committee was 
satisfied that management had suitably 

considered the respective risks to the 
Group, and that appropriate controls are in 
place to monitor and report on these risks 
internally. It was also assessed that the 
risks were being appropriately reported 
on within the Annual report and accounts. 
For more information Principal Risks and 
Uncertainties on page 70.

At the July 2024 Committee meeting, 
consideration was given to the potential 
impact of the sale of a significant 
proportion of the Group’s small and 
medium-sized enterprise customer meter 
points to EDF Energy, noting that the 
transaction was expected to give rise 
to a significant reduction in headcount 
following a redundancy consultation 
process. Management undertook a review 
of impacted controls to ensure they 
continued to be operated effectively, 
and also considered whether an inherent 
increase in fraud risk required further 
strengthening of controls, for example 
around system access and data filtration. 

The Committee also dedicated time in 
2024 to reviewing the trading and 
commodity risks facing the business, and 
analysed the key commodity movements 
that could have an impact on the Group’s 
operational cash flows. The implications 
of fluctuations in these commodities were 
considered both before and after the 
impact of the Group’s current forward 
hedges, to assess the likely efficacy of the 
mitigations in place. The Committee was 
satisfied that the Group’s approach to 
managing its exposures, as outlined in 
the associated policies and procedures 
and based on the modelling and analysis 
provided by management was an 
appropriate response to the identified 
risks, in line with the Group’s Board-
defined risk appetite. This analysis also 
formed part of the broader viability 
assessment, discussed in more detail 
on page 84. 

The Committee also works with the 
Group’s internal auditor to assess the 
overall system of risk management and 
internal control. 

The annual internal audit plan is designed 
taking account of challenge and feedback 
from the Committee and wider 
management, and focuses on key areas 
of risk for the Group. The appointment of 
an outsourced internal auditor provides 
the Committee with an additional external 
perspective on whether the key controls 
designed to mitigate these risks remain 
effective. Where appropriate, the internal 
auditor provides recommendations to 
improve the systems of risk management 
and internal control. Further detail on the 
role of the internal auditor is provided on 
page 124.

In February 2024, the Committee approved 
a proposal for the Group’s internal auditor 
to perform a one-off implementation 
review of the Group HSE management 
system issued in 2023. This recognised 
the importance of not only maintaining 
a robust set of central Group policies, but 
also ensuring that they are effectively 
embedded within each business unit’s 
operating procedures. The findings arising 
from this review were evaluated by the 
Committee in December 2024, noting that 
central Group HSE documentation was 
found to be up to date and comprehensive, 
but that better accountability, training and 
monitoring of wider implementation were 
required. Gaps were identified in the extent 
to which Group HSE requirements were 
documented within business unit 
procedures. 

Management presented a programme of 
work to address these findings as a matter 
of priority to the Committee in December 
2024. An update was provided by 
management to the Committee in 
February 2025 confirming that 
remediation activity had been undertaken 
for medium and high priority findings. The 
Committee noted the progress made to 
manage the underlying risk, and the timely 
manner in which it had been undertaken, 
and requested further updates associated 
with embedding the changes.

The Committee requested the Group’s 
internal auditor undertake an Operational 
Technology review as part of its 2024 
internal audit plan. This review considered 
the business’s approach to meeting the 
Network and Information Systems 
Enhanced Profile by 2027 which is 
mandatory for operators of essential 
services such as Drax.

Alongside the expert support provided by 
the Group’s internal auditor, management 
is required to perform a regular self-
assessment and review of risk 
management and internal control activities 
covering the Group’s Principal Risks.

Control owners provide an assessment on 
the operation of key controls at least twice 
annually, and report on any gaps or control 
failures identified. These responses are 
then reviewed by the second line Group 
Risk team, and the assessments of control 
operation and effectiveness are 
periodically challenged and validated to 
supporting evidence. The outputs from 
the assessment are reported to the 
Committee at each meeting. At the 
meeting held in December 2024, this 
included communication of the fact that 
incomplete or inaccurate supplier data 
was in some instances delaying due 
diligence procedures. It was agreed that 
resource should be dedicated to remediate 
this control ineffectiveness as a priority.
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The second line review is undertaken in 
the context of broader changes in both 
the underlying risks and the environment 
in which the Group is operating, and 
considers whether prevailing controls 
remain appropriate and sufficient. To 
support this, the Committee annually 
reviews a detailed assurance map for 
the Group, covering each of the Principal 
Risks. The assurance map summarises the 
controls and assurance in place across 
the different lines of defence, as outlined 
on page 71. It also provides management’s 
assessment of whether the level of 
control and assurance is appropriate, and 
highlights ongoing work to address any 
opportunities for enhancement.

Having reviewed the latest assurance map 
at its meeting in December 2024, the 
Committee was satisfied that there were 
no significant gaps in the levels of 
assurance. Progress made during 2024 
included the introduction of a Political 
Engagement Register and respective 
training for those authorised to undertake 
political engagement, enhancing prevailing 
practices and the establishment of a 
framework of key human resources-
related controls for self-assessment and 
verification to supporting evidence.

The Committee considered and approved 
a series of management actions to be 
implemented during 2025, including 
the establishment of Elimini-specific 
governance where it is felt the respective 
Group policies and processes are not 
relevant, and to formalise the Group’s 
compliance governance structure, 
including a dedicated second line function. 
Additional detail on the Group’s Principal 
Risks and key mitigations can be found 
on page 70.

Changes to the Corporate Governance 
Code were announced in 2024, which 
will require Boards to make a declaration 
in relation to the effectiveness of material 
internal controls. This will apply to the 
Group from the financial year beginning 
1 January 2026 onwards. In December 
2024, management presented an updated 
roadmap to the Committee setting out 
the key actions required in advance of 
the first internal control declaration to 
be made in relation to the 2026 year end, 
and a proposed definition of ‘material’ 
to be applied in identifying which controls 
fall into the scope of the declaration. 

The ‘business as usual’ operating model 
for maintaining and governing the Group’s 
framework of material controls beyond 
31 December 2026 was also presented to 
the Committee along with a proposed plan 
of internal and external assurance to be 
obtained over the design and operation 
of the Group’s material controls. 

Progress against this roadmap during 
2024 was discussed with the Committee, 
including the formalisation of a library 
of Entity Level Controls and an initial 
mapping exercise of those controls 
considered to be material to the Group’s 
operations, compliance, and reporting. 
The key milestones to be achieved during 
2025 were also considered by the 
Committee, including an initial dry run of 
assurance intended to support the internal 
control declaration, the development 
of a controls policy, and further training 
of control owners. 

Following its review, the Committee 
approved the proposed materiality 
definition and agreed with management’s 
plans and the proposed levels of 
assurance. It was confirmed that quarterly 
updates would continue to be provided to 
the Committee on the progress made and 
any divergence from the roadmap. 

The Committee routinely considers 
information arising from internal ‘Speak 
Up’ and whistleblowing reports. It 
discusses with management the scope 
of investigations, providing feedback 
and, where relevant, challenge on the 
appropriateness of the steps being taken 
in response. The Committee seeks to 
understand how matters identified in 
incidents inform training for colleagues 
to address findings that effect positive 
change, and how actions by management 
can improve culture within the Group’s 
operations. An explanation of the Group’s 
whistleblowing programme can be found 
on page 53. The Board was also separately 
updated on responses to such reports.

The Committee reviews and discusses 
findings and action points arising from 
each of the internal and external reviews 
that are performed, to assess whether 
improvement plans are suitably robust and 
have appropriate delivery targets. None 
of the findings discussed during 2024 
were considered individually or collectively 
to have materially impacted the financial 
performance, results or operations of 
the business. Taking this into account, 
The Committee was satisfied that the 
overall systems of risk management 
and internal control have continued to 
operate effectively.

Reviewing key judgements and 
financial reporting matters
Explanations of all the Group’s material 
accounting policies, critical accounting 
judgements, areas of significant 
estimation uncertainty and other material 
financial reporting matters are set out in 
the notes to the Consolidated financial 
statements. The Committee reviewed 
these aspects of the Consolidated 

financial statements, with a particular 
focus on the areas it deemed the most 
complex or subjective, as highlighted 
in the table below.

In addition, the Committee considered 
how these matters are disclosed within 
the Annual report and accounts, to ensure 
that appropriate context and explanation 
are provided.

At each of its meetings, the Committee 
receives a Financial Reporting and 
Accounting Update from management, 
covering any key changes in the period, 
as well as emerging issues.

These papers also incorporate any relevant 
updated guidance or clarifications issued 
by bodies such as the Financial Reporting 
Council (FRC) or Financial Conduct 
Authority (FCA), and management’s 
assessment of the impact on the Group 
and the timing of any planned actions in 
response. These updates are discussed 
with the external auditor in advance of 
the Committee meetings, ensuring that 
they have the opportunity to consider 
and provide their own views on the 
matters raised. This includes highlighting 
alternative approaches or accounting 
treatments to assist the Committee 
in its consideration of management’s 
conclusions and proposals.

Changes from the prior year include the 
removal of the Electricity Generator Levy 
(EGL) as an area of significant focus for 
the Audit Committee, with the levy now 
being incorporated into the standard 
running of the Biomass Generation and 
Flexible Generation businesses.

The Committee, as a matter of routine, 
seeks the views of the external auditor 
on the approach being taken by 
management and their responsiveness 
to required standards – whether formal 
or through accepted practice. Such 
discussions also consider the adequacy 
of explanations being provided within the 
Group’s periodic financial reporting. Key 
areas of such assessment can be found on 
page 118 to 122. 
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Governance

The second line review is undertaken in 
the context of broader changes in both 
the underlying risks and the environment 
in which the Group is operating, and 
considers whether prevailing controls 
remain appropriate and sufficient. To 
support this, the Committee annually 
reviews a detailed assurance map for 
the Group, covering each of the Principal 
Risks. The assurance map summarises the 
controls and assurance in place across 
the different lines of defence, as outlined 
on page 71. It also provides management’s 
assessment of whether the level of 
control and assurance is appropriate, and 
highlights ongoing work to address any 
opportunities for enhancement.

Having reviewed the latest assurance map 
at its meeting in December 2024, the 
Committee was satisfied that there were 
no significant gaps in the levels of 
assurance. Progress made during 2024 
included the introduction of a Political 
Engagement Register and respective 
training for those authorised to undertake 
political engagement, enhancing prevailing 
practices and the establishment of a 
framework of key human resources-
related controls for self-assessment and 
verification to supporting evidence.

The Committee considered and approved 
a series of management actions to be 
implemented during 2025, including 
the establishment of Elimini-specific 
governance where it is felt the respective 
Group policies and processes are not 
relevant, and to formalise the Group’s 
compliance governance structure, 
including a dedicated second line function. 
Additional detail on the Group’s Principal 
Risks and key mitigations can be found 
on page 70.

Changes to the Corporate Governance 
Code were announced in 2024, which 
will require Boards to make a declaration 
in relation to the effectiveness of material 
internal controls. This will apply to the 
Group from the financial year beginning 
1 January 2026 onwards. In December 
2024, management presented an updated 
roadmap to the Committee setting out 
the key actions required in advance of 
the first internal control declaration to 
be made in relation to the 2026 year end, 
and a proposed definition of ‘material’ 
to be applied in identifying which controls 
fall into the scope of the declaration. 

The ‘business as usual’ operating model 
for maintaining and governing the Group’s 
framework of material controls beyond 
31 December 2026 was also presented to 
the Committee along with a proposed plan 
of internal and external assurance to be 
obtained over the design and operation 
of the Group’s material controls. 

Progress against this roadmap during 
2024 was discussed with the Committee, 
including the formalisation of a library 
of Entity Level Controls and an initial 
mapping exercise of those controls 
considered to be material to the Group’s 
operations, compliance, and reporting. 
The key milestones to be achieved during 
2025 were also considered by the 
Committee, including an initial dry run of 
assurance intended to support the internal 
control declaration, the development 
of a controls policy, and further training 
of control owners. 

Following its review, the Committee 
approved the proposed materiality 
definition and agreed with management’s 
plans and the proposed levels of 
assurance. It was confirmed that quarterly 
updates would continue to be provided to 
the Committee on the progress made and 
any divergence from the roadmap. 

The Committee routinely considers 
information arising from internal ‘Speak 
Up’ and whistleblowing reports. It 
discusses with management the scope 
of investigations, providing feedback 
and, where relevant, challenge on the 
appropriateness of the steps being taken 
in response. The Committee seeks to 
understand how matters identified in 
incidents inform training for colleagues 
to address findings that effect positive 
change, and how actions by management 
can improve culture within the Group’s 
operations. An explanation of the Group’s 
whistleblowing programme can be found 
on page 53. The Board was also separately 
updated on responses to such reports.

The Committee reviews and discusses 
findings and action points arising from 
each of the internal and external reviews 
that are performed, to assess whether 
improvement plans are suitably robust and 
have appropriate delivery targets. None 
of the findings discussed during 2024 
were considered individually or collectively 
to have materially impacted the financial 
performance, results or operations of 
the business. Taking this into account, 
The Committee was satisfied that the 
overall systems of risk management 
and internal control have continued to 
operate effectively.

Reviewing key judgements and 
financial reporting matters
Explanations of all the Group’s material 
accounting policies, critical accounting 
judgements, areas of significant 
estimation uncertainty and other material 
financial reporting matters are set out in 
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these aspects of the Consolidated 

financial statements, with a particular 
focus on the areas it deemed the most 
complex or subjective, as highlighted 
in the table below.

In addition, the Committee considered 
how these matters are disclosed within 
the Annual report and accounts, to ensure 
that appropriate context and explanation 
are provided.

At each of its meetings, the Committee 
receives a Financial Reporting and 
Accounting Update from management, 
covering any key changes in the period, 
as well as emerging issues.

These papers also incorporate any relevant 
updated guidance or clarifications issued 
by bodies such as the Financial Reporting 
Council (FRC) or Financial Conduct 
Authority (FCA), and management’s 
assessment of the impact on the Group 
and the timing of any planned actions in 
response. These updates are discussed 
with the external auditor in advance of 
the Committee meetings, ensuring that 
they have the opportunity to consider 
and provide their own views on the 
matters raised. This includes highlighting 
alternative approaches or accounting 
treatments to assist the Committee 
in its consideration of management’s 
conclusions and proposals.

Changes from the prior year include the 
removal of the Electricity Generator Levy 
(EGL) as an area of significant focus for 
the Audit Committee, with the levy now 
being incorporated into the standard 
running of the Biomass Generation and 
Flexible Generation businesses.

The Committee, as a matter of routine, 
seeks the views of the external auditor 
on the approach being taken by 
management and their responsiveness 
to required standards – whether formal 
or through accepted practice. Such 
discussions also consider the adequacy 
of explanations being provided within the 
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areas of such assessment can be found on 
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The second line review is undertaken in 
the context of broader changes in both 
the underlying risks and the environment 
in which the Group is operating, and 
considers whether prevailing controls 
remain appropriate and sufficient. To 
support this, the Committee annually 
reviews a detailed assurance map for 
the Group, covering each of the Principal 
Risks. The assurance map summarises the 
controls and assurance in place across 
the different lines of defence, as outlined 
on page 71. It also provides management’s 
assessment of whether the level of 
control and assurance is appropriate, and 
highlights ongoing work to address any 
opportunities for enhancement.

Having reviewed the latest assurance map 
at its meeting in December 2024, the 
Committee was satisfied that there were 
no significant gaps in the levels of 
assurance. Progress made during 2024 
included the introduction of a Political 
Engagement Register and respective 
training for those authorised to undertake 
political engagement, enhancing prevailing 
practices and the establishment of a 
framework of key human resources-
related controls for self-assessment and 
verification to supporting evidence.

The Committee considered and approved 
a series of management actions to be 
implemented during 2025, including 
the establishment of Elimini-specific 
governance where it is felt the respective 
Group policies and processes are not 
relevant, and to formalise the Group’s 
compliance governance structure, 
including a dedicated second line function. 
Additional detail on the Group’s Principal 
Risks and key mitigations can be found 
on page 70.

Changes to the Corporate Governance 
Code were announced in 2024, which 
will require Boards to make a declaration 
in relation to the effectiveness of material 
internal controls. This will apply to the 
Group from the financial year beginning 
1 January 2026 onwards. In December 
2024, management presented an updated 
roadmap to the Committee setting out 
the key actions required in advance of 
the first internal control declaration to 
be made in relation to the 2026 year end, 
and a proposed definition of ‘material’ 
to be applied in identifying which controls 
fall into the scope of the declaration. 

The ‘business as usual’ operating model 
for maintaining and governing the Group’s 
framework of material controls beyond 
31 December 2026 was also presented to 
the Committee along with a proposed plan 
of internal and external assurance to be 
obtained over the design and operation 
of the Group’s material controls. 

Progress against this roadmap during 
2024 was discussed with the Committee, 
including the formalisation of a library 
of Entity Level Controls and an initial 
mapping exercise of those controls 
considered to be material to the Group’s 
operations, compliance, and reporting. 
The key milestones to be achieved during 
2025 were also considered by the 
Committee, including an initial dry run of 
assurance intended to support the internal 
control declaration, the development 
of a controls policy, and further training 
of control owners. 

Following its review, the Committee 
approved the proposed materiality 
definition and agreed with management’s 
plans and the proposed levels of 
assurance. It was confirmed that quarterly 
updates would continue to be provided to 
the Committee on the progress made and 
any divergence from the roadmap. 

The Committee routinely considers 
information arising from internal ‘Speak 
Up’ and whistleblowing reports. It 
discusses with management the scope 
of investigations, providing feedback 
and, where relevant, challenge on the 
appropriateness of the steps being taken 
in response. The Committee seeks to 
understand how matters identified in 
incidents inform training for colleagues 
to address findings that effect positive 
change, and how actions by management 
can improve culture within the Group’s 
operations. An explanation of the Group’s 
whistleblowing programme can be found 
on page 53. The Board was also separately 
updated on responses to such reports.

The Committee reviews and discusses 
findings and action points arising from 
each of the internal and external reviews 
that are performed, to assess whether 
improvement plans are suitably robust and 
have appropriate delivery targets. None 
of the findings discussed during 2024 
were considered individually or collectively 
to have materially impacted the financial 
performance, results or operations of 
the business. Taking this into account, 
The Committee was satisfied that the 
overall systems of risk management 
and internal control have continued to 
operate effectively.

Reviewing key judgements and 
financial reporting matters
Explanations of all the Group’s material 
accounting policies, critical accounting 
judgements, areas of significant 
estimation uncertainty and other material 
financial reporting matters are set out in 
the notes to the Consolidated financial 
statements. The Committee reviewed 
these aspects of the Consolidated 

financial statements, with a particular 
focus on the areas it deemed the most 
complex or subjective, as highlighted 
in the table below.

In addition, the Committee considered 
how these matters are disclosed within 
the Annual report and accounts, to ensure 
that appropriate context and explanation 
are provided.

At each of its meetings, the Committee 
receives a Financial Reporting and 
Accounting Update from management, 
covering any key changes in the period, 
as well as emerging issues.

These papers also incorporate any relevant 
updated guidance or clarifications issued 
by bodies such as the Financial Reporting 
Council (FRC) or Financial Conduct 
Authority (FCA), and management’s 
assessment of the impact on the Group 
and the timing of any planned actions in 
response. These updates are discussed 
with the external auditor in advance of 
the Committee meetings, ensuring that 
they have the opportunity to consider 
and provide their own views on the 
matters raised. This includes highlighting 
alternative approaches or accounting 
treatments to assist the Committee 
in its consideration of management’s 
conclusions and proposals.

Changes from the prior year include the 
removal of the Electricity Generator Levy 
(EGL) as an area of significant focus for 
the Audit Committee, with the levy now 
being incorporated into the standard 
running of the Biomass Generation and 
Flexible Generation businesses.

The Committee, as a matter of routine, 
seeks the views of the external auditor 
on the approach being taken by 
management and their responsiveness 
to required standards – whether formal 
or through accepted practice. Such 
discussions also consider the adequacy 
of explanations being provided within the 
Group’s periodic financial reporting. Key 
areas of such assessment can be found on 
page 118 to 122. 
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The second line review is undertaken in 
the context of broader changes in both 
the underlying risks and the environment 
in which the Group is operating, and 
considers whether prevailing controls 
remain appropriate and sufficient. To 
support this, the Committee annually 
reviews a detailed assurance map for 
the Group, covering each of the Principal 
Risks. The assurance map summarises the 
controls and assurance in place across 
the different lines of defence, as outlined 
on page 71. It also provides management’s 
assessment of whether the level of 
control and assurance is appropriate, and 
highlights ongoing work to address any 
opportunities for enhancement.

Having reviewed the latest assurance map 
at its meeting in December 2024, the 
Committee was satisfied that there were 
no significant gaps in the levels of 
assurance. Progress made during 2024 
included the introduction of a Political 
Engagement Register and respective 
training for those authorised to undertake 
political engagement, enhancing prevailing 
practices and the establishment of a 
framework of key human resources-
related controls for self-assessment and 
verification to supporting evidence.

The Committee considered and approved 
a series of management actions to be 
implemented during 2025, including 
the establishment of Elimini-specific 
governance where it is felt the respective 
Group policies and processes are not 
relevant, and to formalise the Group’s 
compliance governance structure, 
including a dedicated second line function. 
Additional detail on the Group’s Principal 
Risks and key mitigations can be found 
on page 70.

Changes to the Corporate Governance 
Code were announced in 2024, which 
will require Boards to make a declaration 
in relation to the effectiveness of material 
internal controls. This will apply to the 
Group from the financial year beginning 
1 January 2026 onwards. In December 
2024, management presented an updated 
roadmap to the Committee setting out 
the key actions required in advance of 
the first internal control declaration to 
be made in relation to the 2026 year end, 
and a proposed definition of ‘material’ 
to be applied in identifying which controls 
fall into the scope of the declaration. 

The ‘business as usual’ operating model 
for maintaining and governing the Group’s 
framework of material controls beyond 
31 December 2026 was also presented to 
the Committee along with a proposed plan 
of internal and external assurance to be 
obtained over the design and operation 
of the Group’s material controls. 

Progress against this roadmap during 
2024 was discussed with the Committee, 
including the formalisation of a library 
of Entity Level Controls and an initial 
mapping exercise of those controls 
considered to be material to the Group’s 
operations, compliance, and reporting. 
The key milestones to be achieved during 
2025 were also considered by the 
Committee, including an initial dry run of 
assurance intended to support the internal 
control declaration, the development 
of a controls policy, and further training 
of control owners. 

Following its review, the Committee 
approved the proposed materiality 
definition and agreed with management’s 
plans and the proposed levels of 
assurance. It was confirmed that quarterly 
updates would continue to be provided to 
the Committee on the progress made and 
any divergence from the roadmap. 

The Committee routinely considers 
information arising from internal ‘Speak 
Up’ and whistleblowing reports. It 
discusses with management the scope 
of investigations, providing feedback 
and, where relevant, challenge on the 
appropriateness of the steps being taken 
in response. The Committee seeks to 
understand how matters identified in 
incidents inform training for colleagues 
to address findings that effect positive 
change, and how actions by management 
can improve culture within the Group’s 
operations. An explanation of the Group’s 
whistleblowing programme can be found 
on page 53. The Board was also separately 
updated on responses to such reports.

The Committee reviews and discusses 
findings and action points arising from 
each of the internal and external reviews 
that are performed, to assess whether 
improvement plans are suitably robust and 
have appropriate delivery targets. None 
of the findings discussed during 2024 
were considered individually or collectively 
to have materially impacted the financial 
performance, results or operations of 
the business. Taking this into account, 
The Committee was satisfied that the 
overall systems of risk management 
and internal control have continued to 
operate effectively.

Reviewing key judgements and 
financial reporting matters
Explanations of all the Group’s material 
accounting policies, critical accounting 
judgements, areas of significant 
estimation uncertainty and other material 
financial reporting matters are set out in 
the notes to the Consolidated financial 
statements. The Committee reviewed 
these aspects of the Consolidated 

financial statements, with a particular 
focus on the areas it deemed the most 
complex or subjective, as highlighted 
in the table below.

In addition, the Committee considered 
how these matters are disclosed within 
the Annual report and accounts, to ensure 
that appropriate context and explanation 
are provided.

At each of its meetings, the Committee 
receives a Financial Reporting and 
Accounting Update from management, 
covering any key changes in the period, 
as well as emerging issues.

These papers also incorporate any relevant 
updated guidance or clarifications issued 
by bodies such as the Financial Reporting 
Council (FRC) or Financial Conduct 
Authority (FCA), and management’s 
assessment of the impact on the Group 
and the timing of any planned actions in 
response. These updates are discussed 
with the external auditor in advance of 
the Committee meetings, ensuring that 
they have the opportunity to consider 
and provide their own views on the 
matters raised. This includes highlighting 
alternative approaches or accounting 
treatments to assist the Committee 
in its consideration of management’s 
conclusions and proposals.

Changes from the prior year include the 
removal of the Electricity Generator Levy 
(EGL) as an area of significant focus for 
the Audit Committee, with the levy now 
being incorporated into the standard 
running of the Biomass Generation and 
Flexible Generation businesses.

The Committee, as a matter of routine, 
seeks the views of the external auditor 
on the approach being taken by 
management and their responsiveness 
to required standards – whether formal 
or through accepted practice. Such 
discussions also consider the adequacy 
of explanations being provided within the 
Group’s periodic financial reporting. Key 
areas of such assessment can be found on 
page 118 to 122. 
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The second line review is undertaken in 
the context of broader changes in both 
the underlying risks and the environment 
in which the Group is operating, and 
considers whether prevailing controls 
remain appropriate and sufficient. To 
support this, the Committee annually 
reviews a detailed assurance map for 
the Group, covering each of the Principal 
Risks. The assurance map summarises the 
controls and assurance in place across 
the different lines of defence, as outlined 
on page 71. It also provides management’s 
assessment of whether the level of 
control and assurance is appropriate, and 
highlights ongoing work to address any 
opportunities for enhancement.

Having reviewed the latest assurance map 
at its meeting in December 2024, the 
Committee was satisfied that there were 
no significant gaps in the levels of 
assurance. Progress made during 2024 
included the introduction of a Political 
Engagement Register and respective 
training for those authorised to undertake 
political engagement, enhancing prevailing 
practices and the establishment of a 
framework of key human resources-
related controls for self-assessment and 
verification to supporting evidence.

The Committee considered and approved 
a series of management actions to be 
implemented during 2025, including 
the establishment of Elimini-specific 
governance where it is felt the respective 
Group policies and processes are not 
relevant, and to formalise the Group’s 
compliance governance structure, 
including a dedicated second line function. 
Additional detail on the Group’s Principal 
Risks and key mitigations can be found 
on page 70.

Changes to the Corporate Governance 
Code were announced in 2024, which 
will require Boards to make a declaration 
in relation to the effectiveness of material 
internal controls. This will apply to the 
Group from the financial year beginning 
1 January 2026 onwards. In December 
2024, management presented an updated 
roadmap to the Committee setting out 
the key actions required in advance of 
the first internal control declaration to 
be made in relation to the 2026 year end, 
and a proposed definition of ‘material’ 
to be applied in identifying which controls 
fall into the scope of the declaration. 

The ‘business as usual’ operating model 
for maintaining and governing the Group’s 
framework of material controls beyond 
31 December 2026 was also presented to 
the Committee along with a proposed plan 
of internal and external assurance to be 
obtained over the design and operation 
of the Group’s material controls. 

Progress against this roadmap during 
2024 was discussed with the Committee, 
including the formalisation of a library 
of Entity Level Controls and an initial 
mapping exercise of those controls 
considered to be material to the Group’s 
operations, compliance, and reporting. 
The key milestones to be achieved during 
2025 were also considered by the 
Committee, including an initial dry run of 
assurance intended to support the internal 
control declaration, the development 
of a controls policy, and further training 
of control owners. 

Following its review, the Committee 
approved the proposed materiality 
definition and agreed with management’s 
plans and the proposed levels of 
assurance. It was confirmed that quarterly 
updates would continue to be provided to 
the Committee on the progress made and 
any divergence from the roadmap. 

The Committee routinely considers 
information arising from internal ‘Speak 
Up’ and whistleblowing reports. It 
discusses with management the scope 
of investigations, providing feedback 
and, where relevant, challenge on the 
appropriateness of the steps being taken 
in response. The Committee seeks to 
understand how matters identified in 
incidents inform training for colleagues 
to address findings that effect positive 
change, and how actions by management 
can improve culture within the Group’s 
operations. An explanation of the Group’s 
whistleblowing programme can be found 
on page 53. The Board was also separately 
updated on responses to such reports.

The Committee reviews and discusses 
findings and action points arising from 
each of the internal and external reviews 
that are performed, to assess whether 
improvement plans are suitably robust and 
have appropriate delivery targets. None 
of the findings discussed during 2024 
were considered individually or collectively 
to have materially impacted the financial 
performance, results or operations of 
the business. Taking this into account, 
The Committee was satisfied that the 
overall systems of risk management 
and internal control have continued to 
operate effectively.

Reviewing key judgements and 
financial reporting matters
Explanations of all the Group’s material 
accounting policies, critical accounting 
judgements, areas of significant 
estimation uncertainty and other material 
financial reporting matters are set out in 
the notes to the Consolidated financial 
statements. The Committee reviewed 
these aspects of the Consolidated 

financial statements, with a particular 
focus on the areas it deemed the most 
complex or subjective, as highlighted 
in the table below.

In addition, the Committee considered 
how these matters are disclosed within 
the Annual report and accounts, to ensure 
that appropriate context and explanation 
are provided.

At each of its meetings, the Committee 
receives a Financial Reporting and 
Accounting Update from management, 
covering any key changes in the period, 
as well as emerging issues.

These papers also incorporate any relevant 
updated guidance or clarifications issued 
by bodies such as the Financial Reporting 
Council (FRC) or Financial Conduct 
Authority (FCA), and management’s 
assessment of the impact on the Group 
and the timing of any planned actions in 
response. These updates are discussed 
with the external auditor in advance of 
the Committee meetings, ensuring that 
they have the opportunity to consider 
and provide their own views on the 
matters raised. This includes highlighting 
alternative approaches or accounting 
treatments to assist the Committee 
in its consideration of management’s 
conclusions and proposals.

Changes from the prior year include the 
removal of the Electricity Generator Levy 
(EGL) as an area of significant focus for 
the Audit Committee, with the levy now 
being incorporated into the standard 
running of the Biomass Generation and 
Flexible Generation businesses.

The Committee, as a matter of routine, 
seeks the views of the external auditor 
on the approach being taken by 
management and their responsiveness 
to required standards – whether formal 
or through accepted practice. Such 
discussions also consider the adequacy 
of explanations being provided within the 
Group’s periodic financial reporting. Key 
areas of such assessment can be found on 
page 118 to 122. 
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Figure 10

Principal Risks

OUR FRAMEWORK
AND PROCESS

Risk Management Process
Our Risk Management Framework (‘RMF’) sets the foundations 
and arrangements for risk management across JD Sports Fashion 
Plc. The purpose of the framework is to assist the Board in 
executing the Group strategy by providing a standard approach 
and process for the management of risk. By clearly defining the 
Group approach to risk, it allows us to have a common language 
and set of standards to be applied, providing clarity in the 
information used for decision making. A common risk language 
means that management can more easily consider risk priorities 
across all divisions, fascias and processes, and thus can act on 
areas of greatest importance to the Group.  

The RMF contains nine risk appetite statements which underpin 
our Key Risk Areas (‘KRAs’). Each statement defines the level of 
risk which the Group is willing to accept in normal business 
operations, before taking additional action. Depending on our risk 
appetite, we either mitigate, accept, or take action to reduce. The 
Board is responsible for refreshing these statements on an annual 
basis and aligning with the Board’s commitment to manage risk 
effectively. Further, the Board sees the value in a connected 
and embedded process where risks and opportunities are 
considered when making decisions to meet strategic objectives.

Key Risk Areas
During the year, the Plc Board and Audit & Risk Committee 
reviewed the KRAs for the Group. These are determined 
by reference to the sector and markets we operate in, our 
overall business model and our strategic aims. The nine 
KRAs below drive the overall structure of risk identification, 
assessment and management. Each KRA has an Executive owner, 
who has day-to-day responsibility for managing risks within 
the defined risk appetite, agreeing controls and mitigations, 
and Key Risk Indicators (‘KRIs’) to support monitoring and 
reporting. During the year, responsibility for merchandising 
has moved from Logistics to Retail Operations to better align 
with the Executive structure.

Key Risk Areas

1 Strategic 2 Logistics 3 Retail 
Operations

4 Technology 5 Legal &
Regulatory 6 Financial

7 People 8 ESG & 
Sustainability 9 Property

Risk Management and Internal Controls
The Board, in conjunction with the Audit & Risk Committee, has 
full responsibility for monitoring the effectiveness of the Group’s 
system of risk management and the supporting system of internal 
controls. Executive Directors and Senior Management, as part of 
the Executive Risk Committee, are tasked with managing risk on 
a day-to-day basis. Additionally, the Board operates the following 
features of risk management and internal controls:

– A well-defined organisational structure with clear roles and 
responsibilities.

– Ongoing roll-out of an Entity Levels Controls Framework, 
including a suite of policies and procedures. These are designed 
to communicate expectations and set standards in key areas 
such as Health & Safety, Information Security, Whistleblowing, 
Bribery Law and Competition law.

– Identification and monitoring of the business risks facing the 
Group, including: consideration of assurance sources and 
controls; and further assurance work as necessary, including 
investing in teams which focus on internal control, risk-based 
assurance and profit and asset protection.

– Detailed appraisal and authorisation procedures for 
commitments and investment, which are documented in the 
Matters Reserved for the Board, Delegated Levels of Authority 
document, and the Group’s Contract Authorisation Policy.

– Preparation of monthly management accounts providing 
relevant, reliable and up-to-date information. These allow 
for comparison with budget and prior year results. Significant 
variances from approved budgets are investigated 
as appropriate.
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Principal Risks

OUR FRAMEWORK
AND PROCESS

Risk Management Process
Our Risk Management Framework (‘RMF’) sets the foundations 
and arrangements for risk management across JD Sports Fashion 
Plc. The purpose of the framework is to assist the Board in 
executing the Group strategy by providing a standard approach 
and process for the management of risk. By clearly defining the 
Group approach to risk, it allows us to have a common language 
and set of standards to be applied, providing clarity in the 
information used for decision making. A common risk language 
means that management can more easily consider risk priorities 
across all divisions, fascias and processes, and thus can act on 
areas of greatest importance to the Group.  

The RMF contains nine risk appetite statements which underpin 
our Key Risk Areas (‘KRAs’). Each statement defines the level of 
risk which the Group is willing to accept in normal business 
operations, before taking additional action. Depending on our risk 
appetite, we either mitigate, accept, or take action to reduce. The 
Board is responsible for refreshing these statements on an annual 
basis and aligning with the Board’s commitment to manage risk 
effectively. Further, the Board sees the value in a connected 
and embedded process where risks and opportunities are 
considered when making decisions to meet strategic objectives.

Key Risk Areas
During the year, the Plc Board and Audit & Risk Committee 
reviewed the KRAs for the Group. These are determined 
by reference to the sector and markets we operate in, our 
overall business model and our strategic aims. The nine 
KRAs below drive the overall structure of risk identification, 
assessment and management. Each KRA has an Executive owner, 
who has day-to-day responsibility for managing risks within 
the defined risk appetite, agreeing controls and mitigations, 
and Key Risk Indicators (‘KRIs’) to support monitoring and 
reporting. During the year, responsibility for merchandising 
has moved from Logistics to Retail Operations to better align 
with the Executive structure.

Key Risk Areas

1 Strategic 2 Logistics 3 Retail 
Operations

4 Technology 5 Legal &
Regulatory 6 Financial

7 People 8 ESG & 
Sustainability 9 Property

Risk Management and Internal Controls
The Board, in conjunction with the Audit & Risk Committee, has 
full responsibility for monitoring the effectiveness of the Group’s 
system of risk management and the supporting system of internal 
controls. Executive Directors and Senior Management, as part of 
the Executive Risk Committee, are tasked with managing risk on 
a day-to-day basis. Additionally, the Board operates the following 
features of risk management and internal controls:

– A well-defined organisational structure with clear roles and 
responsibilities.

– Ongoing roll-out of an Entity Levels Controls Framework, 
including a suite of policies and procedures. These are designed 
to communicate expectations and set standards in key areas 
such as Health & Safety, Information Security, Whistleblowing, 
Bribery Law and Competition law.

– Identification and monitoring of the business risks facing the 
Group, including: consideration of assurance sources and 
controls; and further assurance work as necessary, including 
investing in teams which focus on internal control, risk-based 
assurance and profit and asset protection.

– Detailed appraisal and authorisation procedures for 
commitments and investment, which are documented in the 
Matters Reserved for the Board, Delegated Levels of Authority 
document, and the Group’s Contract Authorisation Policy.

– Preparation of monthly management accounts providing 
relevant, reliable and up-to-date information. These allow 
for comparison with budget and prior year results. Significant 
variances from approved budgets are investigated 
as appropriate.
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– Preparation of annual budgets allowing management to 
monitor business activities, major risks and the progress 
towards financial objectives in the short and medium term.

– Monitoring of store procedures and the reporting 
and investigation of suspected fraudulent activities.

– Reconciliation and checking of all cash and stock balances 
and investigation of any material differences. The Board 
continues to review opportunities to develop, strengthen 
and optimise the effectiveness of these systems.

An experienced Group Head of Assurance has overseen both 
Internal Audit and Enterprise Risk Management capability during 
the year. Moving forward, we are separating the risk management 
function in line with a traditional three lines of defence model. An  
experienced Head of Risk will join the Group in Q2. The Board, via 
the Audit & Risk Committee has approved the RMF. As part of this 
framework, a quarterly Executive Risk Committee reviews and 
acts upon risk information.

The RMF provides a standardised basis for identifying, assessing 
and managing enterprise level risks. It also contains risk appetite 
statements which have been approved by the Board and are 
referenced within each KRA in further detail from page 46. 
These statements underpin the Board’s commitment 
to managing risk effectively. 

Continuous Improvement
The Group Risk team regularly consider the appropriateness of the  
RMF against best practice risk management standards and via 
active participation in external risk industry groups. Any proposed 
changes to the framework are presented to the Executive Risk 
Committee and Audit & Risk Committee for approval. 

During the year, we have introduced a rolling programme of deep 
dives into risk topics at both the Executive Risk Committee and 
Audit and Risk Committee. At these sessions, the risk owners 
present to the governance forums on current and emerging threats, 
and activities taken to mitigate potential risks. During the year, 
Cyber and Data Protection risks have been considered in detail.

During the year, we have started the process to roll out the RMF 
to the wider business via a series of divisional risk workshops. 
These workshops are refining our view of risk and in time, we 
expect a similar routine of risk reviews and KRI reporting that we 
have now established at the Group level to operate divisionally.

Internal Controls Programme
Our internal controls programme continues to progress, with a 
near-term focus on internal controls over financial reporting and 
IT controls. Our programme of work will also include planning 
assessment and reporting on Material Controls, as required by 
the updated Corporate Governance Code on Provision 29. 
Work of the Internal Controls team currently extends to 
the following:

– Group-wide internal controls over the financial reporting 
framework: Ensuring consistency, accuracy, and reliability 
in financial reporting across the organisation.

– Entity-level controls aligned to the COSO framework: 
These controls are being enhanced to ensure robustness 
and consistency of control across the Group.

– Assessment of the risk of material fraud: identifying potential 
sources of material fraud and confirming the presence of 
effective controls. 

– Future developments in internal controls: identifying and 
evaluating material controls over reporting, operational and 
compliance risks to align with Provision 29.

The Board continues to support the development of 
Risk Management and Internal Control activities, in line with 
Group-wide improvement plans, as previously reported.

Refer to the Audit & Risk Committee Report on page 106 
for the assessment of the effectiveness of internal controls.

Assessment of Principal and Emerging Risks and Uncertainties
A key part of our Risk Management approach is to continuously 
identify and assess any emerging risks which have the potential to 
impact the Group’s strategic aims. The Executive Risk Committee 
and the Board, via the Audit & Risk Committee regularly consider 
any emerging risks. A formal horizon scanning exercise was 
completed post year end, considering the Company’s emerging 
risks on a three year horizon. The following risks are areas of focus 
for the Committee moving forwards: 

– US Fascia strategy following the acquisition of Hibbett Inc, and 
the renewed importance of the US market to the Group and how 
this will be supported by distribution centre optimisation and 
improvements.

– The potential for future shifts in consumer behaviour and 
macro trends, alongside a change in population demographics. 
We mitigate this via our Buying and Merchandising lifecycle, and 
the wide range of brands and products that we retail. 

– Over the coming years there is the potential for competitor 
consolidation. The Group maintains excellent relationships with 
our key Brand Partners, and our purchasing power remains high. 
Our diversified and extensive store portfolio means we can 
negotiate with landlords from a position of strength. Our digital 
offering and overall social engagement continue to be attractive 
to our target audience. 

– The recent announcements in respect of tariffs continue to evolve 
and the Group is monitoring the position carefully. While the full 
impact to the Group, and in particular our US businesses, is difficult 
to accurately quantify, elevated tariffs are likely to impact the Group 
in three areas. The first area is the macro impact on the economy 
and consumer habits. This is being monitored, but in the short term, 
it is likely that the cost of goods and services for US customers will 
rise to some degree, with a potential impact on overall consumer 
demand and we consider this has the potential to have the 
largest impact on the Group. The second area relates to our brand 
partners who produce a large proportion of their products in 
Asia. We are working closely with our Brand partners as they 
determine the impact on their supply chain. While we expect 
actions to be taken to mitigate the impact of increased tariffs 
across the supply chain, there is likely to be some upward pressure 
on retail pricing. Finally, our own brand and licensed goods 
products, representing less than 10% of our total sales, and the 
purchase of goods and services not for resale such as store 
fixtures and fittings.  We source from a wide range of countries, 
and we have modelled the potential impact of tariffs. The impact 
on the Group is not considered material and we are acting to 
build on work we have already started to further diversify the range 
of countries from which we source own label and licensed product.

– The emerging use of "Artificial Intelligence" (AI) technologies, 
including: how this increases the frequency or complexity of 
cyber-attacks; maintaining compliance with new AI legislation; 
and reputational damage from the failure to be transparent in 
how we use AI. We have a new strategy in place for AI and will 
be closely monitoring compliance with emerging AI legislation. 
Our cyber posture continues to mature, and this is an area of 
significant focus and investment for the Group.

Each of the principal risks is owned by a member of the Executive 
team, and is subject to a review on a quarterly basis at the 
Executive Risk Committee. Each risk is managed against the 
defined risk appetite statement, as a mechanism for making 
decisions on how risks are managed within the business and the 
actions required to mitigate them. At least once a year, the Plc 
Board, supported by the Audit & Risk Committee, assesses how 
effectively the Group manages principal risks in line with any 
supporting mitigation action plans.

The Directors confirm that, during the financial period, there has 
been a robust assessment of the principal risks and uncertainties 
facing the Group, including any emerging risks, and those that 
would threaten its business model, future performance, solvency 
or liquidity. The principal risk areas remain broadly consistent with 
those reported in the prior period.
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Audit & Risk Committee Report 

Helen Ashton
Chair of the Audit & Risk Committee

Audit & Risk Committee members as at 1 February 2025 Meetings attended

Helen Ashton 6/6

Ian Dyson 6/6

Darren Shapland 6/6

Kath Smith 6/6

The last 12 months have seen continued progress in 
improving the Group’s governance position under the 
stewardship of the Audit & Risk Committee.

Although we are only part way through a multi-year journey, 
we are encouraged by the ever evolving quality and 
commitment of the JD team which is leading the programme 
to deliver a control and risk environment that is appropriate 
and proportionate for the Group.

The FY26 priority areas for the Audit & Risk Committee are:

– preparing for enhanced disclosures under Provision 29;
– preparing for assurance of Corporate Sustainability 

Reporting Directive (‘CSRD’) metrics;

– continued oversight of the Finance Transformation 
programme focused on enhancing capability, systems 
and processes;

– embedding the Group Risk Management Framework 
including deep dives of the Group’s key risks;

– continued build out of the Group Internal Audit function 
coupled with embedding the Group’s three lines of 
defence; and

– oversight of the IT General Controls (‘ITGC’) programme.

Role of the Committee
The Committee’s main responsibilities include: 

– monitoring the Group’s financial reporting process and the 
integrity of the financial statements, and any significant financial 
reporting judgements; 

– reviewing and challenging the adequacy and effectiveness 
of the Group’s internal financial controls (that is, the systems 
established to identify, assess, manage and monitor 
financial risks);

– monitoring the effectiveness of the Group’s internal control and 
risk management system and, where applicable, Internal Audit; 

– reviewing the objectivity and effectiveness of the audit process 
and reviewing the scope of the audit and non-audit work 
undertaken by the External Auditor;

– evaluating and challenging the External Auditor’s role, work 
and effectiveness; 

– monitoring the work of the Internal Audit function, including 
reviewing the planned activities and receiving reports from 
the Group Head of Assurance; 

– overseeing compliance with applicable legal and regulatory 
requirements, including monitoring ethics and compliance risks;

– monitoring the assurance of the annual and consolidated 
sustainability reporting, where applicable; and,

– monitoring the financial and, where applicable, sustainability 
reporting process. 

The Committee’s duties and responsibilities are set out in its 
Terms of Reference, which are reviewed annually. These are 
available on the Group’s website.

Membership
The Committee is made up of a minimum of three members. 
All members should be Independent Non-Executive Directors 
of the Company. The Chair of the Board is not permitted to be 
a member of the Committee but may attend its meetings by 
invitation. For the purposes of the UK Corporate Governance 
Code 2018 (the ‘Code’), the Chair of the Committee, Helen Ashton, 
qualifies as a person with recent and relevant financial experience. 
The Committee as a whole has deep competence relevant to the 
sectors in which the Group operates. 

Full details of the skills and experience of the Committee members 
can be found on pages 90 to 91.

Meetings
The Committee meets at least three times a year, to coincide with 
key dates in the financial reporting and audit cycle, and otherwise 
as the Chair requires. To enable it to carry out its responsibilities, 
the Committee has an annual rolling agenda, which is maintained 
by the Company Secretary, and regularly reviewed in conjunction 
with the Chair of the Committee. This ensures that the agenda for 
each meeting aligns with both the financial reporting and audit 
cycle, as well as particular matters arising throughout the year 
considered appropriate by the Committee for its scrutiny. 
The Company Secretary also maintains a tracker of actions 
arising from meetings. At the next scheduled Board meeting, 
the Chair of the Committee reports formally to the Board on the 
proceedings of the Committee, including how it has discharged 
its responsibilities. The Committee held six scheduled meetings 
during FY25 and the above table provides details of each 
members’ attendance at those meetings.

At the invitation of the Chair of the Committee, other regular 
attendees, who can withdraw as necessary, joined some or all 
of the meetings: these included the External Auditor, the Chair of 
the Board, the Chief Executive Officer, the Chief Financial Officer, 
the Group Finance Director, the General Counsel & Company 
Secretary, the Group Head of Assurance, the Chief Technology 
Officer and the Deputy Company Secretary. The Committee held 
regular private meetings with the External Auditor and the Group 
Head of Assurance during the year.

Committee Evaluation
During the course of the year, an internal Board evaluation 
was conducted. Further detail on this can be found on page 103. 
The effectiveness of the Committee was assessed as part 
of this evaluation and was found to be operating effectively.

Strategic 
Report

Governance 
Report

Financial 
Statements

Group 
Information

JD Sports Fashion Plc
Annual Report & Accounts 2025 106Strategic  

Report
Governance  
Report

Financial  
Statements

Group  
Information

JD Sports Fashion Plc
Annual Report & Accounts 2025 106

Audit & Risk Committee Report 

Helen Ashton
Chair of the Audit & Risk Committee

Audit & Risk Committee members as at 1 February 2025 Meetings attended

Helen Ashton 6/6

Ian Dyson 6/6

Darren Shapland 6/6

Kath Smith 6/6

The last 12 months have seen continued progress in 
improving the Group’s governance position under the 
stewardship of the Audit & Risk Committee.

Although we are only part way through a multi-year journey, 
we are encouraged by the ever evolving quality and 
commitment of the JD team which is leading the programme 
to deliver a control and risk environment that is appropriate 
and proportionate for the Group.

The FY26 priority areas for the Audit & Risk Committee are:

– preparing for enhanced disclosures under Provision 29;
– preparing for assurance of Corporate Sustainability 

Reporting Directive (‘CSRD’) metrics;

– continued oversight of the Finance Transformation 
programme focused on enhancing capability, systems 
and processes;

– embedding the Group Risk Management Framework 
including deep dives of the Group’s key risks;

– continued build out of the Group Internal Audit function 
coupled with embedding the Group’s three lines of 
defence; and

– oversight of the IT General Controls (‘ITGC’) programme.

Role of the Committee
The Committee’s main responsibilities include: 

– monitoring the Group’s financial reporting process and the 
integrity of the financial statements, and any significant financial 
reporting judgements; 

– reviewing and challenging the adequacy and effectiveness 
of the Group’s internal financial controls (that is, the systems 
established to identify, assess, manage and monitor 
financial risks);

– monitoring the effectiveness of the Group’s internal control and 
risk management system and, where applicable, Internal Audit; 

– reviewing the objectivity and effectiveness of the audit process 
and reviewing the scope of the audit and non-audit work 
undertaken by the External Auditor;

– evaluating and challenging the External Auditor’s role, work 
and effectiveness; 

– monitoring the work of the Internal Audit function, including 
reviewing the planned activities and receiving reports from 
the Group Head of Assurance; 

– overseeing compliance with applicable legal and regulatory 
requirements, including monitoring ethics and compliance risks;

– monitoring the assurance of the annual and consolidated 
sustainability reporting, where applicable; and,

– monitoring the financial and, where applicable, sustainability 
reporting process. 

The Committee’s duties and responsibilities are set out in its 
Terms of Reference, which are reviewed annually. These are 
available on the Group’s website.

Membership
The Committee is made up of a minimum of three members. 
All members should be Independent Non-Executive Directors 
of the Company. The Chair of the Board is not permitted to be 
a member of the Committee but may attend its meetings by 
invitation. For the purposes of the UK Corporate Governance 
Code 2018 (the ‘Code’), the Chair of the Committee, Helen Ashton, 
qualifies as a person with recent and relevant financial experience. 
The Committee as a whole has deep competence relevant to the 
sectors in which the Group operates. 

Full details of the skills and experience of the Committee members 
can be found on pages 90 to 91.

Meetings
The Committee meets at least three times a year, to coincide with 
key dates in the financial reporting and audit cycle, and otherwise 
as the Chair requires. To enable it to carry out its responsibilities, 
the Committee has an annual rolling agenda, which is maintained 
by the Company Secretary, and regularly reviewed in conjunction 
with the Chair of the Committee. This ensures that the agenda for 
each meeting aligns with both the financial reporting and audit 
cycle, as well as particular matters arising throughout the year 
considered appropriate by the Committee for its scrutiny. 
The Company Secretary also maintains a tracker of actions 
arising from meetings. At the next scheduled Board meeting, 
the Chair of the Committee reports formally to the Board on the 
proceedings of the Committee, including how it has discharged 
its responsibilities. The Committee held six scheduled meetings 
during FY25 and the above table provides details of each 
members’ attendance at those meetings.

At the invitation of the Chair of the Committee, other regular 
attendees, who can withdraw as necessary, joined some or all 
of the meetings: these included the External Auditor, the Chair of 
the Board, the Chief Executive Officer, the Chief Financial Officer, 
the Group Finance Director, the General Counsel & Company 
Secretary, the Group Head of Assurance, the Chief Technology 
Officer and the Deputy Company Secretary. The Committee held 
regular private meetings with the External Auditor and the Group 
Head of Assurance during the year.

Committee Evaluation
During the course of the year, an internal Board evaluation 
was conducted. Further detail on this can be found on page 103. 
The effectiveness of the Committee was assessed as part 
of this evaluation and was found to be operating effectively.
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Key Activities of the Committee During the Year 
Financial Reporting
– Monitored the effectiveness of the financial reporting process, 

including review of the Company’s annual and half-yearly 
reports and preliminary announcements alongside reports 
from management and the External Auditor.

– Considered and reported to the Board on significant financial 
reporting issues and judgements contained in them, and 
submitted recommendations and proposals to ensure the 
integrity of the financial reporting process. 

– Reviewed the clarity and completeness of disclosures in the 
financial reports and statements and considered whether the 
disclosures made were set properly in context. 

– Reviewed the key judgements and financial statement 
disclosures in respect of the Hibbett and Courir acquisitions.

– Reviewed the planning and progress of the Group finance 
transformation programme to ensure the project was 
appropriately resourced and planned, and progressed against 
the plan.

– Reviewed the Annual Report and Interim Financial Statements.
– Reviewed the assessment of going concern and the viability 

statement in respect of these financial statements.
– Concluded that these Annual Reports and Accounts, 

when taken as a whole are fair, balanced and understandable, 
and provide sufficient information to enable the reader to 
assess the Group’s position and performance.

– Reviewed the Group’s insurance position.
– Reviewed and approved the treasury, tax and related 

party policies.

Internal Controls 
– Kept under review the adequacy and effectiveness of the 

Group’s internal financial controls (that is, the systems 
established to identify, assess, manage and monitor 
financial risk) and risk management systems.

– Oversaw the Group’s progress in improving the effectiveness 
of Internal Control over Financial Reporting (‘ICFR’) and IT 
General Controls (‘ITGC’). Further information regarding ICFR is 
included in the Financial Reporting Controls section later in 
the report. Further information regarding ITGCs are covered 
in the IT General Control section later in this report.

– Considered reports from the External Auditor on progress 
and the results of the External Auditor’s testing of controls 
as part of the External Auditor’s work. 

– Reviewed the adequacy and security of the Group’s Speak Up 
policy arrangements whereby staff and contractors of the 
Group may, in confidence, raise concerns about possible 
improprieties in financial reporting or other matters, and 
monitored any incidences of reports made under the policy. 

– Reviewed and approved the Group’s tax strategy and tax policy. 

Risk Management
– Reviewed and approved the Group Risk Management Framework.
– Oversaw changes to Key Risk Areas in the period, to better 

align to the Executive structure.
– Considered future plans and the roadmap for embedding Risk 

Management both at Group level and within Business Units.
– Reviewed the resourcing model for Risk Management and 

approved funding to develop our internal capability.
– Considered appropriate systems and tools to support 

the development of effective Risk Management processes.
– Reviewed progress against the Risk Management Framework 

and deep dives into the Group’s key risks, including on cyber 
and data protection.

– Reviewed progress on compliance with Provision 29 and entity 
level controls.

– Reviewed and approved risk appetite statements for each of 
the Key Risk Areas. 

– Considered the appropriateness of the identified principal risks 
and uncertainties (see pages 44 to 53).

Internal Audit
– Reviewed and approved the annual schedule of work of the 

Internal Audit function. 
– Considered benchmarking information on resource 

requirements for the Group-wide Internal Audit function.
– Received reports on the results of Internal Audit’s work on 

a periodic basis and assessed the adequacy of management 
actions required.

– Reviewed and approved the Internal Audit Charter, which 
was formulated via a comprehensive risk assessment involving 
senior management. 

– Considered and approved any changes required to the annual 
plan of work.

– Received reports on any overdue management actions and 
requested updates from the Executive where appropriate.

– Considered any reports of fraud highlighted by Internal Audit 
which could relate to a breakdown in controls.

– Monitored and reviewed the effectiveness of the work of the 
Internal Audit function through the receipt of regular reporting,  
confirming the progress made against the Internal Audit plan 
and the status of management actions, and updates on capacity 
within the function, including any resourcing needs.

– Held a closed session with the Group Head of Assurance 
without members of the Executive team present.

External Audit
– Oversaw the relationship with the External Auditor, including 

agreeing remuneration, terms of engagement and scope of, 
and plan for, the annual audit. 

– Monitored the audit of the Company and Consolidated 
Financial Statements, ensuring an effective and high-quality 
audit was conducted.

– Assessed the External Auditor’s independence and objectivity, 
and the effectiveness of the external audit process. 

– Ensured co-ordination with the activities of the Internal Audit 
function and evaluated the risks to the quality and effectiveness 
of the financial reporting process in light of the Auditor’s 
communications with the Committee. 

– Reviewed, and oversaw the application of, the Group’s formal 
policy on the provision of non-audit services by the External 
Auditor, as described further from page 141. 

Governance
– Conducted an annual review of the Committee’s Terms 

of Reference.
– Reviewed the outcomes of an internal evaluation of the 

Committee’s performance to ensure it is operating effectively.
– Compiled a report describing the roles and responsibilities 

of the Committee and the actions taken by the Committee 
to discharge these responsibilities for inclusion in the 
Annual Report and Accounts.
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Audit & Risk Committee Report continued

Significant Financial Reporting Matters and Judgements
The Committee considered the following significant issues during the year. As part of these considerations, the Committee received 
updates from management and sought assurance from the Internal and External Auditors. The Committee was satisfied with how each 
of the significant issues discussed were addressed.

Area of Focus Actions taken

Liabilities in respect of 
the Genesis (US Group) 
Put and Call Option
The accuracy and valuation 
of the Genesis put and call 
gross obligation

The Committee considered management’s calculations of the measurement of liabilities in respect of the 
Genesis put and call option agreement, including the EBITDA forecasts, growth rates and discount rates 
used in these calculations. The Committee reviewed the disclosures made in Note 1 of the Consolidated 
Financial Statements in relation to key sources of estimation uncertainty in this regard. The Committee 
was satisfied that liabilities for potential future payments had been accounted for appropriately and that 
the disclosures made under IAS 1 ‘Presentation of Financial Statements’ were appropriate. For further 
information, see Note 25 to the Consolidated Financial Statements. 

Goodwill, Intangibles, 
and Store Impairments
Estimates and judgements 
in relation to goodwill 
impairment testing

The Committee reviewed and challenged management’s impairment testing of goodwill, intangibles 
and the Group’s portfolio of store cash-generating units. The Committee considered the key assumptions 
and methodologies for both value-in-use models and fair value measurements to conclude on the 
appropriateness of the impairment losses recognised. This included challenging projected growth rates, 
cash flows and discount rates. The Committee also reviewed the impairment disclosures, including 
sensitivities. For further information, see Notes 13 and 14 to the financial statements.

Going Concern and Viability
The going concern 
assessment and 
viability statement

The Committee undertook a detailed review of the financial liquidity of the business over the twelve 
months from the date of the accounts and the formal viability assessment period of three years, 
taking into account cash flows, current levels of debt and the availability of future finance. The viability 
assessment was discussed by the Committee in January 2025 and scenarios to be stress-tested 
through the business’s corporate plan were agreed. The outcomes of scenarios, stress-tests and further 
enquiries were discussed and concluded in April 2025. See Going Concern and Viability Statement on 
page 53.

IFRS 16 ‘Leases’
Accounting for the Group’s 
lease arrangements under 
IFRS 16

The Group has over 7,000 leases which are accounted for under IFRS 16 ‘Leases’. The Group’s Business 
Units continue to report their results to the Group under IAS 17, the previously applicable accounting 
standard. IFRS 16 overlay adjustments are manually posted in the consolidation in order to reverse the 
legacy accounting and record right-of-use assets and lease liabilities as required by IFRS 16. This process 
is complex, given the number of leases. The Committee has reviewed the process management adopts 
to ensure the IAS 17 accounting has been appropriately eliminated. 

Acquisition accounting
Accounting for the 
Group’s acquisitions 
of Hibbett and Courir

The Group has acquired Hibbett and Courir in FY25. To account for the acquisitions, management 
performed valuations of the consideration payable and the identifiable assets and liabilities, as at the 
acquisition date. The Committee reviewed management’s judgements and estimates for both purchase 
price allocations, including forecast cash flows, the applicable discount rate used in valuations and the 
disclosures provided in the financial statements. It concluded they were appropriate.

Alternative Performance 
Measures
The Group uses Alternative 
Performance Measures 
(‘APMs’) and includes 
additional disclosures, 
including reconciliations 
to statutory measures

The Committee considers it important to take account of both the statutory measures and the APMs 
when reviewing these financial statements. In particular, adjusting items excluded from Operating Profit 
and Profit before Tax were reviewed by the Committee and it is satisfied that the presentation of these 
items is clear, applied consistently across years and that the level of disclosure is appropriate. The total 
adjusting items charge this year was £208million (2024: £155million). Adjusting items are detailed on 
page 168. The Committee gave particular attention to ensure the Group’s APMs are not presented in 
ways that give them greater prominence than amounts stemming from the financial statements; that 
specific, tailored explanations for the inclusion of individual APMs are provided; and that APMs are 
reconciled to the most directly reconcilable line items. See Note 4, Adjusting Items, and page 246, APMs.

Key Developments During the Year
JD Sports Fashion Plc has been on a journey of governance and 
controls improvements and, as highlighted in last year’s report, 
this will be a multiyear journey. During the year, the Group 
has continued to make good progress, with the Audit & Risk 
Committee overseeing: 

– the expansion of the Group Finance team in both size and 
experience to improve the efficiency of the reporting and 
audit cycle in FY25 and beyond, and consistency of accounting 
across the Group;

– continued delivery of new Group consolidation, lease 
accounting and treasury management finance systems, 
the benefits of which will be delivered in FY26;

– progress in addressing the prioritised deficiencies within 
the ICFR programme;

– the development of a prioritised programme to enhance 
IT General Controls;

– the development and embedding of Regional ICFR Boards, 
chaired by Regional CFOs, to drive progress on controls 
remediation, and embed the operation of controls across 
the business;

– the roll-out of the Risk Management Framework to the wider 
business, via a series of divisional risk workshops, and Group 
key risk deep dives at the Audit & Risk Committee; and

– accelerated expansion of the Internal Audit function to deliver 
an appropriately broad Internal Audit programme.

Assessment of the Effectiveness of the Group’s System 
of Internal Controls and Risk Management
Risk Management
As outlined on page 44, the Group has established a framework for 
risk management and continues to embed it across our operations. 
The Board, in conjunction with management, is responsible for 
determining risk appetite and managing risk mitigation. The 
Audit & Risk Committee has delegated authority to monitor and 
evaluate the effectiveness of the internal controls relied on for 
risk mitigation.
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Audit & Risk Committee Report continued

Significant Financial Reporting Matters and Judgements
The Committee considered the following significant issues during the year. As part of these considerations, the Committee received 
updates from management and sought assurance from the Internal and External Auditors. The Committee was satisfied with how each 
of the significant issues discussed were addressed.

Area of Focus Actions taken

Liabilities in respect of 
the Genesis (US Group) 
Put and Call Option
The accuracy and valuation 
of the Genesis put and call 
gross obligation

The Committee considered management’s calculations of the measurement of liabilities in respect of the 
Genesis put and call option agreement, including the EBITDA forecasts, growth rates and discount rates 
used in these calculations. The Committee reviewed the disclosures made in Note 1 of the Consolidated 
Financial Statements in relation to key sources of estimation uncertainty in this regard. The Committee 
was satisfied that liabilities for potential future payments had been accounted for appropriately and that 
the disclosures made under IAS 1 ‘Presentation of Financial Statements’ were appropriate. For further 
information, see Note 25 to the Consolidated Financial Statements. 

Goodwill, Intangibles, 
and Store Impairments
Estimates and judgements 
in relation to goodwill 
impairment testing

The Committee reviewed and challenged management’s impairment testing of goodwill, intangibles 
and the Group’s portfolio of store cash-generating units. The Committee considered the key assumptions 
and methodologies for both value-in-use models and fair value measurements to conclude on the 
appropriateness of the impairment losses recognised. This included challenging projected growth rates, 
cash flows and discount rates. The Committee also reviewed the impairment disclosures, including 
sensitivities. For further information, see Notes 13 and 14 to the financial statements.

Going Concern and Viability
The going concern 
assessment and 
viability statement

The Committee undertook a detailed review of the financial liquidity of the business over the twelve 
months from the date of the accounts and the formal viability assessment period of three years, 
taking into account cash flows, current levels of debt and the availability of future finance. The viability 
assessment was discussed by the Committee in January 2025 and scenarios to be stress-tested 
through the business’s corporate plan were agreed. The outcomes of scenarios, stress-tests and further 
enquiries were discussed and concluded in April 2025. See Going Concern and Viability Statement on 
page 53.

IFRS 16 ‘Leases’
Accounting for the Group’s 
lease arrangements under 
IFRS 16

The Group has over 7,000 leases which are accounted for under IFRS 16 ‘Leases’. The Group’s Business 
Units continue to report their results to the Group under IAS 17, the previously applicable accounting 
standard. IFRS 16 overlay adjustments are manually posted in the consolidation in order to reverse the 
legacy accounting and record right-of-use assets and lease liabilities as required by IFRS 16. This process 
is complex, given the number of leases. The Committee has reviewed the process management adopts 
to ensure the IAS 17 accounting has been appropriately eliminated. 

Acquisition accounting
Accounting for the 
Group’s acquisitions 
of Hibbett and Courir

The Group has acquired Hibbett and Courir in FY25. To account for the acquisitions, management 
performed valuations of the consideration payable and the identifiable assets and liabilities, as at the 
acquisition date. The Committee reviewed management’s judgements and estimates for both purchase 
price allocations, including forecast cash flows, the applicable discount rate used in valuations and the 
disclosures provided in the financial statements. It concluded they were appropriate.

Alternative Performance 
Measures
The Group uses Alternative 
Performance Measures 
(‘APMs’) and includes 
additional disclosures, 
including reconciliations 
to statutory measures

The Committee considers it important to take account of both the statutory measures and the APMs 
when reviewing these financial statements. In particular, adjusting items excluded from Operating Profit 
and Profit before Tax were reviewed by the Committee and it is satisfied that the presentation of these 
items is clear, applied consistently across years and that the level of disclosure is appropriate. The total 
adjusting items charge this year was £208million (2024: £155million). Adjusting items are detailed on 
page 168. The Committee gave particular attention to ensure the Group’s APMs are not presented in 
ways that give them greater prominence than amounts stemming from the financial statements; that 
specific, tailored explanations for the inclusion of individual APMs are provided; and that APMs are 
reconciled to the most directly reconcilable line items. See Note 4, Adjusting Items, and page 246, APMs.

Key Developments During the Year
JD Sports Fashion Plc has been on a journey of governance and 
controls improvements and, as highlighted in last year’s report, 
this will be a multiyear journey. During the year, the Group 
has continued to make good progress, with the Audit & Risk 
Committee overseeing: 

– the expansion of the Group Finance team in both size and 
experience to improve the efficiency of the reporting and 
audit cycle in FY25 and beyond, and consistency of accounting 
across the Group;

– continued delivery of new Group consolidation, lease 
accounting and treasury management finance systems, 
the benefits of which will be delivered in FY26;

– progress in addressing the prioritised deficiencies within 
the ICFR programme;

– the development of a prioritised programme to enhance 
IT General Controls;

– the development and embedding of Regional ICFR Boards, 
chaired by Regional CFOs, to drive progress on controls 
remediation, and embed the operation of controls across 
the business;

– the roll-out of the Risk Management Framework to the wider 
business, via a series of divisional risk workshops, and Group 
key risk deep dives at the Audit & Risk Committee; and

– accelerated expansion of the Internal Audit function to deliver 
an appropriately broad Internal Audit programme.

Assessment of the Effectiveness of the Group’s System 
of Internal Controls and Risk Management
Risk Management
As outlined on page 44, the Group has established a framework for 
risk management and continues to embed it across our operations. 
The Board, in conjunction with management, is responsible for 
determining risk appetite and managing risk mitigation. The 
Audit & Risk Committee has delegated authority to monitor and 
evaluate the effectiveness of the internal controls relied on for 
risk mitigation.
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Financial Reporting Controls
The Corporate Governance Transformation programme, which 
concluded at the end of FY24, handed over a number of ICFR 
open deficiencies for remediation into business-as-usual. During 
FY25, the Group adopted a phased sprint approach to remediate 
the ICFR deficiencies, with a focus on remediating critical, high 
and medium priority deficiencies, and substantial progress has 
been made in remediating these at the current period end. These 
sprints were supported by a robust governance framework, 
including Finance Risk Meetings and Regional ICFR Boards, to 
ensure effective ownership, oversight, prioritisation and resolution 
of identified deficiencies. 

Additional highlights from the ICFR programme include the 
following:
– Governance Structures: Finance Risk Meetings chaired by the 

Group CFO, and Regional ICFR Boards chaired by Regional 
CFOs, are critical in driving progress on controls remediation, 
and monitoring the embedding of controls.

– Toolkit Roll-out: A Financial Controls Toolkit, aligned to the 
Group Risk Management Framework, describes the key financial 
reporting processes and the controls needed to manage 
reporting risks. A key benefit of the toolkit is its role in training 
colleagues on the operation of controls, ensuring consistency in 
application and serving as a useful resource for onboarding new 
staff. The toolkit forms the foundation for further roll-out to all 
Business Units, standardising control practices across the Group.

– Sustainable Operation of Controls: A key focus has been 
ensuring the sustainable operation of remediated controls.

– Processes have been established to monitor ongoing control 
effectiveness through monthly confirmations from control 
owners and regular reviews at Finance Risk Meetings.

Timelines and Next Steps; FY26 Focus:
– Extending the ICFR framework to cover all Group entities, 

including those currently outside the scope of the initial 
programme and newly acquired businesses. The entities 
currently in the ICFR scope cover 89% of Group Revenue. 
The original scope of ICFR entities was determined through 
a materiality assessment of the FY22 results.

– Launching second-line assurance activities to independently 
validate the operation of controls and provide 
recommendations for control environment improvements.

– Embedding training initiatives to strengthen the accountability 
and awareness of control operations across the finance function.

While significant progress has been made, certain areas, 
particularly IT-related deficiencies, require further remediation 
before full reliance on remediated business controls can 
be achieved.

IT General Controls
In FY25, we turned our attention to the wider IT General Control 
environment.

Therefore, during the year, the Group has invested and established 
a structured remediation programme, led by the new Chief 
Technology & Transformation Officer (‘CTTO’) and a newly 
appointed Chief Information Security Officer to drive progress 
and address key deficiencies. This programme focuses on five 
core workstreams:

1 Information Technology Governance, Risk and Compliance 
(‘IT GRC’): Establishing policies, standards and frameworks 
to strengthen IT governance and ensure alignment with 
regulatory and business requirements.

2 Identity and Access Management (‘IAM’): Enhancing controls 
over system access to ensure that only authorised individuals 
can access systems and data required for their role.

3 Resilience and Recovery: Improving the Group’s ability to 
recover IT operations in the event of IT or cyber incidents. 

4 IT Change Management: Ensuring that changes to systems are 
appropriately managed, authorised and monitored to minimise 
disruption and risks.

5 Quick Wins and Tactical Remediation: Implementing targeted 
fixes to address the most critical deficiencies while laying the 
groundwork for longer-term improvements.

Timelines and Next Steps; FY26 Focus:
– Remediation of critical ITGCs: Prioritising the resolution of 

deficiencies that directly impact financial reporting.
– Strengthening governance: Improving programme governance 

to provide oversight, ensure alignment with strategic objectives, 
and monitor progress effectively.

– Deployment of foundational IAM capabilities: Deploying tools 
to improve privileged access management, focusing on systems 
critical to financial processes.

– Establishing a solid governance and Risk Management 
Framework: Finalising policies and governance frameworks 
to ensure ITGCs are standardised, consistent and applied 
group wide.

Management remains committed to addressing ITGC deficiencies 
and embedding sustainable controls across the Group. Progress 
updates will be regularly reviewed by the Audit & Risk Committee 
to monitor progress and ensure accountability and transparency.
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Audit & Risk Committee Report continued

Provision 29 Readiness and Non-Financial Controls
For listed companies with financial years starting on or after 
1 January 2026, Provision 29 in the 2024 UK Corporate 
Governance Code comes into effect. Provision 29 considerably 
expands the disclosures companies need to make in their Annual 
Report on internal controls. From FY27 onwards, the Directors of 
the Company must comply (or explain) with Provision 29 in the 
following ways:

– Making a declaration in the Annual Report on the effectiveness 
of material controls at the balance sheet date. Provision 29 
determines material controls to cover financial, reporting, 
compliance and operational controls.

– Describing any material controls that have not operated 
effectively, along with actions (taken or planned) to 
improve them.

The Group will comply with Provision 29 or will provide a 
cogent explanation where this is not possible. Management 
is taking a risk-based approach, aligned to the Group’s Risk 
Management Framework. 

Key steps completed on the Group’s readiness for Provision 29: 

– Aligned Approach: Management has an aligned approach, 
linking material controls to the Group’s highest rated risks, 
per the Group Risk Management Framework. 

– Assurance Framework: Development of an embedded 
assurance framework to provide the Board with confidence 
on the effectiveness of controls.

– Dry-Run Evaluation: A pilot disclosure process is planned 
for FY26 to test readiness ahead of the FY27 
compliance deadline.

The Provision 29 readiness work above is supported by initiatives 
to enhance non-financial controls, including the following:

– Entity-Level Controls (‘ELCs’): In FY25, the Group continued 
its work to refine and assess the design of ELCs, focusing on 
alignment with the COSO framework and ensuring these 
controls effectively support governance and risk management 
objectives. Action plans are in place to strengthen areas 
identified for improvement, and progress is being closely 
monitored by the Executive Risk Committee. The assessment 
of ELC operational effectiveness will form part of the Group’s 
ongoing Provision 29 compliance efforts.

– Cyber Security: Continued evaluation of lessons learned from 
cyber incidents.

– Fraud Risk Assessment: The FY24 assessment has been 
updated to ensure compliance with the Economic Crime and 
Corporate Transparency Act. Identified gaps are in the process 
of being remediated. 

Assessment Conclusions and Next Steps
The Committee acknowledges that, while progress has been 
made in enhancing the Group’s control environment, the journey 
to maturity continues. For FY26, priority areas include:

– monitoring ongoing roll-out and embedding of IT General 
Controls sustainably across the Group;

– completing roll-out and embedding of the new Group reporting 
systems within the Finance Transformation programme;

– preparing for enhanced disclosures under Provision 29, 
including piloting the required attestation framework;

– reviewing reports of second-line testing on financial controls 
to evaluate their design and operational effectiveness;

– further embedding of Risk Management Framework and deep 
dives into the Group’s key risks; and

– continuing to build the Group Internal Audit function.

The Group remains committed to building a robust internal control 
framework to support long-term strategic objectives.

The role of Internal and External Audit
Internal Audit 
The Group’s Internal Audit function, which provides independent 
assurance to the Board on the Group’s risk management and 
internal control framework, has regularly provided input into 
Committee meetings. The Group Head of Assurance has direct 
access to, and regular meetings with, the Chair of the Committee, 
and attends all meetings of the Committee. A private meeting of 
the Committee and the Group Head of Assurance was held during 
the year to provide an opportunity for feedback without the 
Executive Directors present. 

In addition, the Internal Audit function has unrestricted access to 
employees and documentation across the Group to enable it to 
perform its duties. There are also arrangements in place to enable 
the function to commission the support of technical experts and 
other additional support as required. During the year, the 
Committee monitored progress of the Internal Audit function 
against the Internal Audit Plan and ensured that the function 
had sufficient resource to carry out its duties effectively. 
The Committee is satisfied that the Internal Audit function 
has continued to perform effectively during the year.

External Audit
An audit services tender by the Committee is carried out at least 
every 10 years, as required by law, to safeguard the independence 
of the External Auditor. Deloitte was appointed as the Group’s 
External Auditor effective 29 January 2023, following a full and 
competitive tender process, and was re-appointed as auditor at 
the Annual General Meeting in July 2024. The lead audit partner 
is Jane Boardman, who has been in place since the FY24 audit. 

The Company has complied with the provisions of the 
Statutory Audit Services for Large Companies Market 
Investigation (Mandatory Use of Competitive Tender 
Processes and Audit Committee Responsibilities) Order 2014. 
In discharging its responsibilities, the Committee has met the 
recommendations set out within the FRC’s Audit Committees 
and External Audit: Minimum Standard. 

During the year, the Committee assessed the quality and 
effectiveness of the Auditor, having particular regard to:

– the External Auditor’s understanding and insights into the 
Group’s business;

– the External Auditor’s approach to key areas of judgement, 
the extent of challenge and the quality of reporting; 

– the quality of controls in place to deliver the audit and how 
the agreed audit plan was delivered; 

– the External Auditor’s independence and objectivity, in 
particular through its assessment of the length of tenure of the 
External Auditor and lead audit partner, the value of fees for 
non-audit work carried out by the External Auditor, and the 
overarching relationship between the Company and the 
External Auditor;  

– the safeguards put in place by the Committee and the 
External Auditor to avoid any compromise of the 
independence and objectivity of the External Auditor; 

– management’s feedback on the External Auditor; and 
– private sessions with the External Auditor without 

management present. 

Following an examination of the above factors, the Committee 
is satisfied that the audit, as carried out by the External Auditor, 
is effective and demonstrates appropriate, independent 
and objective professional scepticism and challenge to 
management’s assumptions.
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Health and Safety
Policy and Standard
Barclays has a suite of health and safety 
(H&S) policies and standards, which include 
clear roles and responsibilities for 
leadership and colleagues. These combine 
under a single high-level statement of 
commitment endorsed by the Group Exco.

Health and Safety Management 
System
Barclays has implemented and maintains a 
comprehensive H&S management system 
globally, which is certified to the 
international standard ISO45001 in the 
USA, UK, India, Singapore, Hong Kong and 
Japan. 

Health and Safety Risk 
Assessment and Assurance 
Barclays H&S management system is 
validated through H&S assurance and risk 
assessment programmes. Risk 
assessments identify hazards and the 
control measures required to 
proportionately manage the associated 
risks, whilst H&S assurance validates that 
control measures are designed effectively, 
implemented and operating effectively, 
and that site monitoring is taking place.  

While H&S legislative requirements vary 
globally, our assurance and risk 
assessment programmes apply a risk-
based approach, designed by our internal 
H&S team and informed by their 
experience, specific legislative 
requirements and relevant factors such as 
building type, building criticality, activities, 
and occupancy.

The Health and Safety Risk Management Framework overview is as follows:

Health and Safety Forum

Leadership Statement of Commitment for Health and Safety

H&S Data Data: Performance against commitment

Horizontal Premises People Physical Security

Risks

Harm to people through 
physical injury arising from 

Barclays' activities  (excluding 
Physical Security incidents)

Harm to colleagues as a result 
of health and wellbeing related 

hazard mismanagement L3 

Physical security incidents 
resulting in harm to staff or 

external parties L3

Policies Premises – Property and 
Health & Safety Policy

Health Services & Wellbeing 
Policy

Physical Security Policy

Standards Premises – Health & Safety 
Standard

Health Services & Wellbeing 
Standard

 Physical Security Standard

Incident Management 
Barclays’ incident reporting system 
ensures incidents are recorded and 
investigated appropriately, as required by 
local regulatory statute, and escalated as 
required by Barclays’ risk management 
frameworks.

Measure 2024 2023

Lost Time Incidents 
(per 100 employees)

0.018 0.025

Contractor Management
Suppliers are subject to a supplier H&S risk 
evaluation during onboarding, annually 
thereafter and when they notify a change 
in service delivery. In addition, suppliers 
complete an annual control obligation 
review. 

Health and Safety Training 
Colleagues complete annual mandatory 
H&S training with additional information 
and guidance provided on Barclays’ H&S 
intranet. This information includes risk 
assessments, guidance and templates for 
personal emergency evacuation plans, 
display screen equipment assessments, 
manual handling, occupational stress, and 
lone working.  

Governance
Key indicators (KIs) and control 
environment characteristics (CECs) are 
defined to support the oversight and 
monitoring of Barclays’ global H&S 
performance. These are reviewed at least 
annually and reported at least quarterly.

KIs include quantitative and qualitative 
measures against defined tolerance, and in 
2024 our assurance tolerance threshold 
tightened by 5%. Examples of KIs and 
CECs include:

• Investigation of reported incidents

• Completion of H&S assurance

• Completion of fire risk assessments

• Mandatory H&S training completion

• Testing of supplier H&S controls.

Barclays’ programME of internal control 
testing supports the effective 
performance of KIs and CECs, and enables 
improvement opportunities to be 
identified and acted upon. H&S 
performance is reported to the Group H&S 
Forum which oversees effective 
management of H&S globally. Barclays 
operates a reward and recognition scheme 
through which colleagues are recognised 
for improving controls, including those 
supporting the H&S management system.

Management Information 
The H&S team collates and reviews 
management information including 
incident, risk assessment and H&S 
assurance data to identify themes and 
trends. Relevant insights, emerging 
themes and other information are 
reported to and reviewed by the Group 
H&S Forum.

2024 Improvements
H&S improvement delivered in 2024 
include:

• Extending ISO45001 certification in line 
with our continuous improvement 
strategy

• Launching new driving for work 
programme to improve how associated 
risks are managed for colleagues who 
drive for business.

• Enhancing the process for colleagues 
completing display screen equipment 
assessments.

• Improving horizon scanning, to keep up-
to-date with new or revised H&S 
legislation.

• Strengthening contractor management 
processes.
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Health and Safety
Policy and Standard
Barclays has a suite of health and safety 
(H&S) policies and standards, which include 
clear roles and responsibilities for 
leadership and colleagues. These combine 
under a single high-level statement of 
commitment endorsed by the Group Exco.

Health and Safety Management 
System
Barclays has implemented and maintains a 
comprehensive H&S management system 
globally, which is certified to the 
international standard ISO45001 in the 
USA, UK, India, Singapore, Hong Kong and 
Japan. 

Health and Safety Risk 
Assessment and Assurance 
Barclays H&S management system is 
validated through H&S assurance and risk 
assessment programmes. Risk 
assessments identify hazards and the 
control measures required to 
proportionately manage the associated 
risks, whilst H&S assurance validates that 
control measures are designed effectively, 
implemented and operating effectively, 
and that site monitoring is taking place.  

While H&S legislative requirements vary 
globally, our assurance and risk 
assessment programmes apply a risk-
based approach, designed by our internal 
H&S team and informed by their 
experience, specific legislative 
requirements and relevant factors such as 
building type, building criticality, activities, 
and occupancy.

The Health and Safety Risk Management Framework overview is as follows:

Health and Safety Forum

Leadership Statement of Commitment for Health and Safety

H&S Data Data: Performance against commitment

Horizontal Premises People Physical Security

Risks

Harm to people through 
physical injury arising from 

Barclays' activities  (excluding 
Physical Security incidents)

Harm to colleagues as a result 
of health and wellbeing related 

hazard mismanagement L3 

Physical security incidents 
resulting in harm to staff or 

external parties L3

Policies Premises – Property and 
Health & Safety Policy

Health Services & Wellbeing 
Policy

Physical Security Policy

Standards Premises – Health & Safety 
Standard

Health Services & Wellbeing 
Standard

 Physical Security Standard

Incident Management 
Barclays’ incident reporting system 
ensures incidents are recorded and 
investigated appropriately, as required by 
local regulatory statute, and escalated as 
required by Barclays’ risk management 
frameworks.

Measure 2024 2023

Lost Time Incidents 
(per 100 employees)

0.018 0.025

Contractor Management
Suppliers are subject to a supplier H&S risk 
evaluation during onboarding, annually 
thereafter and when they notify a change 
in service delivery. In addition, suppliers 
complete an annual control obligation 
review. 

Health and Safety Training 
Colleagues complete annual mandatory 
H&S training with additional information 
and guidance provided on Barclays’ H&S 
intranet. This information includes risk 
assessments, guidance and templates for 
personal emergency evacuation plans, 
display screen equipment assessments, 
manual handling, occupational stress, and 
lone working.  

Governance
Key indicators (KIs) and control 
environment characteristics (CECs) are 
defined to support the oversight and 
monitoring of Barclays’ global H&S 
performance. These are reviewed at least 
annually and reported at least quarterly.

KIs include quantitative and qualitative 
measures against defined tolerance, and in 
2024 our assurance tolerance threshold 
tightened by 5%. Examples of KIs and 
CECs include:

• Investigation of reported incidents

• Completion of H&S assurance

• Completion of fire risk assessments

• Mandatory H&S training completion

• Testing of supplier H&S controls.

Barclays’ programME of internal control 
testing supports the effective 
performance of KIs and CECs, and enables 
improvement opportunities to be 
identified and acted upon. H&S 
performance is reported to the Group H&S 
Forum which oversees effective 
management of H&S globally. Barclays 
operates a reward and recognition scheme 
through which colleagues are recognised 
for improving controls, including those 
supporting the H&S management system.

Management Information 
The H&S team collates and reviews 
management information including 
incident, risk assessment and H&S 
assurance data to identify themes and 
trends. Relevant insights, emerging 
themes and other information are 
reported to and reviewed by the Group 
H&S Forum.

2024 Improvements
H&S improvement delivered in 2024 
include:

• Extending ISO45001 certification in line 
with our continuous improvement 
strategy

• Launching new driving for work 
programme to improve how associated 
risks are managed for colleagues who 
drive for business.

• Enhancing the process for colleagues 
completing display screen equipment 
assessments.

• Improving horizon scanning, to keep up-
to-date with new or revised H&S 
legislation.

• Strengthening contractor management 
processes.
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Barclays’ risk 
management strategy
This section introduces the Group’s approach to managing 
and identifying risks, and for fostering a sound risk culture.

Enterprise Risk Management 
Framework (ERMF)
The ERMF governs the way in which the 
Group identifies and manages its risks. It 
outlines the highest level arrangements for 
risk management by setting out standards, 
objectives and key responsibilities of 
different groups of employees of the 
Group.

It is approved by the Barclays PLC Board 
on recommendation of the Group Board 
Risk Committee and the Group Chief Risk 
Officer.

The ERMF sets out:

▪ principal risks faced by the Group, which 
guide the organisation of risk 
management processes

▪ risk appetite requirements. This helps 
define the level of risk we are willing to 
undertake in our business

▪ risk management and segregation of 
duties: The ERMF defines a Three Lines 
of Defence model

▪ roles and responsibilities for key risk 
management and governance: The 
accountabilities of the Group CEO, 
Group CRO and other senior managers, 
as well as an overview of Barclays PLC 
committees.

The ERMF is complemented by frameworks, 
policies and standards which are mainly 
aligned to individual principal risks:

▪ frameworks cover high level principles 
guiding the management of principal 
risks, and set out details of which policies 
are needed, and high level governance 
arrangements

▪ policies set out the control objectives and  
high level requirements to address the key 
principles articulated in their associated 
frameworks. Policies state ‘what’ those 
within scope are required to do

▪ standards set out the detail of the 
control requirements to ensure the 
control objectives set by the policies are 
met. 

Segregation of duties – the ‘Three Lines 
of Defence’ model 
The ERMF sets out a clear lines of defence 
model. All colleagues are responsible for 
understanding and managing risks within 
the context of their individual roles and 
responsibilities, as set out below.

▪ The first line comprises all employees 
engaged in the revenue-generating and 
client-facing areas of the Group and all 
associated support functions, including 
Finance, Operations, Treasury and 
Human Resources. The first line is 
responsible for identifying and managing 
the risks in which they are engaged, 
operating within applicable limits, and 
escalating risk events or issues as 
appropriate. Employees in the first line 
have primary responsibility for their risks 
and their activities are subject to 
oversight from the relevant parts of the 
second and third lines.

▪ The second line comprises the Risk and 
Compliance functions. The role of the 
second line is to establish the limits, 
rules and constraints, and the 
frameworks, policies and standards 
under which all activities shall be 
performed, consistent with the risk 
appetite of the Group, and to oversee 

the performance of the Group against 
these limits, rules and constraints. 
Controls for first line activities will 
ordinarily be established by the control 
officers operating within the control 
framework of the firm. These will remain 
subject to oversight by the second line.

▪ The third line of defence is Internal 
Audit, and is responsible for providing 
independent assurance over the 
effectiveness of governance, risk 
management and controls over current, 
systemic and evolving risks.

▪ The Legal function provides support to 
all areas of the bank and is not formally 
part of any of the three lines of defence, 
The Legal function is responsible for 
proactively identifying, communicating 
and providing legal advice on applicable 
laws, rules and regulations. Except in 
relation to the legal advice it provides or 
procures, it is subject to second line 
oversight with respect to its own 
operational and compliance risks, as well 
as with respect to the legal risk to which 
the bank is exposed.

Tesco Bank acquisition
On 1 November 2024, the Group 
completed the acquisition of Tesco Bank  
which includes credit cards, unsecured 
personal loans, deposits and the operating 
infrastructure. Following the acquisition, the 
acquired Tesco Bank business continues to 
operate largely within its own risk 
framework, with dispensations in place for 
material divergences from existing Group  
policy requirements.  Any subsequent 
changes to the Tesco Bank approach will be 
part of integration planning activity.
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Barclays’ risk 
management strategy
This section introduces the Group’s approach to managing 
and identifying risks, and for fostering a sound risk culture.

Enterprise Risk Management 
Framework (ERMF)
The ERMF governs the way in which the 
Group identifies and manages its risks. It 
outlines the highest level arrangements for 
risk management by setting out standards, 
objectives and key responsibilities of 
different groups of employees of the 
Group.

It is approved by the Barclays PLC Board 
on recommendation of the Group Board 
Risk Committee and the Group Chief Risk 
Officer.

The ERMF sets out:

▪ principal risks faced by the Group, which 
guide the organisation of risk 
management processes

▪ risk appetite requirements. This helps 
define the level of risk we are willing to 
undertake in our business

▪ risk management and segregation of 
duties: The ERMF defines a Three Lines 
of Defence model

▪ roles and responsibilities for key risk 
management and governance: The 
accountabilities of the Group CEO, 
Group CRO and other senior managers, 
as well as an overview of Barclays PLC 
committees.

The ERMF is complemented by frameworks, 
policies and standards which are mainly 
aligned to individual principal risks:

▪ frameworks cover high level principles 
guiding the management of principal 
risks, and set out details of which policies 
are needed, and high level governance 
arrangements

▪ policies set out the control objectives and  
high level requirements to address the key 
principles articulated in their associated 
frameworks. Policies state ‘what’ those 
within scope are required to do

▪ standards set out the detail of the 
control requirements to ensure the 
control objectives set by the policies are 
met. 

Segregation of duties – the ‘Three Lines 
of Defence’ model 
The ERMF sets out a clear lines of defence 
model. All colleagues are responsible for 
understanding and managing risks within 
the context of their individual roles and 
responsibilities, as set out below.

▪ The first line comprises all employees 
engaged in the revenue-generating and 
client-facing areas of the Group and all 
associated support functions, including 
Finance, Operations, Treasury and 
Human Resources. The first line is 
responsible for identifying and managing 
the risks in which they are engaged, 
operating within applicable limits, and 
escalating risk events or issues as 
appropriate. Employees in the first line 
have primary responsibility for their risks 
and their activities are subject to 
oversight from the relevant parts of the 
second and third lines.

▪ The second line comprises the Risk and 
Compliance functions. The role of the 
second line is to establish the limits, 
rules and constraints, and the 
frameworks, policies and standards 
under which all activities shall be 
performed, consistent with the risk 
appetite of the Group, and to oversee 

the performance of the Group against 
these limits, rules and constraints. 
Controls for first line activities will 
ordinarily be established by the control 
officers operating within the control 
framework of the firm. These will remain 
subject to oversight by the second line.

▪ The third line of defence is Internal 
Audit, and is responsible for providing 
independent assurance over the 
effectiveness of governance, risk 
management and controls over current, 
systemic and evolving risks.

▪ The Legal function provides support to 
all areas of the bank and is not formally 
part of any of the three lines of defence, 
The Legal function is responsible for 
proactively identifying, communicating 
and providing legal advice on applicable 
laws, rules and regulations. Except in 
relation to the legal advice it provides or 
procures, it is subject to second line 
oversight with respect to its own 
operational and compliance risks, as well 
as with respect to the legal risk to which 
the bank is exposed.

Tesco Bank acquisition
On 1 November 2024, the Group 
completed the acquisition of Tesco Bank  
which includes credit cards, unsecured 
personal loans, deposits and the operating 
infrastructure. Following the acquisition, the 
acquired Tesco Bank business continues to 
operate largely within its own risk 
framework, with dispensations in place for 
material divergences from existing Group  
policy requirements.  Any subsequent 
changes to the Tesco Bank approach will be 
part of integration planning activity.
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Source: https://www.bt.com/bt-plc/assets/documents/investors/financial-reporting-and-news/annual-reports/2025/2025-bt-group-plc-annual-report.pdf

An ever-changing risk landscape
We face a lot of external risks. They include 
competition, changing market dynamics, 
political and economic uncertainty, geo-
political escalations and increasing cyber 
security threats. 

We also need to positively engage with the 
UK Government and Ofcom to make sure 
regulations allow investors a healthy and 
fair return on their investments.

Navigating these uncertainties – while 
simultaneously undergoing a major 
modernisation programme – is 
fundamental if we want to achieve our 
strategic priorities. 

That’s where our risk management 
framework comes in.

Supporting quality decision-
making
Our risk management framework gives us 
the processes and structure we need to 
manage and oversee risk consistently and 
effectively.

The output supports quality decision-
making against our expressed risk appetite. 
It monitors our exposures and gives vital 
early warning signs if something’s about to 
go wrong.

The diagram below sets out the different 
components of our framework.

Our leaders promote a 
mindset of being smart 
with risk when making 
decisions. Our code sets 
expected behaviours for 
all our colleagues. 
Ongoing training and 
formally defined risk 
management roles also 
help weave risk awareness 
into our culture.
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Risk management

We want to be smart with risk, making informed decisions 
to stay resilient, progressive and trusted. Our risk 
management framework helps us do that.

Governance – Audit & Risk Committee
Inputs Outputs

Purpose and Ambition Performance
Group Risk Categories

Strategy Resilience

Dynamic risks Enduring risks
Better decisions

Point risks Appetite

Emerging risks Controls

Assurance

Units and Programmes

Risk mindset

Enablers
Tools and technology

How we manage risks
We divide our risk landscape into Group 
Risk Categories (GRCs). Each one has an 
Executive Committee sponsor accountable 
for applying the framework to that 
category. 

Within each GRC we distinguish between 
enduring and dynamic risks.

Enduring risks need consistent, long-term 
structures to manage them – a clear risk 
appetite position, controls and assurance. 

These structures then free us up to think 
about dynamic risks that need focused and 
timely responses: How big are they? Who 
do they impact? What do we need to do 
about them? 

Dynamic risks are either:
1. Point: Risks potentially materially 

significant to us at a particular point in 
time that we can’t manage within our 
existing control framework and which 
need focused attention. 

2. Emerging: New and/or often longer-
term risks with the potential to be 
materially significant that we can’t fully 
define today. 

You’ll find the current status of the 
enduring and dynamic risks across our top 
12 GRCs in the ‘Our principal risks and 
uncertainties’ section (see page 56) .

Our risk mindset
A risk management framework is only 
as good as how people embody it.

We expect our leaders to have good risk 
mindset characteristics – curiosity, 
accountability – to provide psychological 
safety, and to use our risk management 
framework when they make decisions. We 
underpin this with regular risk discussions 
in leadership teams and at key decision 
points. 

We also train everyone involved in making 
our framework a success, so they have a 
deep understanding of the expectations 
and benefits risk management brings.

Our risk governance
The Board is responsible for risk 
management. The Audit and Risk 
Committee oversees and monitors our risk 
management and internal control system 
effectiveness on the Board’s behalf.

Twice a year, the Board gets a summary of 
how we’re managing key risks across all 
GRCs and units. The Audit and Risk 
Committee also holds discussions with 
Executive Committee members to dive 
deeper into specific GRCs through the 
year. 

There are oversight bodies at unit and 
group level – where key risk information is 
reported regularly. 

Enhancing our risk management 
framework
As our business evolves and the risk 
landscape changes, we keep adapting and 
strengthening our risk management 
approach.

This year we focused on ‘being smart with 
risk’ – making it an integral part of strategic 
considerations, decision making, managing 
change and day-to-day operational 
activities. That included embedding a 
consistent approach to thinking about risk 
in investment decisions and business 
performance reviews. 

We also continued enhancing our key 
control framework. That includes 
establishing ‘Material Key Controls’ aligned 
to the forthcoming UK Corporate 
Governance Code changes – to help 
leaders and oversight bodies focus on the 
controls that underpin the biggest risks. 

These Material Key Controls will be the 
main focus of an integrated assurance plan. 
This will involve second line assurance 
teams and Internal Audit assessing the 
design and operational effectiveness of our 
defined control activities – underpinned 
with self assessment. 
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Cyber threats 

We regularly test our 
ability to detect and 
respond to significant 
cyber attacks, across all 
levels of the organisation.

2
Number of exercises we ran across the year with 
the Executive Committee to test our preparedness.

How we manage risks
We divide our risk landscape into Group 
Risk Categories (GRCs). Each one has an 
Executive Committee sponsor accountable 
for applying the framework to that 
category. 

Within each GRC we distinguish between 
enduring and dynamic risks.

Enduring risks need consistent, long-term 
structures to manage them – a clear risk 
appetite position, controls and assurance. 

These structures then free us up to think 
about dynamic risks that need focused and 
timely responses: How big are they? Who 
do they impact? What do we need to do 
about them? 

Dynamic risks are either:
1. Point: Risks potentially materially 

significant to us at a particular point in 
time that we can’t manage within our 
existing control framework and which 
need focused attention. 

2. Emerging: New and/or often longer-
term risks with the potential to be 
materially significant that we can’t fully 
define today. 

You’ll find the current status of the 
enduring and dynamic risks across our top 
12 GRCs in the ‘Our principal risks and 
uncertainties’ section (see page 56) .

Our risk mindset
A risk management framework is only 
as good as how people embody it.

We expect our leaders to have good risk 
mindset characteristics – curiosity, 
accountability – to provide psychological 
safety, and to use our risk management 
framework when they make decisions. We 
underpin this with regular risk discussions 
in leadership teams and at key decision 
points. 

We also train everyone involved in making 
our framework a success, so they have a 
deep understanding of the expectations 
and benefits risk management brings.

Our risk governance
The Board is responsible for risk 
management. The Audit and Risk 
Committee oversees and monitors our risk 
management and internal control system 
effectiveness on the Board’s behalf.

Twice a year, the Board gets a summary of 
how we’re managing key risks across all 
GRCs and units. The Audit and Risk 
Committee also holds discussions with 
Executive Committee members to dive 
deeper into specific GRCs through the 
year. 

There are oversight bodies at unit and 
group level – where key risk information is 
reported regularly. 

Enhancing our risk management 
framework
As our business evolves and the risk 
landscape changes, we keep adapting and 
strengthening our risk management 
approach.

This year we focused on ‘being smart with 
risk’ – making it an integral part of strategic 
considerations, decision making, managing 
change and day-to-day operational 
activities. That included embedding a 
consistent approach to thinking about risk 
in investment decisions and business 
performance reviews. 

We also continued enhancing our key 
control framework. That includes 
establishing ‘Material Key Controls’ aligned 
to the forthcoming UK Corporate 
Governance Code changes – to help 
leaders and oversight bodies focus on the 
controls that underpin the biggest risks. 

These Material Key Controls will be the 
main focus of an integrated assurance plan. 
This will involve second line assurance 
teams and Internal Audit assessing the 
design and operational effectiveness of our 
defined control activities – underpinned 
with self assessment. 
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Cyber threats 

We regularly test our 
ability to detect and 
respond to significant 
cyber attacks, across all 
levels of the organisation.

2
Number of exercises we ran across the year with 
the Executive Committee to test our preparedness.
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INTERNAL AUDIT 
The internal audit function’s role is to systematically, 
independently and objectively assess the adequacy and 
effectiveness of the risk management systems and key internal 
controls over the Group’s operations, financial reporting,  
IT systems, and risk and compliance processes. The function 
is a critical component of the Group’s corporate governance 
framework providing support and assurance to the Board, 
Committee and management in the execution of the Group’s 
strategy. It provides recommendations to address key issues 
identified and improve processes and controls and delivers 
important insight on issues of culture and employee values  
and behaviours. 

The internal audit team has a blend of experience consisting 
of core expertise in risk and assurance, alongside industry 
experience from within the Group. This enables the team 
to provide general risk and business specific assurance. 
The internal audit team also oversees regional control 
compliance and undertakes commercial and cost auditing 
using specialist skilled resource. It continues to maintain a 
budget for co-sourced expertise to be brought in to provide 
more specialised reviews, such as IT, and to take advantage of 
focused data analytics. 

During 2024, internal audits were undertaken in accordance 
with the Committee’s agreed plan for the year. Regular 
updates were provided to the Committee on the status of 
ongoing audits and action closure. The Committee monitored 
progress against the plan, discussed the results of all audits 
undertaken and monitored relevant actions to address 
recommendations. The internal audit team also supported the 
internal investigations that were undertaken in relation to the 
cost forecasting issues in the South Division. 

The Board and ELT also commenced activity to address the 
revisions to the Code, which were set out at the beginning  
of 2024. The main change, in effect for periods beginning 
on or after 1 January 2026, concerns strengthening risk 
management and internal control requirements defined 
within the updated Provision 29. Principle O now references 
the need for boards to establish and maintain the risk 
management and control framework. The Board are fully 
supportive of this change and are monitoring compliance 
to the new provisions set out in the revised code through 
the Audit Committee. A roadmap for full compliance has 
been approved by the Board, including improvements which 
are underway to increase the level of formality and Board 
involvement. These include: 

•  A significantly enhanced fraud risk assessment with a 
new supporting process for the identification, review and 
reporting of both known and potential fraud risks. 

•  A formal definition of all operational, financial, IT and People 
related controls to achieve a greater level of standardisation 
and definition which is supportive of the Group’s strategy.  
New members of the ELT will sponsor each discipline and 
we have already completed a full refresh of all our life of site 
operational standards – from procuring land to closing down 
our completed sites. 

•  Continued investment in single systems across our Group 
that support automation of control, with alignment to our 
quarterly declaration for each region to ensure system usage 
and standardisation. 

•  A dedicated auditor within the internal audit team  
focusing on regional controls and self-assessment follow  
up and testing. 

•  Standardised Board control reporting and sign-off processes. 

The Committee also considered and approved both the 
headcount and organisational design of the internal  
audit team to ensure appropriate scale and expertise. 
They recommended that, whilst the internal audit function 
is operating effectively, a greater proportion of the audit 
plan should be dedicated towards more granular testing of 
controls, in particular the CVR process following the cost 
forecasting issues that arose in the South Division during 2024. 

The Committee approved the 2025 internal audit plan that 
provides a balance of thematic reviews across the whole 
Group, alongside specific audits of regional businesses and 
individual projects with a focus on the commercial aspect due 
to faster build and quicker turn of capital. Specific areas of 
focus for the internal audit team have been agreed as follows: 

• Commercial controls compliance 

•  Partner compliance and customer related processes 

• Special Projects 

• Performance management 

• Modern slavery 

ENTERPRISE RISK MANAGEMENT 
    The framework and processes the Group operates to 

manage risk are set out on pages 68 and 69.

During the year, the Committee monitored and reviewed the 
Group’s risk management activities and processes through 
reports at each Committee meeting. The Committee reviewed 
the work of the Risk Oversight Committee’s bottom-up and 
top-down process utilised to identify risks, the movement  
of principal risks, identification of emerging risks and the  
risk appetite. Following the strategic change, the Committee 
was updated on how the approach of the Risk Oversight 
Committee was evolving to reflect the key challenges  
impacting the Group from external factors, integration and 
economic factors. 

WHISTLEBLOWING 
Throughout 2024, the Committee has reviewed the operation 
of the independent third party managed whistleblower 
hotline to enable employees and third parties to report 
matters of concern. The Committee has continued to  
receive reports on ongoing and concluded investigations.  
The Committee also considered the actions taken by 
management as a result of the investigations. 

EXTERNAL AUDIT 

AUDIT TENDER 
PwC were first appointed as external auditors for the 2015 
financial year following the completion of a competitive 
tender process. The current lead audit partner is Richard 
French, whose tenure commenced for the 2021 financial year. 

A competitive tender process was conducted during Q2 2024, 
with the timing of the process allowing for an external auditor 
to be in place for the 2025 financial year. 

Source: https://www.vistrygroup.co.uk/sites/vistrygroup/files/2025-04/ara-2024-25-all-spreads-v1.pdf

https://www.vistrygroup.co.uk/sites/vistrygroup/files/2025-04/ara-2024-25-all-spreads-v1.pdf
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Corporate governance report continued
Audit Committee continued

Internal controls
Through its ICFR programme, management is 
responsible for maintaining an effective internal 
financial controls framework, that identifies 
risks, maps these to controls and gives 
assurance over the effective operation of its 
control activities. Management undertakes this 
through a three lines of defence model, including 
financial controls testing by a team independent 
of the relevant control operators and use of the 
Group’s internal audit function as a third line of 
defence. Such testing includes validation of IT 
general automated controls as well as manual 
business process control activities, and entity 
level controls. 
Management is also responsible for identifying 
and managing risks, and for maintaining the 
Group’s system of internal controls, which is 
designed to manage and mitigate relevant risks. 
During the year, on behalf of the Board, the 
Committee conducted a review of the 
effectiveness of management’s internal controls 
processes. The Committee did this principally 
through updates provided to it by management, 
Group Controls and Compliance, Group Audit, 
and the external auditor. 
During the year, the Committee reviewed the 
effectiveness of the ICFR framework, including 
considering the output of the work undertaken 
by the Group Control and Compliance team, the 
Group internal audit team and the external 
auditor. In addition, the Committee has reviewed 
the work performed by management to embed 

ICFR as a business-as-usual activity ahead of the 
requirements of the new Corporate Governance 
Code in FY 27, including the process by which  
the Board will be required to make its declaration 
under Provision 29 of the Code. As part of this, 
the Committee reviewed the progress made at 
TBS to further improve its level of control 
effectiveness.
The Committee also received regular updates 
about the progress made by management to 
remediate and improve IT general controls and IT 
automated controls and challenged the external 
auditor to continue seeking to increase the level 
of reliance on such controls during the audit.  
As a result, the external auditor has been able  
to increase its level of reliance on IT general 
controls over our main financial reporting 
system as well as certain other key business 
process areas.

Work continued during the year to embed the ICFR programme as 
a business-as-usual activity, in good time for the changes that will 
be required under the new Corporate Governance Code in FY 27.

Controls.
Strengthening and centralising the internal financial control 
environment
During the year, the Committee has reviewed on an ongoing basis the processes undertaken 
by management to continue to enhance its control environment, including its roadmap 
to increase the level of automation and its expanded centralisation of control activities, 
including at Tesco Business Services (TBS) and Central Europe.
The Group’s internal controls over financial reporting (ICFR) programme is now well 
advanced, and during the year, work continued to embed the processes as business as 
usual, in good time for the changes that will be required under the new Corporate 
Governance Code in FY 27.
During the year, the Committee reviewed the Group’s progress to remediate IT general 
controls and noted significant progress. Members of the Committee, including the Chair, 
spent time with the TBS team in India, reviewing the progress the team has made in 
continuing to strengthen and deliver a more efficient control environment.
During FY 24/25, management undertook the following approach to ICFR, and reported 
progress to each meeting of the Audit Committee:

March–May 
 – Annual risk assessment and scoping process for the ICFR programme
 – Determination of business units in scope
 – Development of delivery of plan

June–August
 – Detailed walkthrough of processes
 – Testing of design and operating effectiveness of high frequency controls
 – Validation of remediated controls from FY 24/25

September–November
 – Ongoing testing of design and operating effectiveness, focused on monthly and 
quarterly controls, first cycle of IT general control testing
 – Validation of any remediation activity

December–February 
 – Continuation of operating effectiveness testing, including second cycle of IT general  
control testing
 – Review of entity level controls and year end control processes
 – Completion of update training

Spotlight on:

Tesco PLC Annual Report and Financial Statements 2025

Financial statements Additional information 84.GovernanceStrategic report

Source: https://www.tescoplc.com/media/ky0bfwpo/tesco_ar25_interactive.pdf

https://www.tescoplc.com/media/ky0bfwpo/tesco_ar25_interactive.pdf
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The Risk Committee meets at least four 
times a year and meetings may also be 
attended by colleagues from each of 
the operating divisions and Global 
Support functions.

The Risk Committee’s principal duties 
are to:

• Ensure that there is a regular, robust 
assessment of the principal risks 
facing the Group – including those 
risks that would threaten its business 
model, future performance, solvency 
or liquidity – and the emerging risks

• Review the Group’s overall risk 
assessment processes and the 
parameters of the qualitative and 
quantitative metrics used to review 
the Group’s risks and to monitor 
mitigating actions

• Provide guidance to the Audit 
Committee on the Group’s risk 
appetite and tolerance

• Review the effectiveness of the 
Group’s internal controls and risk 
management systems, including all 
material financial, operational and 
compliance controls

• Review the Group’s global  
approach and management of  
health and safety risks and data 
privacy regulations

• Review the adequacy and security 
of the Group’s whistleblowing 
arrangements for colleagues  
and contractors

All Directors receive the minutes of 
Risk Committee meetings through the 
Audit Committee papers. In addition, 
the Group Finance Director and Group 
Head of Risk provide a summary of the 
Risk Committee’s activities to the 
Committee and to the Board.

At the half year and full year, we assess 
the Group’s principal and emerging 
risks, including the process to review 
each risk and whether risk exposures 
have changed during the period. This 
year, as is our usual custom, we invited 
management to provide us with a deep 
dive into those risks that fall to the 
Committee’s responsibility (see page 
107). During these discussions, we also 
discuss associated and emerging risks, 
and consider whether any have 
increased sufficiently to be 
considered as a principal risk.

We considered the Risk Committee’s 
process in assessing emerging risks, 
including the decision to include AI and 
climate change on the emerging risk 
watch list during the year. We 
concurred with management that 
neither was currently at a level that 
would affect Informa’s ability to deliver 
our strategy but their inclusion on the 
watch list was appropriate.

We were supportive of the analysis and 
assessment to break emerging AI risk 
into a number of risk components, 
including IP protection, data privacy 
and security, compliance, reputational 
risk and market disruption, and to 
distribute those components across 
the existing principal risks to reflect the 
nature of AI as a general technology, 
including making specific changes to 
market risk and privacy risk. Further 
details on Informa’s approach to 
emerging risks are given on page 61.

By receiving updates on the activities 
of the Risk Committee, considering 
reports from internal and external 
auditors about the effectiveness of 
controls and reviewing the Group’s risk 
management, and through our own 
investigations, we were able to confirm 
that we did not identify any significant 
control deficiencies during the year.

We presented the conclusions of our 
annual review of the effectiveness of 
the risk management and internal 
control systems to the Board. As a 
result, the Board is satisfied that the 
Group’s risk management and internal 
control systems were in place during 
the year and up to the date of this 
report were effective, and that the 
Board fulfilled its obligations under  
the Code.

More details about the Group’s risk 
management framework, our approach 
to risk and our principal risks are given 
on pages 60 to 70.

Continued focus on 
cyber security
During 2024, both the Committee and 
the Board continued to pay close 
attention to cyber security and 
governance in relation to the risk of 
unauthorised and criminal access to 
the Group’s technology systems.

This is an area that continues to evolve 
and increase, and so, on behalf of the 
Board, we review in depth and monitor 
the Group’s approach to cyber security 
and challenge management to ensure 
that appropriate and robust cyber 
security defences are in place.

During the year, we:

• Considered the risk profile of the 
principal risk of data loss and cyber 
breach, reviewed how these risks 
were managed, including emerging 
risks, and agreed with the mitigating 
actions proposed

• Received feedback following the 
launch of an all-colleague cyber and 
fraud awareness campaign

• Developed and ran mandatory 
training amongst financial approvers 
to combat deepfake scams

• Discussed the findings of the cyber 
attack exercises that took place 
during the year, supporting the 
resulting recommendations from 
management and external advisers

• Reviewed the ongoing technology 
integration risks that come with 
acquisitions

• Supported management as it 
continued to enhance cyber 
security for the Group

All Board members have full access to 
Committee papers, and the Committee 
Chair formally updates the Board 
about the actions being taken to 
manage cyber risks. In practice, the 
consistent voluntary attendance of 
other Non-Executive Directors at 
Committee meetings during the year, 
where they are encouraged to fully 
participate in discussions and debates, 
means that cyber security risks and 
responses are truly considered by the 
Board as a whole.

In addition, the Group Chief Operating 
Officer provides an update on 
technology solutions and services, 
including an overview of the 
information security executive 
dashboard at each Board meeting.

Enhancing technology 
governance
The Committee undertook a deep dive 
into technology failure risk, noting that 
a prolonged loss of critical systems 
could inhibit the company’s ability to 
deliver products and services. We 
noted that strong progress was being 
made to mitigate this risk, by fully 
mobilising the Fortify programme to 
deliver a new framework and platform 
for enhanced security, observability 
and cost control.

We also reviewed the deep-dive 
exercise undertaken to identify our key 
applications and received an update 
on the project to ensure that 
ownership of each application was 
appropriately assigned.

Changes to the Code and 
failure to prevent fraud
In the 2023 Annual Report, we set out 
the actions taken in response to UK 
Government reforms to restore trust in 
audit and corporate governance. While 
a substantive element of those reforms 
was withdrawn, during 2024, Informa 
continued to strengthen its Group-wide 
and divisional controls – in preparation 
not only for the requirement in the 
revised Code for an annual declaration 
of control effectiveness for financial 
years beginning on or after 1 January 
2026, but also in response to the new 
corporate criminal offence of failure to 
prevent fraud (FTPF), which will come 
into force on 1 September 2025.

Code Provision 29
Early in 2024, management presented a 
current-state assessment of Informa’s 
control environment in preparation for 
the declaration of the effectiveness of 
material controls that will be required 
for the year ending 31 December 2026. 
The assessment included details of how 
and when any control weaknesses or 
gaps would be remediated.

We reviewed progress against the 
objectives set for 2024 at each meeting, 
noting how management’s thinking had 
evolved, and are satisfied that the 
project continues on track – see 
diagram below.

As the Informa TechTarget combination 
progressed, we also considered how 
the Informa Finance team would work 
with Informa TechTarget to support the 
Sarbanes-Oxley compliance work for 
2025, and their remediation plan to 
address the material weaknesses.

Annual ReportScope components

Identify business 
process and 

disclosure controls

Material controls 
identification and 
desired level of 
assurance – COMPLETE

Identify the Group-wide controls and supporting divisional controls (mapped to COSO 2013)

Agree list of our material controls, the desired level of assurance over those controls and who will 
provide assurance over the effectiveness of the material controls

Define materiality for Annual Report 
disclosures and Financial Statements 

(qualitative and quantitative)

Control effectiveness testing of material 
controls based on agreed level of assurance

Material controls 
effectiveness assessment 
– IN PROGRESS

Informa PLC Board’s declaration of material control effectiveness as at 31 December 2026Conclude on results of 
material controls testing

Agree legal entity, business process 
and supporting technology scope

Annual Group  
Financial  

Statements

Identify technology 
controls

Anti-fraud 
governance 
framework

Identify anti-fraud 
controls

Define fraud risk 
materiality and 

de minimus limits

Materiality, risk appetite 
and detailed scoping 
– COMPLETE

Assess the impact of open material control 
issues (deficiency assessment) and 

effectiveness of subsequent remediation

Risk management 
framework

Identify controls 
mapped to 

principal risks

Define risk 
appetite for Group 

principal risks

Process to material controls declaration
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Audit Committee Report continued

The Risk Committee meets at least four 
times a year and meetings may also be 
attended by colleagues from each of 
the operating divisions and Global 
Support functions.

The Risk Committee’s principal duties 
are to:

• Ensure that there is a regular, robust 
assessment of the principal risks 
facing the Group – including those 
risks that would threaten its business 
model, future performance, solvency 
or liquidity – and the emerging risks

• Review the Group’s overall risk 
assessment processes and the 
parameters of the qualitative and 
quantitative metrics used to review 
the Group’s risks and to monitor 
mitigating actions

• Provide guidance to the Audit 
Committee on the Group’s risk 
appetite and tolerance

• Review the effectiveness of the 
Group’s internal controls and risk 
management systems, including all 
material financial, operational and 
compliance controls

• Review the Group’s global  
approach and management of  
health and safety risks and data 
privacy regulations

• Review the adequacy and security 
of the Group’s whistleblowing 
arrangements for colleagues  
and contractors

All Directors receive the minutes of 
Risk Committee meetings through the 
Audit Committee papers. In addition, 
the Group Finance Director and Group 
Head of Risk provide a summary of the 
Risk Committee’s activities to the 
Committee and to the Board.

At the half year and full year, we assess 
the Group’s principal and emerging 
risks, including the process to review 
each risk and whether risk exposures 
have changed during the period. This 
year, as is our usual custom, we invited 
management to provide us with a deep 
dive into those risks that fall to the 
Committee’s responsibility (see page 
107). During these discussions, we also 
discuss associated and emerging risks, 
and consider whether any have 
increased sufficiently to be 
considered as a principal risk.

We considered the Risk Committee’s 
process in assessing emerging risks, 
including the decision to include AI and 
climate change on the emerging risk 
watch list during the year. We 
concurred with management that 
neither was currently at a level that 
would affect Informa’s ability to deliver 
our strategy but their inclusion on the 
watch list was appropriate.

We were supportive of the analysis and 
assessment to break emerging AI risk 
into a number of risk components, 
including IP protection, data privacy 
and security, compliance, reputational 
risk and market disruption, and to 
distribute those components across 
the existing principal risks to reflect the 
nature of AI as a general technology, 
including making specific changes to 
market risk and privacy risk. Further 
details on Informa’s approach to 
emerging risks are given on page 61.

By receiving updates on the activities 
of the Risk Committee, considering 
reports from internal and external 
auditors about the effectiveness of 
controls and reviewing the Group’s risk 
management, and through our own 
investigations, we were able to confirm 
that we did not identify any significant 
control deficiencies during the year.

We presented the conclusions of our 
annual review of the effectiveness of 
the risk management and internal 
control systems to the Board. As a 
result, the Board is satisfied that the 
Group’s risk management and internal 
control systems were in place during 
the year and up to the date of this 
report were effective, and that the 
Board fulfilled its obligations under  
the Code.

More details about the Group’s risk 
management framework, our approach 
to risk and our principal risks are given 
on pages 60 to 70.

Continued focus on 
cyber security
During 2024, both the Committee and 
the Board continued to pay close 
attention to cyber security and 
governance in relation to the risk of 
unauthorised and criminal access to 
the Group’s technology systems.

This is an area that continues to evolve 
and increase, and so, on behalf of the 
Board, we review in depth and monitor 
the Group’s approach to cyber security 
and challenge management to ensure 
that appropriate and robust cyber 
security defences are in place.

During the year, we:

• Considered the risk profile of the 
principal risk of data loss and cyber 
breach, reviewed how these risks 
were managed, including emerging 
risks, and agreed with the mitigating 
actions proposed

• Received feedback following the 
launch of an all-colleague cyber and 
fraud awareness campaign

• Developed and ran mandatory 
training amongst financial approvers 
to combat deepfake scams

• Discussed the findings of the cyber 
attack exercises that took place 
during the year, supporting the 
resulting recommendations from 
management and external advisers

• Reviewed the ongoing technology 
integration risks that come with 
acquisitions

• Supported management as it 
continued to enhance cyber 
security for the Group

All Board members have full access to 
Committee papers, and the Committee 
Chair formally updates the Board 
about the actions being taken to 
manage cyber risks. In practice, the 
consistent voluntary attendance of 
other Non-Executive Directors at 
Committee meetings during the year, 
where they are encouraged to fully 
participate in discussions and debates, 
means that cyber security risks and 
responses are truly considered by the 
Board as a whole.

In addition, the Group Chief Operating 
Officer provides an update on 
technology solutions and services, 
including an overview of the 
information security executive 
dashboard at each Board meeting.

Enhancing technology 
governance
The Committee undertook a deep dive 
into technology failure risk, noting that 
a prolonged loss of critical systems 
could inhibit the company’s ability to 
deliver products and services. We 
noted that strong progress was being 
made to mitigate this risk, by fully 
mobilising the Fortify programme to 
deliver a new framework and platform 
for enhanced security, observability 
and cost control.

We also reviewed the deep-dive 
exercise undertaken to identify our key 
applications and received an update 
on the project to ensure that 
ownership of each application was 
appropriately assigned.

Changes to the Code and 
failure to prevent fraud
In the 2023 Annual Report, we set out 
the actions taken in response to UK 
Government reforms to restore trust in 
audit and corporate governance. While 
a substantive element of those reforms 
was withdrawn, during 2024, Informa 
continued to strengthen its Group-wide 
and divisional controls – in preparation 
not only for the requirement in the 
revised Code for an annual declaration 
of control effectiveness for financial 
years beginning on or after 1 January 
2026, but also in response to the new 
corporate criminal offence of failure to 
prevent fraud (FTPF), which will come 
into force on 1 September 2025.

Code Provision 29
Early in 2024, management presented a 
current-state assessment of Informa’s 
control environment in preparation for 
the declaration of the effectiveness of 
material controls that will be required 
for the year ending 31 December 2026. 
The assessment included details of how 
and when any control weaknesses or 
gaps would be remediated.

We reviewed progress against the 
objectives set for 2024 at each meeting, 
noting how management’s thinking had 
evolved, and are satisfied that the 
project continues on track – see 
diagram below.

As the Informa TechTarget combination 
progressed, we also considered how 
the Informa Finance team would work 
with Informa TechTarget to support the 
Sarbanes-Oxley compliance work for 
2025, and their remediation plan to 
address the material weaknesses.

Annual ReportScope components

Identify business 
process and 

disclosure controls

Material controls 
identification and 
desired level of 
assurance – COMPLETE

Identify the Group-wide controls and supporting divisional controls (mapped to COSO 2013)

Agree list of our material controls, the desired level of assurance over those controls and who will 
provide assurance over the effectiveness of the material controls

Define materiality for Annual Report 
disclosures and Financial Statements 

(qualitative and quantitative)

Control effectiveness testing of material 
controls based on agreed level of assurance

Material controls 
effectiveness assessment 
– IN PROGRESS

Informa PLC Board’s declaration of material control effectiveness as at 31 December 2026Conclude on results of 
material controls testing

Agree legal entity, business process 
and supporting technology scope

Annual Group  
Financial  

Statements

Identify technology 
controls

Anti-fraud 
governance 
framework

Identify anti-fraud 
controls

Define fraud risk 
materiality and 

de minimus limits

Materiality, risk appetite 
and detailed scoping 
– COMPLETE

Assess the impact of open material control 
issues (deficiency assessment) and 

effectiveness of subsequent remediation

Risk management 
framework

Identify controls 
mapped to 

principal risks

Define risk 
appetite for Group 

principal risks

Process to material controls declaration
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Failure to prevent fraud
In November 2024, the UK Government 
published regulations bringing a new 
FTPF criminal offence into force and 
also issued guidance on reasonable 
fraud prevention procedures.

Earlier in the year, we had reviewed and 
discussed the recommendations of a 
KPMG advisory report on Informa’s 
anti-fraud governance framework future 
development. We noted that, after 
receiving the advisory report, a plan  
had been developed to prioritise those 
KPMG recommendations that were 
particularly relevant to the FTPF 
legislation. However, implementation 
was paused until November, when the 
guidance was published.

Management advised in December that 
it would now review and refine KPMG’s 
recommendations to reflect the 
guidance. We will be scrutinising progress 
on this during 2025, making sure the 
implementation timeline is aligned with 
the offence enforcement date.

Considering fraud reports  
and responses
At least twice a year, the Committee 
receives updates from Group Finance 
and Internal Audit on any allegations of 
fraud or attempted fraud, with 
additional updates given as needed.

We consider management’s responses 
to any allegations, including the actions 
taken to mitigate or eliminate the fraud 
risks identified. Internal control 
processes are considered as part of our 
review, with improvements 
recommended where necessary.

The frauds or attempted frauds broadly 
fall into three main categories: 
customer fraud, supplier fraud and 
cyber fraud. Regular phishing 
simulation tests take place and specific 
training campaigns were pushed to 
colleagues during the year on cyber 
and deepfake fraud awareness.

Further details on our cyber security 
processes are given on page 110.

Monitoring compliance
The Committee is responsible for 
overseeing the Risk Committee’s work  
to review the Group’s whistleblowing, 
fraud and bribery prevention 
procedures. The Head of Group 
Compliance and Chief Privacy Officer 
attend Board or Committee meetings 
during the year to report on their 
respective functions and responsibilities.

Embedding sanctions controls
Informa continues to closely monitor 
cross-border trade restrictions and has 
established controls in place to prevent 
prohibited transactions under US, UK 
and EU laws, and UN rules.

The increased sanctions landscape 
continues to be a focus for our global 
business. In December 2024, the Head 
of Group Compliance joined us to detail 
the key activities undertaken by the 
Compliance team during the year to 
make sure Informa maintains an 
effective sanctions programme. This 
included regular reporting to the Risk 
Committee, divisional risk 
assessments, close collaboration on 
relevant shared service centre and 
internal financial controls, biannual 
screening of potentially high-risk 
countries, and regular, focused and 
appropriate training programmes.

Thorough due diligence was also done 
in relation to acquisitions during the 
year, with risk-based interim manual 
sanctions controls implemented while 
any new acquisition migrated to our 
finance platforms. This safeguards our 
legal obligations and meets the 
expectations of our banking partners.

Strengthening confidence 
in Speak Up
Informa has established processes for 
any colleague to report concerns in 
confidence, either through line 
managers, HR managers, the internal 
Compliance team or an independent 
and confidential whistleblowing service 
– Speak Up – which is available in more 
than a dozen languages.

The Head of Group Compliance 
provided us with a summary of 
engagement activities done this year, 
which included newsletter, intranet 
articles and face-to-face engagement 
sessions in several countries. This was 
supported by a summary of 

whistleblowing reports made during 
the year, highlighting the broad themes 
raised and the actions taken by 
Informa – and we concluded that 
management’s response was 
appropriate. The Company Secretary 
also provides an update on 
whistleblowing at each Board meeting.

Monitoring bribery 
processes and controls
Informa is primarily subject to the 
requirements of the UK Bribery Act and 
the US Foreign Corrupt Practices Act, 
as well as a number of local and 
national anti-corruption laws.

At least once a year, the Head of 
Compliance reports to the Committee 
on the Group’s processes and controls 
around anti-bribery and corruption. 
The report provides us with 
information about the key areas of 
activity for the Group’s anti-bribery 
programme, such as changes to risk 
factors; the risk assessment process, 
including for third parties; training and 
communication updates; and a 
summary of any misconduct 
investigations undertaken.

Strengthening data privacy 
and AI governance
Informa operates in countries and 
markets where privacy regimes 
continue to be complex, including 
Australia, China and other ASEAN 
countries, as well as various US states 
where regulations have recently 
passed – some of which will take effect 
in 2025. As a result, colleagues, 
customers, suppliers and stakeholders 
have an expectation of transparency 
and control over how their personal 
data is collected, used and shared.

As the Committee Chair’s report 
referenced, having established a  
Global Privacy Framework based on 
the Information Commissioner’s  
Office Accountability Framework in 
2023, we were pleased to hear that all 
divisions had improved their privacy 
maturity assessment in 2024. We 
reviewed the findings of the 
benchmarking exercise and supported 
the actions being proposed by the 
Chief Privacy Officer to improve areas 
with the lowest scores.

A Privacy Champions Network Forum 
was established, bringing together 
colleagues from different businesses, 
disciplines and geographies. The forum 
will help to further embed privacy 
within Informa’s culture by providing 
deep-dive training on key privacy 
compliance topics.

We also considered the ways in which 
Informa’s use of AI technologies aligns 
both with the Group’s principles and 
with emerging AI-specific regulations, 
such as the EU AI Act. We noted how an 
AI governance framework was being 
developed and concurred with the 
proposed approach, which would 
enable Informa to responsibly use AI to 
drive commercial value while remaining 
compliant with legislation and 
relevant regulations.

Supporting the Internal 
Audit function
The Head of Internal Audit has a dual 
reporting line to the Group Finance 
Director and the Audit Committee Chair 
and meets privately with Committee 
members without management present 
at least once a year.

The Head of Internal Audit attends 
each Audit Committee meeting and 
provides reports on:

• Reviews undertaken and any issues 
identified around business processes 
and control activities during its work

• Management’s delivery of action 
plans to address any identified 
control weaknesses

• Any management action plans where 
resolution is overdue

• Group-wide controls testing to 
prepare for changes in the Code

The Internal Audit team continues to 
be supported by third-party partners, 
particularly on audits that require a 
specific technical skillset.

As a Committee, we review the draft 
annual internal audit plan and 
resourcing levels at the end of each 
financial year. The final plan is approved 
at the following meeting, taking our 
feedback into account. The plan is 
influenced by the Group’s principal risks 
including, but not limited to, data 
privacy, cyber security, technology 
failure, business resilience, third parties 
and new or acquired businesses. We 
particularly noted the proposal to 
increase the use of data analytics and AI 
across all function areas in our Internal 
Audit team’s work in 2025.

As detailed above, areas of increased 
focus during 2024 included assurance 
around ESG and other non-financial 
information and disclosures, new Code 
regulations and the FTPF offence, 
which will come into effect in the 
second half of 2025.

The Internal Audit team also focused 
on the effectiveness of Informa’s 
cyber security detection, prevention 
and response capabilities in light of 
the increased complexity of cyber 
attacks during 2024. The Committee 
discussed the outcomes of each 
Internal Audit assessment and 
regularly reviews the action being 
taken to mitigate any weaknesses 
identified and to improve the Group’s 
monitoring and detection capabilities.

Each year, an effectiveness review is 
carried out to assess the quality and 
expertise of the Internal Audit function 
and how well it is delivering its remit, 
and to identify areas for improvement. 
The 2024 review provided a good 
degree of assurance regarding the 
overall effectiveness of the function, 
although on technology audit work,  
the key areas of communications  
and stakeholder engagement could  
be improved.

The Committee confirms that it has 
assessed the quality, experience and 
expertise of the Internal Audit 
function, and is satisfied it is 
appropriate for the Group.

Working with our 
external auditors
PwC was appointed as the Group’s 
external auditors after a robust and 
thorough tender process in 2022, and 
became responsible for external audit 
work from 1 January 2023.

The Committee is responsible for 
developing, implementing and 
monitoring the Group’s policy on 
external audit. This policy assigns 
oversight responsibility for monitoring 
independence, objectivity and 
compliance with ethical and regulatory 
requirements to the Committee, and 
assigns day-to-day responsibility to the 
Group Finance Director. The external 
auditors are jointly accountable to the 
Board and the Committee, with the 
Committee as the primary contact.

Our Committee plays an essential role 
in ensuring the independence of the 
external auditors and the quality of the 
audit process, and provides challenge 
where necessary.

In June 2024, PwC presented its 
proposed strategy and scope for the 
2024 full-year audit and half-year review, 
together with details of the key areas of 
focus. The external auditors have since 
shared insights and feedback on the 
ongoing work, enabling the Committee 
to monitor progress and ask questions.

We therefore confirm that the activities 
undertaken by the Committee meet 
the requirements of the FRC’s Audit 
Committees and the External Audit: 
Minimum Standard.

Independence of the 
external auditors
Chris Burns continues to be the lead 
audit partner responsible for signing 
the audit opinion on behalf of PwC.

When assessing the independence and 
objectivity of the external auditors, we 
consider assurances and information 
provided by PwC regarding the nature of 
the non-audit services provided, as well 
as any commercial business relationships 
between PwC and the Group.
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Audit and Compliance Committee activities

Financial reporting • Reviewing, challenging and considering the external auditor’s views on significant accounting 
estimates, judgements and accounting policies applied in the financial statements of the Group 
and related reporting and disclosures; 

• Reviewing the financial statements and announcements of the Group to ensure integrity; and
• Consideration of the process for confirming and recommending to the Board that the 2024 Annual 

Report and Accounts is fair, balanced and understandable.

External auditor • Oversight of the external auditor, focusing on audit quality, effectiveness, independence and 
objectivity to ensure the rigour and challenge of the audit process is maintained. Specific activities 
undertaken by the Committee to oversee the relationship with KPMG and the audit process 
are included in this report.

Internal auditor • Oversight of the internal auditor, focusing on the appropriateness of internal audit skills and 
resourcing, approving the audit plan, reviewing audit results, monitoring implementation of audit 
recommendations and ensuring the independence of the Internal Audit Team. Specific activities 
undertaken by the Committee with regard to internal audit are included in this report.

Internal Control over 
Financial Reporting (ICFR)

• Consideration of and challenge to management’s analysis of risks in financial reporting, 
identification of key financial controls and documentation of accounting processes;

• Monitoring the internal controls procedures adopted by the Company, to oversee compliance 
with them; and

• Reviewing the results of the internal audits of ICFR consideration of the external auditor’s findings 
and conclusions on this matter and tracking the progress of implementation of internal and 
external ICFR audit recommendations.

Enterprise risk management 
(ERM) 

• Reviewing the principal and emerging risks facing the Group, including gaining assurance as 
to the effectiveness of the internal control system, mitigations and risk management process; 

• Reviewing the principal risks and the combination of risks that possess the potential to significantly 
impact the Group’s strategic objectives, in order to simplify and further refine the Group’s 
risk disclosures;

• Reviewing the process whereby the Board reviewed and determined risk appetite; 
• Reviewing the performance of the Group against its existing risk appetite and confirming management’s 

assessment that the Group has applied appropriate mitigations or other effective controls to 
ensure that the Group has operated within (or agreed) risk appetite throughout the period;

• Reviewing annual compliance with the ERM risk policy;
• Reviewing the Group’s fraud risk assessment and design of the internal control framework 

to prevent and detect fraud, including consideration of the key controls and assurance activities 
provided across the Group in relation to financial and non-financial fraud risk; 

• Overseeing treasury risk management, including reviewing the Group’s fuel and foreign exchange 
hedging policies, positions and financial counterparty exposure, compliance with the Group’s 
treasury and financial risk management policies and consideration of the implications of the 
approved fuel hedging profile, given the recovery in demand and significant volatility in fuel prices, 
and ensuring its continued appropriateness in managing these risks; and

• Overseeing tax risk management, in an environment of increased challenge, investigation and 
audit by tax authorities across the globe, and considering the tax strategy before recommending 
it to the Board for approval and publishing it on the IAG website.

Legal and compliance • Reviewing the Group’s anti-bribery, sanctions, competition, privacy and Spanish Criminal Code 
compliance programmes including the latest related risk heat maps, regulatory developments, 
issues identified during the year or still live from previous years and key programme activities 
during 2024 and priorities for 2025;

• Reviewing, on behalf of the Board, the Group’s independent third-party-facilitated whistleblowing 
procedures and the annual report from the Group’s Head of Ethics and Compliance on: 
communication and awareness (plus trust in) the Group’s whistleblowing facilities; incidents 
reported via the external whistleblowing and relevant internal channels, by category and nature; 
any emerging themes or trends; timeliness and responsibility for follow-up; and investigations 
and actions taken to address substantiated reports; and

• Consideration of Disclosure Committee and litigation reports from the General Counsel 
including the status of remaining and potential civil litigation actions (see note 28 to the 
financial statements).

Area of Committee focus Activities
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Audit and Compliance Committee activities

Financial reporting • Reviewing, challenging and considering the external auditor’s views on significant accounting 
estimates, judgements and accounting policies applied in the financial statements of the Group 
and related reporting and disclosures; 

• Reviewing the financial statements and announcements of the Group to ensure integrity; and
• Consideration of the process for confirming and recommending to the Board that the 2024 Annual 

Report and Accounts is fair, balanced and understandable.

External auditor • Oversight of the external auditor, focusing on audit quality, effectiveness, independence and 
objectivity to ensure the rigour and challenge of the audit process is maintained. Specific activities 
undertaken by the Committee to oversee the relationship with KPMG and the audit process 
are included in this report.

Internal auditor • Oversight of the internal auditor, focusing on the appropriateness of internal audit skills and 
resourcing, approving the audit plan, reviewing audit results, monitoring implementation of audit 
recommendations and ensuring the independence of the Internal Audit Team. Specific activities 
undertaken by the Committee with regard to internal audit are included in this report.

Internal Control over 
Financial Reporting (ICFR)

• Consideration of and challenge to management’s analysis of risks in financial reporting, 
identification of key financial controls and documentation of accounting processes;

• Monitoring the internal controls procedures adopted by the Company, to oversee compliance 
with them; and

• Reviewing the results of the internal audits of ICFR consideration of the external auditor’s findings 
and conclusions on this matter and tracking the progress of implementation of internal and 
external ICFR audit recommendations.

Enterprise risk management 
(ERM) 

• Reviewing the principal and emerging risks facing the Group, including gaining assurance as 
to the effectiveness of the internal control system, mitigations and risk management process; 

• Reviewing the principal risks and the combination of risks that possess the potential to significantly 
impact the Group’s strategic objectives, in order to simplify and further refine the Group’s 
risk disclosures;

• Reviewing the process whereby the Board reviewed and determined risk appetite; 
• Reviewing the performance of the Group against its existing risk appetite and confirming management’s 

assessment that the Group has applied appropriate mitigations or other effective controls to 
ensure that the Group has operated within (or agreed) risk appetite throughout the period;

• Reviewing annual compliance with the ERM risk policy;
• Reviewing the Group’s fraud risk assessment and design of the internal control framework 

to prevent and detect fraud, including consideration of the key controls and assurance activities 
provided across the Group in relation to financial and non-financial fraud risk; 

• Overseeing treasury risk management, including reviewing the Group’s fuel and foreign exchange 
hedging policies, positions and financial counterparty exposure, compliance with the Group’s 
treasury and financial risk management policies and consideration of the implications of the 
approved fuel hedging profile, given the recovery in demand and significant volatility in fuel prices, 
and ensuring its continued appropriateness in managing these risks; and

• Overseeing tax risk management, in an environment of increased challenge, investigation and 
audit by tax authorities across the globe, and considering the tax strategy before recommending 
it to the Board for approval and publishing it on the IAG website.

Legal and compliance • Reviewing the Group’s anti-bribery, sanctions, competition, privacy and Spanish Criminal Code 
compliance programmes including the latest related risk heat maps, regulatory developments, 
issues identified during the year or still live from previous years and key programme activities 
during 2024 and priorities for 2025;

• Reviewing, on behalf of the Board, the Group’s independent third-party-facilitated whistleblowing 
procedures and the annual report from the Group’s Head of Ethics and Compliance on: 
communication and awareness (plus trust in) the Group’s whistleblowing facilities; incidents 
reported via the external whistleblowing and relevant internal channels, by category and nature; 
any emerging themes or trends; timeliness and responsibility for follow-up; and investigations 
and actions taken to address substantiated reports; and

• Consideration of Disclosure Committee and litigation reports from the General Counsel 
including the status of remaining and potential civil litigation actions (see note 28 to the 
financial statements).

Area of Committee focus Activities
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IT, cybercrime and GDPR • Reviewing and monitoring key cybersecurity and data privacy management improvement projects 
including changes to the Group’s cyber governance model and IT operating model, lessons learned 
from recent third-party supplier data breaches, third-party risk management review (TPRM) and 
subsequent enhancement of approach to TPRM, visibility of trend analysis and benchmarking 
external data to better understand the Group’s progress in implementing its improvement plans;

• In May, the Committee received a briefing on AI risk management and governance from an external 
expert to prepare for its oversight of the Group’s AI approach. 

Non-financial information • Reviewing management’s preparations to comply with the Corporate Sustainability Reporting 
Directive (CSRD) (directive 2022/2464/EU) as well as the integrity of information provided in 
the Group’s Consolidated Sustainability statement in compliance with Law 11/2018, including 
information on environmental, social, employee and human rights-related matters. In addition, 
the Committee received the external auditor’s limited assurance report and conclusions on the 
Sustainability statement; 

• Reviewing the integrity of the reporting and data in respect of the Group’s longer-term 
sustainability and climate-related risks and opportunities, including the Group’s alignment with 
the provisions of the TCFD process, and the appropriate reflection of the implications of climate 
change in the Group’s strategy, financial statements and financial and cash flow forecasts; and

• Understanding the phased programme towards readiness for reasonable assurance for non-
financial information in respect of key and required sustainability and people/workforce measures 
and monitoring the significant progress achieved, leveraging the Group’s established methodology 
for implementing internal controls frameworks and defining the controls, accountability and 
governance essential to achieve effective reasonable assurance.

Insurance • Reviewing the Group’s insurance position, including general insurance arrangements and directors’ 
and officers’ liability insurance;

• Reviewing the adequacy and appropriateness of the cover with regards to the Group’s relevant 
principal and emerging risks (recognising that not all risks are of an insurable nature);

• Consideration of the insurance policies across the Group to ensure they are adequate and 
appropriate for the risks faced by the Group and new areas of risk and insurance.

Governance and other 
matters

• Reviewing and recommending to the Board the adoption of amendments to relevant policies; and
• Considering and planning for the implications of any changes in European, Spanish or UK corporate 

governance requirements within the remit of the Committee, including the passing of the UK 
Economic Crime and Corporate Transparency Act 2023 and the release of associated guidance.

Area of Committee focus Activities
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Fraud procedures The Committee examined management’s report on the Group’s fraud prevention framework, which 
included the annual fraud risk assessment, the key controls and the lines of defence established to prevent 
and detect fraud. The Committee observed strong alignment between the risk assessment and the assurance 
map, including lines of defence, and was satisfied that the approved internal audit plan addressed the key 
financial reporting anti-fraud controls as well as audits targeted at specific fraud risks across the Group during 
this period.

Management updated the Committee following the November 2024 release of the implementation 
guidance for the UK Economic Crime and Corporate Transparency Act 2023. The Committee will oversee 
management’s response to the guidance, particularly regarding reasonable procedures to prevent fraud 
and any necessary enhancements to the Group’s fraud prevention framework.

On behalf of the Board, the Committee will continue to monitor fraud and internal controls, including 
consideration of feedback from the external auditor, the outcomes of the annual ICFR audits and the results 
of a series of focused anti-fraud control internal audits.

CNMV letters and 
enquiries

During the course of 2023, the Company received a number of enquiries from the CNMV, requesting 
information and clarifications relating to the Company’s accounting policies for major maintenance events 
for both owned and leased aircraft. In forming its responses, management incorporated: (i) detailed analysis 
of its current accounting policies; (ii) benchmarking of peer accounting policies; (iii) consideration of industry 
guidance; and (iv) consideration of alternative accounting policies. The Committee reviewed and concurred 
with management’s responses to the aforementioned enquiries. 

During the course of 2024 and through to the date of this report, the Company has received no further 
correspondence from the CNMV in relation to this, or any other matter.

Corporate 
governance and 
audit reform

Throughout 2024, the Committee closely monitored developments in and emerging guidance in respect 
of the UK’s Revised Corporate Governance Code and the UK Economic Crime and Corporate Transparency 
Act 2023. In May, the Committee challenged management’s initial approach to the implementation of 
provision 29 of the revised code. Management agreed to monitor emerging industry practice throughout 
2024 and 2025 to further improve and refine the approach. 

The Committee believes management is well placed to adopt the new provisions as a result of the existing 
control frameworks implemented across the Group. Throughout 2025, the Committee will be reviewing 
management’s implementation of the provisions to ensure full compliance and appropriate assurance 
provision for the Board in accordance with the relevant regulatory and legal timetable. 

Sustainability 
statement and 
CSRD

The Committee is pleased with management’s progress in preparing for the disclosure of material data points 
required under the Corporate Sustainability Reporting Directive (CSRD) (directive 2022/2464/EU) as well as 
the continued progress on designing and documenting internal controls over non-financial reporting (ICNFR) 
across the Group to ensure there are robust processes and controls in place to obtain reliable data.

In June, the IAG Board received training on the CSRD and double materiality assessment from an external 
expert to prepare for its responsibilities in approving the Group’s double materiality assessment.

The Committee held a joint session with the Safety, Environment and Corporate Responsibility (SECR) 
Committee in October, to jointly review and challenge management’s approach and conclusions regarding 
the CSRD double materiality assessment. In addition, both Committees reviewed the draft Sustainability 
statement in advance of the year end.

At the request of the Committee, additional non-financial information process and control internal audits 
were undertaken in 2024 to inform management’s drive to improve the ICNFR framework and to provide 
the Committee with assurance that the newly-implemented controls are operating effectively. In 2025 
the Committee will, jointly with management, determine the appropriate level of ongoing assurance required 
over the ICNFR framework.

Compliance The Committee recognises the critical role of compliance in upholding the highest ethical standards across 
the Group. Throughout 2024, the Committee has closely monitored management’s plans to address the 
recommendations of the independent assessment of the Group’s ‘Speak Up’ programme and ethics and 
compliance maturity assessment completed in December 2023. This has included the review and challenge 
of the Group’s three-year compliance plan, receiving regular updates on the implementation of the first year 
of the plan as well as the review and approval of the IAG Ethics and Compliance Charter and the revised 
IAG ‘Speak Up’ policy.

The Committee is pleased with the progress made and compliance will remain a key area of focus for the 
Committee during 2025 and 2026.

Matter Action taken by the Committee and outcome/future actions

The Committee will continue to receive regular updates on all the above matters in 2025.
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AI Governance: Our Responsible AI framework helps us 
maintain clear guardrails as we scale adoption of AI across GSK 
to drive innovation, growth and productivity and, in doing so, to 
accelerate our purpose.

In my report last year, I described the establishment by the 
Board of the AI Governance Council (Council), its purpose and 
activities that helped to define, establish and oversee these 
guardrails. The Council is aligned to the ROCC and 
Committee’s reporting arrangements, as well as our other 
governance forums, as appropriate. A year after the Council’s 
creation, the Committee was keen to examine the:

– structure and evolving operational effectiveness of the 
Council

– functioning of the responsible AI governance architecture, 
including the complementary roles, duties, ownership and 
composition of each of these AI forums

– overall increase in maturity of our AI risk management 
arrangements

The Committee was pleased with the significant initiatives that 
the Council had pursued and rolled out across the Group to 
further enhance GSK’s AI environment. These included:

– approving an AI Policy that embeds new AI principles and 
establishes guidelines for use of AI within the company. The 
Policy applies to all AI developed, procured, or used by our 
people at GSK. Responsible AI training modules continue to 
be rolled out 

– developing, adopting and publishing an AI Standard 
Operating Procedure (AI SOP), defining steps required for all 
development and/or procurement of AI systems across GSK

– monitoring an inventory of all AI models developed across 
GSK. This is being actively monitored through the Council, as 
the number of AI applications in use expands at pace across 
the enterprise

The Committee received a briefing from the Head of Audit & 
Assurance (A&A) on the results of an initial audit, that primarily 
focused on evaluating how the AI Governance framework is 
embedding across GSK. This has also helped strengthen 
oversight capabilities by increasing the experience of the A&A 
team in conducting audits and oversight of new technologies.

In 2025, the Committee is looking forward to monitoring how 
the Council progresses its key focus areas. These include:

– supporting business units in further improving and refocusing 
their AI systems to align to the AI SOP

– continuing to embed and grow the Responsible AI SOP 
adoption throughout the organisation

– continuing to oversee and monitor AI systems, including 
developing technical and operational best practices

– refining and maturing the Council’s governance approach for 
scaled adoption of AI across GSK

During the formative stage of AI development and adoption, 
the Committee is keen to ensure an appropriate balance is 
maintained between identifying, mitigating and monitoring key 
AI risk areas across the enterprise and with our third parties, 
while harnessing the opportunities and capabilities of this 
technology.

Assurance: The Head of A&A provides regular updates on 
progress against the agreed Assurance Plan. During the year 
we reviewed detailed briefings on:      

– Third parties: The level of assurance work undertaken by A&A 
and other assurance groups within the business, covering 
exposure to third party services and suppliers used by GSK 
was covered. Given GSK’s increasing reliance on third parties, 
particularly in high-risk areas such as R&D, there is a need to 
continue to strengthen the application of internal control 
management in this area. We reviewed initiatives to drive 
sustainable improvements and further enhance oversight in 
this regard.

– Business development (BD): The execution of targeted BD 
deals is a key Board priority to help drive the future growth of 
the company. We reviewed a series of audits that examined 
various aspects of BD, including diligence, governance, 
decision-making, contracting processes, and subsequent 
integration into the business. During future audits, A&A will 
focus on the effectiveness of the implemented corrective 
actions identified and embedded in such deals post 
approval. 

Strategic report Corporate governance Financial statements Investor information GSK Annual Report 2024

Board committee reports continued

141

AI Governance: Our Responsible AI framework helps us 
maintain clear guardrails as we scale adoption of AI across GSK 
to drive innovation, growth and productivity and, in doing so, to 
accelerate our purpose.

In my report last year, I described the establishment by the 
Board of the AI Governance Council (Council), its purpose and 
activities that helped to define, establish and oversee these 
guardrails. The Council is aligned to the ROCC and 
Committee’s reporting arrangements, as well as our other 
governance forums, as appropriate. A year after the Council’s 
creation, the Committee was keen to examine the:

– structure and evolving operational effectiveness of the 
Council

– functioning of the responsible AI governance architecture, 
including the complementary roles, duties, ownership and 
composition of each of these AI forums

– overall increase in maturity of our AI risk management 
arrangements

The Committee was pleased with the significant initiatives that 
the Council had pursued and rolled out across the Group to 
further enhance GSK’s AI environment. These included:

– approving an AI Policy that embeds new AI principles and 
establishes guidelines for use of AI within the company. The 
Policy applies to all AI developed, procured, or used by our 
people at GSK. Responsible AI training modules continue to 
be rolled out 

– developing, adopting and publishing an AI Standard 
Operating Procedure (AI SOP), defining steps required for all 
development and/or procurement of AI systems across GSK

– monitoring an inventory of all AI models developed across 
GSK. This is being actively monitored through the Council, as 
the number of AI applications in use expands at pace across 
the enterprise

The Committee received a briefing from the Head of Audit & 
Assurance (A&A) on the results of an initial audit, that primarily 
focused on evaluating how the AI Governance framework is 
embedding across GSK. This has also helped strengthen 
oversight capabilities by increasing the experience of the A&A 
team in conducting audits and oversight of new technologies.

In 2025, the Committee is looking forward to monitoring how 
the Council progresses its key focus areas. These include:

– supporting business units in further improving and refocusing 
their AI systems to align to the AI SOP

– continuing to embed and grow the Responsible AI SOP 
adoption throughout the organisation

– continuing to oversee and monitor AI systems, including 
developing technical and operational best practices

– refining and maturing the Council’s governance approach for 
scaled adoption of AI across GSK

During the formative stage of AI development and adoption, 
the Committee is keen to ensure an appropriate balance is 
maintained between identifying, mitigating and monitoring key 
AI risk areas across the enterprise and with our third parties, 
while harnessing the opportunities and capabilities of this 
technology.

Assurance: The Head of A&A provides regular updates on 
progress against the agreed Assurance Plan. During the year 
we reviewed detailed briefings on:      

– Third parties: The level of assurance work undertaken by A&A 
and other assurance groups within the business, covering 
exposure to third party services and suppliers used by GSK 
was covered. Given GSK’s increasing reliance on third parties, 
particularly in high-risk areas such as R&D, there is a need to 
continue to strengthen the application of internal control 
management in this area. We reviewed initiatives to drive 
sustainable improvements and further enhance oversight in 
this regard.

– Business development (BD): The execution of targeted BD 
deals is a key Board priority to help drive the future growth of 
the company. We reviewed a series of audits that examined 
various aspects of BD, including diligence, governance, 
decision-making, contracting processes, and subsequent 
integration into the business. During future audits, A&A will 
focus on the effectiveness of the implemented corrective 
actions identified and embedded in such deals post 
approval. 

Strategic report Corporate governance Financial statements Investor information GSK Annual Report 2024

Board committee reports continued

141

AI Governance: Our Responsible AI framework helps us 
maintain clear guardrails as we scale adoption of AI across GSK 
to drive innovation, growth and productivity and, in doing so, to 
accelerate our purpose.

In my report last year, I described the establishment by the 
Board of the AI Governance Council (Council), its purpose and 
activities that helped to define, establish and oversee these 
guardrails. The Council is aligned to the ROCC and 
Committee’s reporting arrangements, as well as our other 
governance forums, as appropriate. A year after the Council’s 
creation, the Committee was keen to examine the:

– structure and evolving operational effectiveness of the 
Council

– functioning of the responsible AI governance architecture, 
including the complementary roles, duties, ownership and 
composition of each of these AI forums

– overall increase in maturity of our AI risk management 
arrangements

The Committee was pleased with the significant initiatives that 
the Council had pursued and rolled out across the Group to 
further enhance GSK’s AI environment. These included:

– approving an AI Policy that embeds new AI principles and 
establishes guidelines for use of AI within the company. The 
Policy applies to all AI developed, procured, or used by our 
people at GSK. Responsible AI training modules continue to 
be rolled out 

– developing, adopting and publishing an AI Standard 
Operating Procedure (AI SOP), defining steps required for all 
development and/or procurement of AI systems across GSK

– monitoring an inventory of all AI models developed across 
GSK. This is being actively monitored through the Council, as 
the number of AI applications in use expands at pace across 
the enterprise

The Committee received a briefing from the Head of Audit & 
Assurance (A&A) on the results of an initial audit, that primarily 
focused on evaluating how the AI Governance framework is 
embedding across GSK. This has also helped strengthen 
oversight capabilities by increasing the experience of the A&A 
team in conducting audits and oversight of new technologies.

In 2025, the Committee is looking forward to monitoring how 
the Council progresses its key focus areas. These include:

– supporting business units in further improving and refocusing 
their AI systems to align to the AI SOP

– continuing to embed and grow the Responsible AI SOP 
adoption throughout the organisation

– continuing to oversee and monitor AI systems, including 
developing technical and operational best practices

– refining and maturing the Council’s governance approach for 
scaled adoption of AI across GSK

During the formative stage of AI development and adoption, 
the Committee is keen to ensure an appropriate balance is 
maintained between identifying, mitigating and monitoring key 
AI risk areas across the enterprise and with our third parties, 
while harnessing the opportunities and capabilities of this 
technology.

Assurance: The Head of A&A provides regular updates on 
progress against the agreed Assurance Plan. During the year 
we reviewed detailed briefings on:      

– Third parties: The level of assurance work undertaken by A&A 
and other assurance groups within the business, covering 
exposure to third party services and suppliers used by GSK 
was covered. Given GSK’s increasing reliance on third parties, 
particularly in high-risk areas such as R&D, there is a need to 
continue to strengthen the application of internal control 
management in this area. We reviewed initiatives to drive 
sustainable improvements and further enhance oversight in 
this regard.

– Business development (BD): The execution of targeted BD 
deals is a key Board priority to help drive the future growth of 
the company. We reviewed a series of audits that examined 
various aspects of BD, including diligence, governance, 
decision-making, contracting processes, and subsequent 
integration into the business. During future audits, A&A will 
focus on the effectiveness of the implemented corrective 
actions identified and embedded in such deals post 
approval. 

Strategic report Corporate governance Financial statements Investor information GSK Annual Report 2024

Board committee reports continued

141

Decision How the Board/Committee regarded stakeholder interests Stakeholder groups and other 
section 172 duties considered

Responsible Business 
reporting 
The Board endorsed the 
recommendations of the 
Audit & Risk and Corporate 
Responsibility committees to 
adopt management's 
proposals regarding the 
Double Materiality 
Assessment (DMA) and 
evolution of Responsible 
Business reporting

 In a joint session, the Audit & Risk and Corporate Responsibility committees
reviewed management's roadmap to compliance with the European Union
Corporate Sustainability Reporting Directive (CSRD), for inclusion in GSK’s 2025
Annual and Responsible Business Performance & Disclosure reports

The DMA, which comprised both financial (risks and opportunities) and impact
(positive and negative) materiality assessments resulted in the identification of
eight subtopics broadly aligned with our six focus areas and our Responsible
Business Performance Rating system

The committees agreed, and the Board endorsed:
– management's assessment of the subtopics identified as being material
– the materiality threshold used, based on the assessment of financial and impact 

materiality
– the proposed updates to our Responsible Business reporting strategy, including
– the production of a Responsible Business Performance & Disclosure Report

Stakeholders: Governments 
and regulators, employees, 
patients and investors 
Other s172 duties:
Our long-term results, business 
relationships, the community, 
our environment and 
reputation

Data technology and 
accelerating GSK's 
ambition
The Board reviewed and 
endorsed plans, including 
progress made on our AI 
adoption strategy

 The Board reviewed and provided feedback on the technology priority objectives
and management's approach to integrating technology into the core of GSK. In
particular, AI represented a transformative opportunity for patient and shareholder
impact, with a focus on achieving significant breakthroughs in scientific innovation,
target identification and accelerating the progress of our pipeline

While the opportunities presented by AI are clear and would be progressed at
pace, this would need to be balanced against:
– People and change: enlisting everyone at GSK in this effort and increasing 

digital fluency across the company
– Data & Trust: meeting and maintaining the highest standards with regard to 

trust and integrity in how we use and manage data
– External healthcare ecosystem: assessing the ecosystem of healthcare providers, 

payers and regulators for digital opportunities and risks to manage

The Audit & Risk Committee also undertook a review of the evolution and 
operational effectiveness of our AI Governance arrangements

Stakeholders: Patients, 
employees, investors, 
governments and regulators, 
healthcare providers, payers
Other s172 duties:
Our long-term results, 
workforce and business 
relationships

Business development
The Science Committee 
considered the scientific 
merits of business 
development opportunities 
and, where relevant, for late 
stage assets commercial 
reviews, prior to the Board's 
review and approval

The Board, with support from the Science Committee and commercial reviews for
late stage assets, reviewed many business development opportunities during the
year. Those leading to concluded transactions included:

– restructuring of the CureVac collaboration under which GSK has assumed full 
control of developing and manufacturing candidates for seasonal influenza and 
COVID-19 in phase II and avian influenza in phase I

– acquisition of an investigational T cell-engager from Chimagen Biosciences to 
expand the immunology pipeline

– acquisition of iDRX, including the lead molecule being developed as a first- 
and-second-line therapy for the treatment of Gastrointestinal Stromal Tumour 
(GIST)

– partnership with Flagship Pioneering to discover novel medicines and vaccines
– acquisition of Aiolos Bio, including the phase II-ready long-acting antibody for 

the treatment of adult patients with asthma and with potential for additional 
indications

These deals were considered in the context of their potential to help us deliver 
transformational medicines to patients and drive growth by accelerating our 
pipeline

Stakeholders: Patients, 
employees and 
investors 
Other s172 duties:
Our long-term results, 
workforce and business 
relationships

Remuneration policy 
review
The Remuneration 
Committee approved a new 
2025 Remuneration policy 
and performance measures, 
which is subject to a binding 
shareholder vote at our 2025 
Annual General Meeting

Prior to developing the 2025 Remuneration policy, the Remuneration Committee 
and Board chairs, on behalf of the Committee:

– undertook an extensive consultation process with our major investors, as well as 
proxy advisers, on the proposed changes

– met with the Chief People Officer and HR leads for each area of the business to 
hear their views on our remuneration arrangements at GSK and wider workforce 
pay alignment opportunities

The Committee then carefully considered the feedback before finalising the Policy. 
Further details are on pages 146 to 184 

Stakeholders: Our people, 
investors, patients, 
governments, regulators and 
proxy advisers
Other s172 duties:
Our long-term results, 
workforce, the community, our 
environment and reputation
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Our refreshed salient issues are healthcare access and 
affordability, safety of patients and trial participants, working 
conditions, environmental health impacts, and artificial 
intelligence and data protection. We continue to make 
progress in integrating the management of these issues 
within our operations and how we conduct our business. 

Working with third parties 
We expect our third parties to comply with applicable laws 
and regulations and to adopt, at minimum, our ABAC and 
labour rights principles and, where relevant, to comply with 
our standards on quality, patient safety, health and safety, 
data and cyber security, and the environment. 

In 2024, we assessed our high-risk third parties, totalling 
over 12,500 assessments across 17 risk areas. We also use 
tools to assess how suppliers manage risks, including 
EcoVadis desktop assessments. 

We also conducted 41 supplier audits in 2024 following 
industry standard Pharmaceutical Supply Chain Initiative 
guidelines. We trained almost 1,400 supplier employees on 
EHS this year, strengthened EHS contractual obligations 
and worked with suppliers to help them improve their 
EcoVadis scores. If a third party has a significant EHS 
incident, we have a process in place to pause supply, with 
the decision on whether to restart or discontinue work with 
the third party depending on completion of an improvement 
plan and trajectory.

In 2024, we deployed a contractor safety programme 
across all GSK operations. This is a management system 
using best-known methods to reduce risks associated with 
services performed by contractors. 

Using data and AI responsibly 
We take our responsibility for data ethics and privacy 
seriously and we exercise high standards of integrity in 
dealing with the personal information of our employees, 
patients, clinical research participants, healthcare providers 
and other stakeholders. 

Our Digital and Privacy Governance Board oversees our 
overall data ethics and privacy operating model, supported 
by digital and privacy legal experts and compliance 
professionals. The board monitors fast-evolving legislation, 
regulations, guidance and requirements being published by 
global regulators.

Cyber security threats have become more sophisticated and 
are increasing with our expanding digital footprint. We deploy 
cyber security controls, monitor and mitigate new and 
emerging cyber threats to protect GSK from cyber security risks.

In 2024, we continued to embed our cross-functional AI 
Governance Council (AIGC) to oversee our AI strategy and to 
ensure responsible adoption of AI/ML. We also introduced a 
new responsible AI Standard Operating Procedure, which 
defines the requirements for all development and/or 
procurement of AI systems across GSK, and established a 
framework for business functions to integrate AI risk review 
and management within existing risk management 
compliance boards. Our public policy position on responsible 
AI sets out our views, commitments and asks of policymakers.

Political engagement 
We are committed to the highest ethical standards and 
legislative requirements in all of our political engagements. 
We do not make corporate political contributions, nor do we 
sponsor party political meetings anywhere around the world. 

For full details of our progress in our six focus areas, please see our 
Responsible Business Performance Report

Product governance
Our commitment 
We commit to maintaining robust quality and safety 
processes, and using data and new technologies 
responsibly. 

Our Responsible Business Performance Rating 
metrics 2024
– Average number of critical and major findings per 

inspection by FDA/MHRA/EMA regulators1

– Percentage of inspections from all regulators with no 
critical findings or official action indicated 

– Number of FDA warning letters 

– Total number of Class I/II external product recalls across 
all markets 

– Register and disclose all interventional clinical trials of 
GSK products. Specifically, register protocol summaries for 
studies initiated in 2024; and disclose results summaries 
for studies with results due in 2024

Progress in 2024
To be ambitious for patients, we’re focused on delivering a 
high-quality, safe and reliable supply of our products 
around the world. This supports our long-term growth. To 
ensure we meet the high standards we set ourselves, and 
that are expected of us externally, we have rigorous quality 
systems in place across the company. These systems make 
sure the medicines and vaccines we deliver are safe and 
reliable. 

When issues arise, our quality systems, in line with our 
values-driven culture, help us respond swiftly and 
transparently. In these instances, we prioritise patient safety 
and work collaboratively to investigate the cause of issues, 
focused on science. By way of example, we initiated a 
voluntary recall of Zantac products and suspended the 
release, distribution and supply of all dose forms of Zantac 
in 2019. GSK and the scientific community have undertaken 
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(1) We consider any observations from the US FDA as major

They also support the development of second-generation 
products. For example, we’re bringing on additional 
capacity to deliver Menveo liquid to more patients around 
the world following regulatory approvals in Argentina and 
the European Union. Menveo liquid is a new single-vial, fully 
liquid presentation of our Menveo meningococcal vaccine. 

We’ve also started to prepare for the production of Shingrix 
fully liquid, a new presentation of our shingles vaccine that, 
if approved, would offer a convenient option for 
pharmacists, physicians and other healthcare professionals 
who administer vaccinations.

Also, the supply chain teams are preparing for the new 
assets that we’re expecting to register and launch in the 
coming years, for example Blenrep (multiple myeloma), 
gepotidacin (uncomplicated urinary tract infections), 
camlipixant (refractory chronic cough) and bepirovirsen 
(chronic hepatitis B).

To advance the discovery and development of best-in-class 
medicines and vaccines, we’re investing and partnering in 
a range of platform technologies, including antibody drug 
conjugates (ADCs), oligonucleotides, mRNA and MAPS 
technology. As manufacturing platform technologies 
become more complex, the need for collaboration between 
R&D and manufacturing increases. Bringing R&D and 
manufacturing together at the same locations helps us 
make a seamless transition from process development to 
clinical trials production to commercial production. This co-
location is already happening at our sites in Upper Merion in 
the US, Ware in the UK, Wavre in Belgium and Jurong in 
Singapore. 

Investing for the future
We continue to invest in reshaping, simplifying and 
strengthening our network.

As part of an investment of up to $800 million at our 
Marietta site in Pennsylvania, our largest US manufacturing 
investment to date, we’re bringing R&D and manufacturing 
together in one location. The new R&D and commercial 
facilities will double the size and capacity of the site.

The new multi-purpose facility will be capable of 
manufacturing sterile liquid medicines and vaccines for 
which there is ever-increasing demand. This facility will also 
house a state-of-the-art R&D pilot plant to manufacture 
medicines for clinical trials. Also, we’ll establish a new 
vaccines drug substance facility at the site, dedicated to 
manufacturing products based on our novel MAPS 
technology, subsequent to future regulatory submissions 
and approvals.

The new multi-purpose facility at the Marietta site will 
incorporate the latest technologies for solar panels, electric 
heat generation, and water and energy reclamation. Both 
facilities will feature smart utility and electrical system 
monitoring and controls, digital twins for continuous process 
optimisation, robotics for material handling, and predictive 
maintenance and digital scheduling enabled by artificial 
intelligence. 

These investments in innovative technologies and platforms 
demonstrate our commitment to advancing science, 
technology and sustainability.

To support the delivery of our innovative portfolio and 
pipeline, we’re also investing up to £128 million to expand 
sterile manufacturing capacity at our Barnard Castle facility 
in the UK. This investment will expand manufacturing of our 
newest, next-generation specialty medicines at the site, 
underpinning our commitment to cutting-edge 
pharmaceutical manufacturing in the UK. As part of the 
modernisation of our Barnard Castle site, we are also 
proposing to transfer production of some older products 
from the dermatology portfolio to external manufacturing 
partners. 

In the UK, we also confirmed that in 2025 we will close our 
cephalosporin antibiotics manufacturing operations – our 
site at Ulverston and a facility in Barnard Castle. This follows 
our 2021 announcement, when we said that, in the absence 
of alternatives, we would close these operations following 
the completion of our contract manufacturing agreement 
with Sandoz. 

Harnessing technology
Technology is transforming how we manufacture medicines 
and vaccines, enabling us to increase the speed, quality and 
scale of product supply.

Technology helps us optimise efficiency and effectiveness 
across our operations. We’re reducing cycle time and cost in 
the Chemistry, Manufacturing and Controls (CMC) 
development process, the manufacturing and quality 
processes as well as the end-to-end supply chain and 
distribution processes. 

We’re using data to help us monitor production in real time, 
spot ways to increase yields and predict when equipment 
needs maintenance.

We’re using smart manufacturing technologies for greater 
efficiency, productivity, sustainability and cost savings. 
Smart manufacturing is not about replacing people with 
technology, it’s about enabling us to work smarter and more 
efficiently. We can augment our human creativity, expertise 
and problem solving with data and AI, increasing our 
impact and delivering better and faster for patients. 

For example, we have introduced an AI tool to quickly 
determine the best transportation route to deliver our 
medicines and vaccines to patients. The tool does this by 
analysing vast amounts of data, including stock availability, 
cost, carbon emissions and batch details such as readiness 
to ship at a given time. As a result, we can save costs, 
reduce carbon emissions and make sure stock reaches its 
destination on time for patients.
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Risk review continued

Risk management process
Our risk management process has five steps, 
integrated across the three lines of defence 
and our governance framework. Having a 
top down, bottom-up approach gives us a 
comprehensive view of risks, either current or 
emerging, their status and the effectiveness 
of mitigation plans. An appropriate level of 
oversight and assurance is provided through 
this process.

1 & 2. Identify and assess – Each business, 
function and key project team identify their 
current and emerging risks considering 
their strategic plan, objectives, and external 
environments. A standardised risk scoring 
methodology is used across the Group to 
analyse risks. This helps the escalation and 
consolidation of risks into a Group-wide view. 
Horizon scanning exercises are conducted 
with the senior management team as part of 
the annual strategy and business planning 
cycles and risk management processes. 

3. Manage – Each business, function and 
key project maintain detailed risk registers 
and mitigation plans which are reviewed and 
approved by their leadership teams and the 
appropriate EMT member three times a year. 
Each principal, corporate and emerging risk 
is owned by a member of the EMT who is 
accountable for confirming that adequate 
controls and necessary mitigation plans are 
in place to bring the risk within an acceptable 
tolerance. A range of risks which are not 
currently considered significant enough  
to be included on the corporate risk register 
are managed on an ongoing basis.

4. Monitor – Each risk register is reviewed 
by the relevant senior management team at 
least three times a year before submission 
to the EMT. Threats on the watch list are 
reviewed alongside the risk registers. Risk 
scoring and key risk indicators are also 
reviewed to track the risk and progress of 
mitigation plans. Assurance is obtained from 
across the three lines of defence to support 
this process. Risks are also reported to 
relevant management committees. 

5. Report – The corporate risk register is 
reported to the EMT, Board and ARC three 
times a year. Risks are considered both 
independently and collectively alongside 
emerging risks to fully understand their 
dependencies and potential impact on the 
business. The ARC conducts deep dives in 
key risk areas with the EMT and functional 
leadership teams. The principal risks and 
uncertainties are submitted to the ARC 
ahead of final review and approval by  
the Board.

Emerging risks and opportunities
We define emerging risks as those that can 
potentially have a significant impact on the 
Group in the medium to long term, where the 
full extent of the scale, impact, or likelihood 
may not be fully understood but needs to 
be tracked. Identification and review of 
emerging risks and opportunities follows our 
risk management process described above. 
Emerging risks considered a priority are 
summarised against each principal risk.

Climate risks
Climate change risks are also integrated 
into our risk management process. Actions 
identified are captured on the Group’s 
risk register and are monitored by the 
Sustainability Committee (supported by the 
ARC). Details of this and our overall approach 
can be found in our Sustainability review  
on page 13.

Material Controls
The ARC receives bi-annual updates on 
internal controls. During the year, we have 
made progress in planning for compliance 
with the requirements of the UK Corporate 
Governance Code 2024. Key activities 
include:

 – Defining material controls
 – Enhancing our Risk and Control 

framework with particular focus on 
data governance, AI, pet welfare and 
improvements in the operation of some 
key IT operational controls

 – Agreeing our assurance approach

These will remain key areas of focus as we 
continue to embed control improvements 
ahead of our March 2027 compliance date.

Risk review continued
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The Committee has concluded that the disclosures, as well as 
processes and controls underlying its production, were appropriate 
and recommended to the Board that the Annual Report and Financial 
Statements are fair, balanced, and understandable, while providing 
the information necessary for shareholders to assess the Group’s 
position and performance, business model and strategy.

Climate change disclosures
Climate disclosures and emissions reporting is an area which is 
complex and continually evolving. Committee members have received 
professional guidance and training in relation to the expected future 
reporting landscape, with particular focus on upcoming Task Force on 
Nature-Related Financial Disclosures (‘TNFD’) disclosure requirements, 
the associated LEAP assessment and the Transition Plan Taskforce 
(‘TPT’), and aligning with the new standards (IFRS S1 and S2) released 
by the International Sustainability Standards Board (‘ISSB’) which have 
not yet been endorsed in the UK. 

The Committee have worked with the Sustainability Committee to 
continue to support the development of the Group’s climate risk 
scenario planning and reporting in relation to Task Force on Climate-
Related Financial Disclosures (‘TCFD’) and the related considerations 
in the Group’s going concern and longer-term viability assessment, 
including reviewing the commitments published by the Group. 

The Committee have supported the re-appointment of Deloitte to 
perform limited assurance over selected GHG emissions metrics 
Scopes 1, 2 and limited Scope 3 this year.

Risk management systems and internal controls
Risk management and the system of internal control are the 
responsibility of the Board. It ensures that there is a process in 
place to identify, assess and manage significant risks that may affect 
achievement of the Group’s objectives and that the level and profile 
of such risks is acceptable (based on the Board’s risk appetite).  
The processes have been in place for the year under review and  
up to the date of approval of the Annual Report and Accounts. 

The Committee provides oversight and challenge to the assessment 
of principal risks as set out on page 20. The Committee has continued 
to monitor and challenge the control environment of the Group 
including its general risk management, risk register and internal 
controls processes, as well as emerging and evolving risks considering 
the presence of key risk factors. This has included assessment 
of the likelihood and impact of principal risks materialising, and 
the management and mitigation to reduce the likelihood of their 
incidence or their impact. The Committee explores specific principal 
and corporate risks of the Group in detail, inviting the management 
team to discuss the risks, mitigations and further proposed actions.  
In 2025 the key topics covered in deep dives were cyber security,  
data privacy, business continuity planning, the pace of replacing 
ageing technology assets as well as health and safety.

During the year the Executive team have refreshed the risk 
management process ensuring new divisional leaders have clearly 
framed the risks in the context of the current economic backdrop, 
have articulated their risk appetite more precisely and set up regular 
monitoring of mitigations and the acceptability of residual risks 
carried by the Group. Skills in the central risk team have also been 
strengthened under the leadership of an experienced manager and 
the recruitment of a professionally qualified risk professional. Taken 
together this will better support the Committee’s work on effective 
risk management. 

The Group’s principal risks and uncertainties are set out on pages 21 
to 29. The three lines of defence governance model is set out on  
page 19 along with the Board’s risk management process. 

The Committee has monitored the progress of the internal controls 
enhancement project which has progressed well, being focused 
on improving the internal control environment whilst adapting to 
changes to the UK Corporate Governance Code. 

The material controls have been defined and the control gaps and 
areas which require further remediation are being worked through. 
The principal risks have been considered and cascaded down to the 
material controls.

Most core business processes and related risks and controls have 
been documented. Key processes have been assigned to business 
owners and recommended actions to improve control weaknesses 
and the maturity of the control environment are being implemented. 
These relate to the retention of evidence, segregation of duties and 
the formality and consistency of control operation. We continue to 
have a strong focus on IT controls where the initial documentation 
is substantially complete, and our work continues to be focused on 
control improvements. In line with the FRC recommendations, the 
focus has also broadened to include non-financial controls, including 
business processes and controls across cyber security, pet welfare 
standards as well as data as an asset and data integrity. We have 
agreed our audit and assurance policy to guide the Committee’s 
work in assessing effectiveness of material internal controls and 
implemented enhanced first and second lines of defence.

Information security and business critical systems, including cyber 
security risk, continues to be one of the Group’s Principal Risks and 
an area we remain vigilant over given the increasingly complex 
nature of cyber attacks. We continue to review and improve our cyber 
protection approach, test and refine our incident response processes, 
including incident rehearsals strengthening the underlying framework. 
We are also reviewing our business continuity and disaster recovery 
capabilities in order to identify improvements in these areas.  
The Committee has reviewed the effectiveness of data protection 
policies, training plans and compliance.

AI is being used increasingly across the business to enhance 
efficiency, support innovation and improve the consumer experience. 
It brings complex risks and requires controls and guardrails over 
development, deployment and performance. The Committee has 
overseen the development of the AI governance framework, which is 
a material control framework, to ensure the framework is appropriate 
and the Acceptable Use Policy has been appropriately rolled out 
across the Group.

The Committee has reviewed health and safety performance reports 
twice in the year, including strategies and action plans developed by 
management. The Committee has also reviewed the effectiveness 
of the Group’s whistleblowing procedures, and incident reports are 
reviewed regularly. Compliance with codes of conduct and culture 
and other key policies such as anti-bribery and corruption, anti-money 
laundering, and compliance with the Companies Act are conducted 
on an ongoing basis.

The Committee has reviewed the fraud effectiveness framework and 
the profit protection framework, including an update on the business 
assessment of fraud risks. 

The Committee has continued to monitor the progress and delivery 
of major projects throughout the year including the digital platform 
and capability (Project Polestar), the pilot phase of the new practice 
management system within the Vet Group (Project Darwin) and the 
completion of the transition of our multichannel operations to our new 
distribution centre in Stafford (Project Spice), building on the lessons 
learned analysis carried out by the Board in relation to the transition 
of our store operations to Stafford. During the year the Committee 
appointed an independent and deeply experienced leader to provide 
assurance over the delivery of Project Darwin and to embed more 
rigorous disciplines over transformation programmes following the 
lessons learnt analysis.

The Committee has also performed risk reviews with management 
on several risk areas in the year including a review of treasury policy, 
ensuring it remains appropriate for the Company, and has overseen 
the adequacy of insurance coverage over material risks for the Group, 
and the maintenance of appropriate standards of pet welfare.
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The Committee has concluded that the disclosures, as well as 
processes and controls underlying its production, were appropriate 
and recommended to the Board that the Annual Report and Financial 
Statements are fair, balanced, and understandable, while providing 
the information necessary for shareholders to assess the Group’s 
position and performance, business model and strategy.

Climate change disclosures
Climate disclosures and emissions reporting is an area which is 
complex and continually evolving. Committee members have received 
professional guidance and training in relation to the expected future 
reporting landscape, with particular focus on upcoming Task Force on 
Nature-Related Financial Disclosures (‘TNFD’) disclosure requirements, 
the associated LEAP assessment and the Transition Plan Taskforce 
(‘TPT’), and aligning with the new standards (IFRS S1 and S2) released 
by the International Sustainability Standards Board (‘ISSB’) which have 
not yet been endorsed in the UK. 

The Committee have worked with the Sustainability Committee to 
continue to support the development of the Group’s climate risk 
scenario planning and reporting in relation to Task Force on Climate-
Related Financial Disclosures (‘TCFD’) and the related considerations 
in the Group’s going concern and longer-term viability assessment, 
including reviewing the commitments published by the Group. 

The Committee have supported the re-appointment of Deloitte to 
perform limited assurance over selected GHG emissions metrics 
Scopes 1, 2 and limited Scope 3 this year.

Risk management systems and internal controls
Risk management and the system of internal control are the 
responsibility of the Board. It ensures that there is a process in 
place to identify, assess and manage significant risks that may affect 
achievement of the Group’s objectives and that the level and profile 
of such risks is acceptable (based on the Board’s risk appetite).  
The processes have been in place for the year under review and  
up to the date of approval of the Annual Report and Accounts. 

The Committee provides oversight and challenge to the assessment 
of principal risks as set out on page 20. The Committee has continued 
to monitor and challenge the control environment of the Group 
including its general risk management, risk register and internal 
controls processes, as well as emerging and evolving risks considering 
the presence of key risk factors. This has included assessment 
of the likelihood and impact of principal risks materialising, and 
the management and mitigation to reduce the likelihood of their 
incidence or their impact. The Committee explores specific principal 
and corporate risks of the Group in detail, inviting the management 
team to discuss the risks, mitigations and further proposed actions.  
In 2025 the key topics covered in deep dives were cyber security,  
data privacy, business continuity planning, the pace of replacing 
ageing technology assets as well as health and safety.

During the year the Executive team have refreshed the risk 
management process ensuring new divisional leaders have clearly 
framed the risks in the context of the current economic backdrop, 
have articulated their risk appetite more precisely and set up regular 
monitoring of mitigations and the acceptability of residual risks 
carried by the Group. Skills in the central risk team have also been 
strengthened under the leadership of an experienced manager and 
the recruitment of a professionally qualified risk professional. Taken 
together this will better support the Committee’s work on effective 
risk management. 

The Group’s principal risks and uncertainties are set out on pages 21 
to 29. The three lines of defence governance model is set out on  
page 19 along with the Board’s risk management process. 

The Committee has monitored the progress of the internal controls 
enhancement project which has progressed well, being focused 
on improving the internal control environment whilst adapting to 
changes to the UK Corporate Governance Code. 

The material controls have been defined and the control gaps and 
areas which require further remediation are being worked through. 
The principal risks have been considered and cascaded down to the 
material controls.

Most core business processes and related risks and controls have 
been documented. Key processes have been assigned to business 
owners and recommended actions to improve control weaknesses 
and the maturity of the control environment are being implemented. 
These relate to the retention of evidence, segregation of duties and 
the formality and consistency of control operation. We continue to 
have a strong focus on IT controls where the initial documentation 
is substantially complete, and our work continues to be focused on 
control improvements. In line with the FRC recommendations, the 
focus has also broadened to include non-financial controls, including 
business processes and controls across cyber security, pet welfare 
standards as well as data as an asset and data integrity. We have 
agreed our audit and assurance policy to guide the Committee’s 
work in assessing effectiveness of material internal controls and 
implemented enhanced first and second lines of defence.

Information security and business critical systems, including cyber 
security risk, continues to be one of the Group’s Principal Risks and 
an area we remain vigilant over given the increasingly complex 
nature of cyber attacks. We continue to review and improve our cyber 
protection approach, test and refine our incident response processes, 
including incident rehearsals strengthening the underlying framework. 
We are also reviewing our business continuity and disaster recovery 
capabilities in order to identify improvements in these areas.  
The Committee has reviewed the effectiveness of data protection 
policies, training plans and compliance.

AI is being used increasingly across the business to enhance 
efficiency, support innovation and improve the consumer experience. 
It brings complex risks and requires controls and guardrails over 
development, deployment and performance. The Committee has 
overseen the development of the AI governance framework, which is 
a material control framework, to ensure the framework is appropriate 
and the Acceptable Use Policy has been appropriately rolled out 
across the Group.

The Committee has reviewed health and safety performance reports 
twice in the year, including strategies and action plans developed by 
management. The Committee has also reviewed the effectiveness 
of the Group’s whistleblowing procedures, and incident reports are 
reviewed regularly. Compliance with codes of conduct and culture 
and other key policies such as anti-bribery and corruption, anti-money 
laundering, and compliance with the Companies Act are conducted 
on an ongoing basis.

The Committee has reviewed the fraud effectiveness framework and 
the profit protection framework, including an update on the business 
assessment of fraud risks. 

The Committee has continued to monitor the progress and delivery 
of major projects throughout the year including the digital platform 
and capability (Project Polestar), the pilot phase of the new practice 
management system within the Vet Group (Project Darwin) and the 
completion of the transition of our multichannel operations to our new 
distribution centre in Stafford (Project Spice), building on the lessons 
learned analysis carried out by the Board in relation to the transition 
of our store operations to Stafford. During the year the Committee 
appointed an independent and deeply experienced leader to provide 
assurance over the delivery of Project Darwin and to embed more 
rigorous disciplines over transformation programmes following the 
lessons learnt analysis.

The Committee has also performed risk reviews with management 
on several risk areas in the year including a review of treasury policy, 
ensuring it remains appropriate for the Company, and has overseen 
the adequacy of insurance coverage over material risks for the Group, 
and the maintenance of appropriate standards of pet welfare.
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Risk review continued

Owner: Chief Financial Officer  
Risk Type: Financial

Risk profile L M H Risk appetite L M HLinks to strategy 1 2 3 4 5 6 7 8 9 Change on previous year:  
Description
Many of the Group’s activities are regulated by national and international legislation, applicable industry regulations and standards including, but not 
limited to, consumer and competition laws and regulations, trading, advertising, packaging, product quality, health and safety legislation and guidance, 
pet shop licensing, National Minimum Wage and National Living Wage, Equality Act, modern slavery, anti-bribery and corruption, data protection, 
environmental regulations, the Corporate Governance Code, the RCVS Code of Professional Conduct for Veterinary Surgeons, and the off-payroll 
regulations (IR35).There have also been significant global developments in artificial intelligence technologies and a regulator-led approach to AI 
regulation, together with the upcoming implementation of the EU AI Act which has extra-territorial effect. Failure to comply with the obligations set out 
in this paragraph and other applicable legislation or recommendations of any regulatory investigations may lead to financial penalties and reputational 
damage and other consequences for the business and its Directors.

Key responses
 – We actively monitor regulatory developments in 

the UK and Europe (as applicable) and our existing 
obligations where we have internal policies and 
standards to ensure compliance where appropriate. 
Training is provided for colleagues.

 – We operate a confidential whistleblowing hotline 
for colleagues, Practice Owners, suppliers, and 
people working within our supply chain to raise 
concerns regarding any potential breach of legal or 
regulatory obligations in confidence.

 – Our suppliers commit to comply with all relevant 
business regulations for the territories in which they 
operate and to meet international labour standards 
which are laid out in our Supplier Code of Conduct. 
We reinforce this by placing contractual obligations 
on our suppliers and support where necessary.

 – The Group’s Data Protection Officer and Executive 
sponsored Steering Committee monitors Group 
compliance with legal requirements relating to 
personal data, ensuring relevant policies are up 
to date and works with our Information Security 
Steering Committee which monitors data security.

 – We understand the value of ongoing training and 
communication to raise awareness of the personal 
data handled by the business, how to keep it safe 
and how to help prevent personal data incidents. 
We carry out regular induction, awareness, and 
refresher training for all our colleagues in Retail, 
Vets, and the Support Office.

Outlook and further actions planned
 – We continue to monitor legal and regulatory 

developments across the UK and Europe and  
will plan accordingly.

Emerging risks
 – New and amended regulations.
 – Significant strengthening of UK 

consumer laws and regulations 
including those on the use of 
digital information, and increasingly 
stringent environmental regulation.

 – Sector review and market 
investigation by the CMA into 
veterinary services for household 
pets in the UK.

 – Increasing AI use and regulation.

Risk appetite
The Group is committed to acting ethically, lawfully, and always in the best interests of our stakeholders and therefore has an extremely low appetite for 
compliance breaches, either regulatory or of our principal internal polices, including for example, our Health and Safety policy and our Code of Business 
Ethics and Conduct. Anyone who acts on our behalf is expected to act in line with our policies, values, and behaviours and to take the necessary steps to 
comply with applicable laws and regulations.

Legal and compliance 

Link to strategy 

1   Grow system capacity behind vets 
joint venture model

2   Supercharge omnichannel 
subscriptions 

3   Align and target (using data)  
marketing spend and GTM behind  
Pets and Pets Club

4   Evolve our pet care centres and 
colleague model, with expertise at  
the heart

5   Drive omnichannel nutrition share 
through own, owned and exclusive 
nutrition brands at all price points

6   Overhaul accessories to significantly 
improve value, pace of innovation  
and online growth

7   Create a better world for planet, pets 
and people

8   Launch and scale a differentiated 
insurance proposition

9   Automation and AI to enhance 
performance
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The Committee has concluded that the disclosures, as well as 
processes and controls underlying its production, were appropriate 
and recommended to the Board that the Annual Report and Financial 
Statements are fair, balanced, and understandable, while providing 
the information necessary for shareholders to assess the Group’s 
position and performance, business model and strategy.

Climate change disclosures
Climate disclosures and emissions reporting is an area which is 
complex and continually evolving. Committee members have received 
professional guidance and training in relation to the expected future 
reporting landscape, with particular focus on upcoming Task Force on 
Nature-Related Financial Disclosures (‘TNFD’) disclosure requirements, 
the associated LEAP assessment and the Transition Plan Taskforce 
(‘TPT’), and aligning with the new standards (IFRS S1 and S2) released 
by the International Sustainability Standards Board (‘ISSB’) which have 
not yet been endorsed in the UK. 

The Committee have worked with the Sustainability Committee to 
continue to support the development of the Group’s climate risk 
scenario planning and reporting in relation to Task Force on Climate-
Related Financial Disclosures (‘TCFD’) and the related considerations 
in the Group’s going concern and longer-term viability assessment, 
including reviewing the commitments published by the Group. 

The Committee have supported the re-appointment of Deloitte to 
perform limited assurance over selected GHG emissions metrics 
Scopes 1, 2 and limited Scope 3 this year.

Risk management systems and internal controls
Risk management and the system of internal control are the 
responsibility of the Board. It ensures that there is a process in 
place to identify, assess and manage significant risks that may affect 
achievement of the Group’s objectives and that the level and profile 
of such risks is acceptable (based on the Board’s risk appetite).  
The processes have been in place for the year under review and  
up to the date of approval of the Annual Report and Accounts. 

The Committee provides oversight and challenge to the assessment 
of principal risks as set out on page 20. The Committee has continued 
to monitor and challenge the control environment of the Group 
including its general risk management, risk register and internal 
controls processes, as well as emerging and evolving risks considering 
the presence of key risk factors. This has included assessment 
of the likelihood and impact of principal risks materialising, and 
the management and mitigation to reduce the likelihood of their 
incidence or their impact. The Committee explores specific principal 
and corporate risks of the Group in detail, inviting the management 
team to discuss the risks, mitigations and further proposed actions.  
In 2025 the key topics covered in deep dives were cyber security,  
data privacy, business continuity planning, the pace of replacing 
ageing technology assets as well as health and safety.

During the year the Executive team have refreshed the risk 
management process ensuring new divisional leaders have clearly 
framed the risks in the context of the current economic backdrop, 
have articulated their risk appetite more precisely and set up regular 
monitoring of mitigations and the acceptability of residual risks 
carried by the Group. Skills in the central risk team have also been 
strengthened under the leadership of an experienced manager and 
the recruitment of a professionally qualified risk professional. Taken 
together this will better support the Committee’s work on effective 
risk management. 

The Group’s principal risks and uncertainties are set out on pages 21 
to 29. The three lines of defence governance model is set out on  
page 19 along with the Board’s risk management process. 

The Committee has monitored the progress of the internal controls 
enhancement project which has progressed well, being focused 
on improving the internal control environment whilst adapting to 
changes to the UK Corporate Governance Code. 

The material controls have been defined and the control gaps and 
areas which require further remediation are being worked through. 
The principal risks have been considered and cascaded down to the 
material controls.

Most core business processes and related risks and controls have 
been documented. Key processes have been assigned to business 
owners and recommended actions to improve control weaknesses 
and the maturity of the control environment are being implemented. 
These relate to the retention of evidence, segregation of duties and 
the formality and consistency of control operation. We continue to 
have a strong focus on IT controls where the initial documentation 
is substantially complete, and our work continues to be focused on 
control improvements. In line with the FRC recommendations, the 
focus has also broadened to include non-financial controls, including 
business processes and controls across cyber security, pet welfare 
standards as well as data as an asset and data integrity. We have 
agreed our audit and assurance policy to guide the Committee’s 
work in assessing effectiveness of material internal controls and 
implemented enhanced first and second lines of defence.

Information security and business critical systems, including cyber 
security risk, continues to be one of the Group’s Principal Risks and 
an area we remain vigilant over given the increasingly complex 
nature of cyber attacks. We continue to review and improve our cyber 
protection approach, test and refine our incident response processes, 
including incident rehearsals strengthening the underlying framework. 
We are also reviewing our business continuity and disaster recovery 
capabilities in order to identify improvements in these areas.  
The Committee has reviewed the effectiveness of data protection 
policies, training plans and compliance.

AI is being used increasingly across the business to enhance 
efficiency, support innovation and improve the consumer experience. 
It brings complex risks and requires controls and guardrails over 
development, deployment and performance. The Committee has 
overseen the development of the AI governance framework, which is 
a material control framework, to ensure the framework is appropriate 
and the Acceptable Use Policy has been appropriately rolled out 
across the Group.

The Committee has reviewed health and safety performance reports 
twice in the year, including strategies and action plans developed by 
management. The Committee has also reviewed the effectiveness 
of the Group’s whistleblowing procedures, and incident reports are 
reviewed regularly. Compliance with codes of conduct and culture 
and other key policies such as anti-bribery and corruption, anti-money 
laundering, and compliance with the Companies Act are conducted 
on an ongoing basis.

The Committee has reviewed the fraud effectiveness framework and 
the profit protection framework, including an update on the business 
assessment of fraud risks. 

The Committee has continued to monitor the progress and delivery 
of major projects throughout the year including the digital platform 
and capability (Project Polestar), the pilot phase of the new practice 
management system within the Vet Group (Project Darwin) and the 
completion of the transition of our multichannel operations to our new 
distribution centre in Stafford (Project Spice), building on the lessons 
learned analysis carried out by the Board in relation to the transition 
of our store operations to Stafford. During the year the Committee 
appointed an independent and deeply experienced leader to provide 
assurance over the delivery of Project Darwin and to embed more 
rigorous disciplines over transformation programmes following the 
lessons learnt analysis.

The Committee has also performed risk reviews with management 
on several risk areas in the year including a review of treasury policy, 
ensuring it remains appropriate for the Company, and has overseen 
the adequacy of insurance coverage over material risks for the Group, 
and the maintenance of appropriate standards of pet welfare.

Audit and Risk Committee Report continued
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Audit and Risk Committee Report continued

The Board, through the Audit and Risk Committee, are satisfied 
that the internal control framework is effective but acknowledges 
that the Internal Controls project is progressing to enhance the risk 
management process and internal financial controls, which both the 
Board and Committee will continue to monitor in FY26.

Internal audit
The internal audit function is independent and has a direct line of 
report into the Committee, and is an important part of the independent 
assurance processes within the business. A number of audits are 
outsourced to PwC, as part of our co-source agreement in order to 
ensure the team have adequate resource and appropriate expertise. 
The Committee reviews and approves the internal audit plan every 
year which is developed to address principal and corporate risks across 
the business as well as reviewing core governance, financial and 
commercial processes. We use the varied experience of the Committee 
members to ensure assurance is focused on all the right issues. 

The Committee reviews the reports and recommendations in detail 
and monitors management’s responsiveness to the findings and 
recommendations to ensure action is taken in a timely manner to 
improve the control environment. 

The Head of Internal Audit attends each Committee meeting, 
updating on progress against the audit plan, reporting on any key 
control weaknesses identified and progress against mitigating actions. 

This year, ahead of the next External Quality Assessment of Internal 
Audit and the new Global Internal Audit Standards and the UK Internal 
Audit Code of Practice, the Committee made a number of changes to 
strengthen the function. Firstly risk management was separated and 
put under the leadership of a more senior and experienced manager 
(see risk section above). We also rotated PwC’s internal audit lead to 
bring in a new leader with fresh perspectives and experience from a 
broader range of sectors who will bring more insight and challenge 
to the work of internal audit. We have also appointed a new Head of 
Internal Audit to bring in stronger leadership and audit experience. 

During the year the internal audit team performed internal audits  
over risk areas covering Strategic, Operational, Financial, and Legal 
and Compliance.

Strategic audits covered the implementation and continued 
enhancements in relation to the new digital platform (Project 
Polestar). The requirements for the level of assurance over the 
new Vet Group Practice Management System (Project Darwin) and 
Vet Group consumer data (Project Wallace) will be developed into 
FY26. We have ongoing embedded assurance within major strategic 
projects to report back to the Board and Committee on key risk 
themes. Following recommendation by the Committee, the Board has 
carried out a lessons’ learned analysis in relation to transition of our 
distribution centre (Project Spice) which has been taken on board in 
the planning for the transition of the multichannel operations.

Operational audits included an in-depth best practice review of the 
business continuity scenarios and framework, review of the efficiency 
around retail transport and logistics and a review of critical cyber and 
information security suppliers.

Legal and regulatory compliance audits included a review of the 
whistleblowing policy, including benchmarking against best practice 
framework and a review of the health & safety framework.

All reports, related findings and recommended actions have been 
discussed by the Committee and are tracked to completion.

Over the next three years the internal audit plan will focus on culture, 
data governance, pet welfare, supply chain resilience, discounting 
refunds and assurance for the key strategic projects in place including 
enhancements in relation to the new digital platform (Project Polestar) 
and development of the Vet Group consumer data (Project Wallace). 
The plan will be reviewed every six months to ensure it remains 
flexible and aligned to the timing of business priorities and key 
strategic projects. In FY26 the Committee will also carry out a review 
of the activities and effectiveness of the internal audit function to 
meet the requirements of the internal audit plan.

External audit
Following the audit tender conducted in 2024 Deloitte have been 
appointed auditors for the financial year ended 27 March 2025.  
A formal handover process was undertaken to ensure an effective 
transition from KPMG to Deloitte. Deloitte presented their transition 
plan, and audit strategy, plan and risk assessment at the September 
2024 ARC meeting, following their official appointment at the AGM  
in July 2024. A competitive tender process will be carried out within  
10 years of their appointment. The Committee reviewed and  
approved the FY25 external audit fees. 

Deloitte carried out a review of the interim reporting and presented 
their audit findings to the Committee, identifying their consideration 
of the key audit risks for the year and the scope of their work. These 
reports are discussed throughout the audit cycle. 

Deloitte have brought a fresh pair of eyes to our key financial risks, 
accounting policies and the Annual Report and Financial Statements, 
which the Committee has valued and endorsed the choice of new 
auditors in 2024. They have also improved audit quality by using 
advanced analytics applications in a number of areas. This improves 
coverage of audit to a substantial portion of high volume transactions 
as well as predictive analysis to better identify exceptions on which 
audit effort is directed. 

Deloitte also attend the Committee meetings and meet separately, 
without management present, to discuss any matters in detail. 

Deloitte have been re-appointed to perform the limited assurance 
review over selected ESG metrics this year.

External auditor’s effectiveness
The Committee considered the quality, effectiveness, independence, 
and objectivity of the external auditors through the review of all reports 
provided, regular contact and dialogue both during Committee 
meetings and separately without management. The Committee also 
considered the firm’s Audit Quality Indicators such as experience 
of the audit team and their sector and PLC experience, reviewing 
FRC’s Audit Quality Inspections, ICAEW reviews and firm wide Quality 
Management Systems. The Committee was satisfied that taken 
together Deloitte had performed their audit effectively, efficiently  
and to a high quality. The FRC carried out an Audit Quality Review  
of KPMG’s audit of the Company for the year ended 28 March 2024 
and discussed the detailed findings with the Committee Chair. 

As this is Deloitte’s first year as auditors, a survey will be conducted 
across Committee members, management, and members of the 
finance and IT teams in Autumn 2025, to assess audit quality and 
effectiveness. The questionnaire will focus on the effectiveness of the 
first year audit compared to expectations set during the audit tender 
process, as well as overall audit quality. 
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Composition, Succession and Evaluation continued

Board Skills Matrix 

Director

Ian  
Burke

Zarin  
Patel

Roger  
Burnley

Natalie-Jane 
Macdonald

Garret  
Turley

Lyssa 
McGowan

Mike  
Iddon

Pet Owner ✔ ✘ ✔ ✔ ✘ ✔ ✔

Expertise

Accounting, Finance and Audit ✔ ✔ ✔ ✘ ✘ ✘ ✔

Risk Management ✔ ✔ ✔ ✔ ✘ ✘ ✔

Regulatory ✔ ✔ ✔ ✔ ✔ ✘ ✔

Governance ✔ ✔ ✔ ✔ ✔ ✔ ✔

Corporate Transactions (M&A) ✔ ✔ ✔ ✔ ✔ ✔ ✔

International (running a non UK Business) ✔ ✘ ✘ ✘ ✘ ✘ ✔

General Management (CEO) ✔ ✔ ✔ ✔ ✔ ✔ ✔

People and Culture ✔ ✔ ✔ ✔ ✔ ✔ ✔

General Retailing Experience ✔ ✔ ✔ ✔ ✘ ✔ ✔

Customer Service and Communications Experience ✘ ✔ ✔ ✔ ✘ ✔ ✔

Online Retailing Experience ✔ ✔ ✔ ✔ ✘ ✔ ✔

Marketing/Branding ✔ ✔ ✔ ✔ ✘ ✔ ✔

General Services ✔ ✘ ✔ ✔ ✔ ✔ ✘

Veterinary ✘ ✘ ✘ ✘ ✔ ✘ ✘

Healthcare ✘ ✘ ✘ ✔ ✔ ✘ ✘

Charity/Social Purpose ✔ ✔ ✔ ✔ ✔ ✘ ✔

Data ✘ ✔ ✔ ✔ ✘ ✔ ✘

Artificial Intelligence ✔ ✔ ✘ ✘ ✘ ✘ ✘

IT and Technology ✘ ✔ ✔ ✘ ✘ ✔ ✘

Omnichannel ✔ ✔ ✔ ✔ ✘ ✔ ✔

Strategic Leadership ✔ ✔ ✔ ✔ ✔ ✔ ✔

Vision and Mission ✔ ✔ ✔ ✔ ✔ ✔ ✔

Sustainability and Climate Change ✔ ✔ ✔ ✔ ✔ ✘ ✘

Transformation Leadership ✔ ✔ ✔ ✔ ✘ ✔ ✔

Chair of PLC Board ✔ ✘ ✘ ✘ ✘ ✘ ✘

Chair of PLC Board Committee ✔ ✔ ✔ ✘ ✔ ✘ ✔
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Composition, Succession and Evaluation continued

Board Skills Matrix 

Director

Ian  
Burke

Zarin  
Patel

Roger  
Burnley

Natalie-Jane 
Macdonald

Garret  
Turley

Lyssa 
McGowan

Mike  
Iddon

Pet Owner ✔ ✘ ✔ ✔ ✘ ✔ ✔

Expertise

Accounting, Finance and Audit ✔ ✔ ✔ ✘ ✘ ✘ ✔

Risk Management ✔ ✔ ✔ ✔ ✘ ✘ ✔

Regulatory ✔ ✔ ✔ ✔ ✔ ✘ ✔

Governance ✔ ✔ ✔ ✔ ✔ ✔ ✔

Corporate Transactions (M&A) ✔ ✔ ✔ ✔ ✔ ✔ ✔

International (running a non UK Business) ✔ ✘ ✘ ✘ ✘ ✘ ✔

General Management (CEO) ✔ ✔ ✔ ✔ ✔ ✔ ✔

People and Culture ✔ ✔ ✔ ✔ ✔ ✔ ✔

General Retailing Experience ✔ ✔ ✔ ✔ ✘ ✔ ✔

Customer Service and Communications Experience ✘ ✔ ✔ ✔ ✘ ✔ ✔

Online Retailing Experience ✔ ✔ ✔ ✔ ✘ ✔ ✔

Marketing/Branding ✔ ✔ ✔ ✔ ✘ ✔ ✔

General Services ✔ ✘ ✔ ✔ ✔ ✔ ✘

Veterinary ✘ ✘ ✘ ✘ ✔ ✘ ✘

Healthcare ✘ ✘ ✘ ✔ ✔ ✘ ✘

Charity/Social Purpose ✔ ✔ ✔ ✔ ✔ ✘ ✔

Data ✘ ✔ ✔ ✔ ✘ ✔ ✘

Artificial Intelligence ✔ ✔ ✘ ✘ ✘ ✘ ✘

IT and Technology ✘ ✔ ✔ ✘ ✘ ✔ ✘

Omnichannel ✔ ✔ ✔ ✔ ✘ ✔ ✔

Strategic Leadership ✔ ✔ ✔ ✔ ✔ ✔ ✔

Vision and Mission ✔ ✔ ✔ ✔ ✔ ✔ ✔

Sustainability and Climate Change ✔ ✔ ✔ ✔ ✔ ✘ ✘

Transformation Leadership ✔ ✔ ✔ ✔ ✘ ✔ ✔

Chair of PLC Board ✔ ✘ ✘ ✘ ✘ ✘ ✘

Chair of PLC Board Committee ✔ ✔ ✔ ✘ ✔ ✘ ✔
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Figure 19

Governance of 
risk management 

and internal control 
framework

Board
Sets the risk culture and 
risk appetite, ensuring 
it is aligned to strategy. 

Defines the nature and extent 
of emerging and principal risks. 
Is responsible for establishing 

an e�ective internal 
control framework.

Audit Committee
Supports the Board to assess 
and monitor significant risks, 

ensuring the appropriate 
mitigations and approach to 

identification is in place.
Monitors the e�ectiveness of 

the internal control framework 
and assurance.

Reviews and approves of audit 
and assurance policies.

Remuneration 
Committee

Ensures performance-related 
elements of remuneration have 
appropriate metrics and targets, 

ensuring that incentive arrangements 
do not take inappropriate risks. 

The remuneration policy has 
malus and clawback 

provisions in the event 
of behavioural risk.

Sustainability Committee
Monitors KPIs relating to 
sustainability and climate 

objectives, highlighting any 
potential risks to the Audit 

Committee and Board. 

Executive Committee
Ensures that risks and 

opportunities are e�ectively 
managed across the Group 

with the support of the 
Group risk and 

compliance committee. 

Corporate governance report continued
Governance framework continued

Did you know:

The risk management 
framework provides 
clear processes for 
risk identification, 
assessment and 
management.  
The approach is 
supplemented by red 
team testing, the 
development of 
resilience plans and 
assurance outputs 
from second and 
third lines. 

Spotlight on:

Risk. T

Risk management and internal 
control framework 
The Board has overall responsibility for internal 
controls and risk management processes. It has 
established a risk management framework 
to manage and report the risks faced by the 
business. A strong risk culture is at the heart 
of our risk management framework with clear 
risk ownership and proactive leadership. 
The responsibility for identifying, assessing, 
escalating and managing risks resides with 
management at a functional, business unit 
and executive level. The Audit Committee, 
on behalf of the Board, undertakes an 
annual effectiveness assessment of the risk 
management framework, with regular focus 
on specific emerging risk themes and a review 
across all principal risks, twice a year, which 
also supports the external reporting process, 
see page 86. The Group risk and compliance 
committee is responsible for the oversight of 
key risks on behalf of the Executive Committee.
Our approach to risk allows us to adapt to 
changing internal and external factors through 
the three lines of defence model and combines 
the top-down with bottom-up risk management 
approach to ensure the Group can respond to a 
continuously changing environment. 
The Board, Audit Committee and Executive 
Committee undertake deep dives into our 
principal risks periodically during the year.

Financial statements Additional information 64.
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Legal & General 2024 ARA, p. 47
Figure 20

Risk management 
framework
Our risk management framework 
is summarised on the right.
We operate a three lines of defence risk 
governance model:

• first, our operating businesses are 
responsible for risk taking within the 
parameters of our risk appetite and 
accountable for managing risks in line 
with risk policies. The skills to assess 
and price for risk form part of our first-
line business management activity

• second, our risk oversight function under 
the direction of our Chief Risk Officer. 
The team of risk professionals provides 
our businesses with expert advice and 
guidance on risk and capital management, 
alongside ensuring risk taking remains 
within acceptable parameters

• third, our Group Internal Audit function 
provides independent assurance on 
the effectiveness of business risk 
management and the overall operation 
of our risk management and internal 
control framework.

Own risk and solvency assessment 
(ORSA)
Our ORSA process is an ongoing analysis 
of the Group’s risk profile and the sufficiency 
of capital resources to sustain our business 
strategy over the plan horizon. The process, 
which covers the whole Group, considers how 
the financial and broader business risks to 
which we are exposed may evolve over the 
planning cycle. Stress and scenario testing 
is an essential element of the ORSA process. 

It is used to show us how key risk exposures 
respond to different risk factors, together with 
the sensitivity and the resilience of capital and 
liquidity to a range of extreme but plausible 
events. The stress testing component of our 
framework assesses the effect of a move in 
one or more risk factors at a point in time. 
The scenario element considers group-wide 
multi-year projections of capital and liquidity 
across a range of downside conditions in 
financial markets, demographics, and the 
broader economy. The ORSA process is 
integrated into our business risk and capital 
management activities and aligned with the 
strategic planning process to inform forward-
looking decision making. As such, it is a key 
business management tool.

Capital management 
Our risk-based capital model seeks to provide 
a quantitative assessment of the Group’s risk 
exposures. It forms part of the suite of tools 
we use to evaluate our strategic plans, set risk 
appetite, allocate capital, and evaluate product 
pricing. Our model is also used to assess 
significant transactions, including large  
PRT deals, new asset classes, M&A and 
disposal activity and so on.

Our principal risks 
and uncertainties
Our principal risks and 
uncertainties reflect those 
factors that may threaten 
the Group’s business 
model, future performance, 
solvency or liquidity.

Our risk landscape Principal risks and uncertainties

Asset risks Investment market performance and conditions in the broader economy may 
adversely impact earnings, profitability or surplus capital. 

In dealing with issuers of debt and other types of counterparty, the Group is exposed 
to the risk of financial loss.

We fail to respond to the emerging threats from climate change for our investment 
portfolios and wider businesses.

Insurance risks Changes in demographic experience, regulatory changes, increased expenses and 
taxation levels may require revisions to our reserves.
Changes in capital requirements, including Insurance Capital Standards (ICS), could 
impact our reported solvency position and our dividend and capital return policy.

Non-financial and 
strategic risks

Failure to effectively implement financial services regulatory or legislative change 
in a timely manner could lead to regulatory censure, reputational damage and 
deteriorating customer and client outcomes.

New entrants and/or new technology may disrupt the markets in which we operate.

A material failure in our business processes or IT security may result in unanticipated 
financial loss or reputational damage.

The successful delivery of our strategy is dependent on the ability to attract and 
retain talent with the right skills and capabilities.

Our risk management framework

Risk appetite The documenting of the Group’s overall attitude to risk and the ranges and limits of 
acceptable risk taking. 

Risk taking  
authorities

The formal cascade of our risk appetite to managers, empowering them to make 
decisions within clearly defined parameters. 

Risk policies Defines required approaches to managing specific risks so that residual exposures 
are within appetite. 

Risk identification  
and assessment

Tools and resources to help managers identify and evaluate the risks to which we 
may be exposed.

Risk management 
information

How we report and review ongoing and emerging risks and assess actual risk 
positions relative to the risk targets and limits that we set. 

Risk oversight Oversight of risk management by L&G’s risk teams.

Risk committees Group-level Committees oversee the management of risks and challenges how the risk 
framework is working. The role of the Group Risk Committee is set out on page 61.

Culture and  
reward 

Performance measures that focus on the delivery of effective risk management, 
business and customer and client strategy, and culture.

Legal & General Group Plc Annual report and accounts 2024 47
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PPHE 2024 ARA, p. 91-92
Figure 21

Report

Treat
Assess

Identify

Our risk management framework

R I S K- R E WA R D
S T R AT E GY 

R I S K
G OV E R N A N C E 

R I S K
M A N AG E M E N T  
P R O C E S S

R I S K
A S S U R A N C E 

Sets the tone for our strategic approach to
risk and articulates the general appetite to 
risk-taking and tolerance. 

Roles, responsibilities and reporting
structure are defined in a Risk Policy. 

Current and emerging risk
identification, assessment, treatment,  
reporting and monitoring.

Assurance that risks are both identified and well
managed is obtained from various internal and  
external sources.
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Our risk environment

In an ever challenging risk environment, our embedded 
approach to risk management supports the delivery of our 

strategic vision and priorities by ensuring decisions are 
made, and opportunities are pursued, with a thorough 

understanding of the threats we face.

Risk management
Principal risks – at a glance
We define our principal risks as those which could have the greatest impact on our business and represent the most significant threats to 
the achievement of our objectives in the year ahead. To be considered a principal risk, the potential downside or residual impact must be 
assessed as ‘Major’ or above, equating to a negative financial impact or falling asset values greater than 5% of annual EBITDA* (under normal 
operating conditions).

Principal risks for 2025 
Inherent risk 
assessment

Residual risk 
assessment 

Trend from 
previous year

Oversight 
responsibility Page reference

1 Adverse economic climate High High   CFO Page 95

2 Cyber threat – undetected/unrestricted cyber security 
incidents

Very High High CFO Page 97

3 Funding and liquidity risk High Medium   CFO Page 96

4 Data privacy – risk of data breach Very High Medium   CCLO Page 97

5 Technology disruption – prolonged failure 
of core technology

High Medium   CFO Page 97

6 Operational disruption High Medium   Co-CEO Page 98

7 Market dynamics – significant decline in market demand High Medium   EVP  
Commercial 

Affairs

Page 95

8 Difficulty in attracting, engaging, and retaining a suitably 
skilled workforce

High Medium   Co-CEO Page 99

9 Significant development project delays or unforeseen 
cost increases

High Medium CCLO and 
Co-CEO

Page 96

10 Negative stakeholder perception of the Group with 
regard to ESG matters

High Medium   CCLO Page 99

11 Serious threat to guest, team member or third party 
health, safety and security

High Medium   Co-CEO Page 98

Our Group-wide risk management 
framework drives better decision 
making through the proactive identification, 
assessment and management of the 
risks we face and emerging threats.

Our approach is well established and 
continues to evolve to meet the needs 
of the business and harness the input 
from functional management, executive 
leadership and the Board. 

As we focus on unlocking growth from 
our new hotel openings, our risk profile is 
expected to shift focus throughout 2025. 
As our inherent development project risk 
should reduce as we deliver our latest 
developments, addressing any threats 
to the growth objectives of our existing 
portfolio will be a priority, to ensure 
we deliver operating efficiency 
and performance.

Macroeconomic and geo-political 
uncertainty remains a constant driver of 
risk and is something that the Group has 
demonstrated real resilience to in recent 
years. The significant political change 

across the globe in 2024 could see a pace 
of change in global relationships, policies, 
regulation and taxation throughout 2025 
which could impact our markets, supply 
chains and operations. Resilience to 
challenging conditions continues to be a 
priority with focussed cost management, 
dynamic pricing strategies, technology 
initiatives and new process efficiencies.

Horizon scanning for emerging threats 
remains an important part of our risk 
management approach. The evolution of AI 
is presenting many opportunities for us to 
improve the way we operate and meet the 
needs of our guests. We continue to 
embrace the use of new technologies while 
introducing safeguards to mitigate any 
associated risk.

Climate related risk is fully integrated 
within our risk management framework. 
Climate change is one of the drivers of 
several existing principal risks. Our TCFD 
report details our specific climate related 
risks (See pages 85-86).
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Risk management – continued

Our risk-reward strategy
Our risk-reward strategy, which articulates our risk appetite across various business activities, is aligned to our strategic objectives. The 
Board has reassessed the strategy and adjusted the risk appetite for Technology change and development to Active, indicating a more 
proactive stance on adopting new technologies.

Risk appetite levels Definition Business activities
Strategic pillars 
and enablers

Active We will actively seek to take calculated risks in 
this area in pursuit of our strategic objectives, 
as long as the associated benefits significantly 
outweigh the risk impact, and the risk remains 
within our tolerances. We will apply appropriate 
safeguards when pursuing these opportunities.

• Acquisitions and development 
opportunities

• Technological change/development

Diversification of property 
portfolio

Entrepreneurial, people-
oriented and creator culture 
to underpin growth agenda

Neutral We will take on a limited increased exposure to 
risk in pursuit of our strategic objectives if the 
associated benefits outweigh the risk impact 
and the risk remains within our tolerances. 
We will apply appropriate safeguards when 
pursuing these opportunities.

• Development projects (construction)
• Working with third parties
• Funding
• Commercial and promotional activity

Non-dilutive capital approach

Destination led restaurant 
and bar experience with 
ambitious growth plans

Entrepreneurial, people-
oriented and creator culture 
to underpin growth agenda

Averse We will act to protect the business from 
increased risk exposure in these areas.

• Environmental impact
• Responsible and ethical sourcing
• Human rights
• Operational continuity
• Health and safety
• Data privacy
• Compliance
• Financial and tax reporting
• Financial control

Meaningful ESG impact for 
the benefit of all stakeholders

Guest satisfaction – 
memorable and superior 
guest experiences

Our risk governance and risk management process 

Governance
Executive Leadership – Risk Forum
• Agree the Risk Policy and Framework and 

formulate a risk-reward strategy (risk 
appetite) for proposal to the Board.

• Challenge the robustness and 
completeness of the full-year and half-year 
updates to the Group’s risk registers, 
including key actions.

• Report PPHE principal risks for Board 
approval and inclusion in the Annual 
Report.

• Ensure effective monitoring of emerging 
risk and progress against key risk actions.

Audit Committee
• Keep under review the effectiveness of the 

Group’s procedures for the identification, 
assessment and reporting of risks, assisting 
the Board in monitoring the Group’s risk 
management systems.

• Oversee internal and external assurance 
requirements.

ESG Committee
• Keep under review specific ESG and 

climate related risk assessment.

Board
• Ultimately responsible for risk 

management including approval of the 
Group risk profile; the Group Risk Policy 
and Framework; the risk-reward strategy; 
and the statement on risk management in 
the Annual Report.

Process
ENTERPRISE RISK ASSESSMENT 

Consolidation of underlying functional and subsidiary risks into a single view of risk reported to the Board.  
The enterprise assessment underpins the Group’s principal risk disclosure.

CURRENT RISKS 
Existing threats to the achievement of our business objectives.

Regular risk updates from functional management to identify, assess and 
respond to current risks. Key steps include the following:

• Assessment of the severity of each risk using the Group risk 
assessment criteria. Consideration is given to the effectiveness of the 
current controls/mitigating activity.

• Establishing clear actions with nominated accountability where further 
mitigation is required to contain or reduce risks to a more acceptable 
level.

• Regular risk reporting to Executive Leadership to support informed 
decision-making and prioritisation of resources.

• Reporting the enterprise risk profile to the Audit Committee quarterly.

EMERGING RISKS 
Future threats that cannot be accurately assessed at the current time 
but could have a material impact on the business in the future through 
either heightening existing risks or becoming new stand alone risks.

Horizon scanning for emerging risk is considered at each functional 
risk workshop and each Executive Level Risk Forum with a view to 
improving our response plans and exploiting potential opportunities. 
Emerging risk trends are reported alongside the current enterprise 
risk assessment to the Audit Committee quarterly. 

When identifying emerging risk, we consider several drivers of 
change, including:

• shifts in market dynamics;
• social, geo-political, macro-economic and environmental factors;
• technological trends; and
• legal and regulatory developments.

FUNCTIONAL AND SUBSIDIARY RISK ASSESSMENTS 
Management identifying, assessing and managing the risks and controls across all business functions. 

PPHE Hotel Group PPHE Hotel GroupAnnual Report and Accounts 2024 Annual Report and Accounts 202492 93

S
trategic R

eport
C

orp
orate G

overn
an

ce
Fin

an
cial S

tatem
en

ts
A

p
p

en
d

ices

Source: https://ar24.pphe.com/wp-content/uploads/2025/02/PPHE_ARFull_2024.pdf
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Source: https://corporate.marksandspencer.com/sites/marksandspencer/files/2025-05/Marks-and-Spencer-Group-plc-Annual-Report-and-Financial-Statements-2025_
INTERACTIVE_FINAL.pdf
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Figure 22

RISK MANAGEMENT CONTINUED

Our risk management process
1   

Setting and reviewing  
risk appetite

2   
Risk identification  
and ownership

3   
Risk assessment

4   
Response and action tracking

5   
Monitoring, reporting and escalation

Who is involved
 M&S Board 
 Audit & Risk Committee
 Executive Committee
 Executive Risk Committee

  Group Risk team

  Business and functional 
leadership teams

  Process and control owners
  Group Risk team

 Executive Committee
 Executive Risk Committee
  Business and functional 

leadership teams
  Group Risk team

 Executive Committee
 Executive Risk Committee
   Business and functional 

leadership teams
  Process and control owners
  Group Risk team

 M&S Board 
 Audit & Risk Committee 
 Executive Committee
 Executive Risk Committee
  Business and functional 

leadership teams
  Group Risk team

Key activities
• Our risk appetite statements are 

used to define and set appropriate 
risk-taking parameters for business 
activities. They are subject to annual 
review and update, including input 
from subject matter experts, such as 
our strategy and legal teams and 
Executive Committee members, 
followed by a full review with the 
Executive Risk Committee, members 
of the Audit & Risk Committee and 
the Chairman.

• This is followed by consideration and 
approval at the Audit & Risk 
Committee, prior to being 
recommended to the Board.

• Identification, measurement and 
reporting of risks across businesses 
and functions within their dedicated 
risk registers.

• Clear ownership is allocated to 
relevant members of the business 
and functional leadership teams.

• This also includes the identification 
of emerging risks by each business 
and function where the full extent 
and implications may not be fully 
understood but need to be tracked.

• Risks are assessed against a 
consistently applied criteria 
considering the likelihood of 
occurrence and potential impact to 
the Group. 

• Mitigation plans are completed and 
monitored by each business and 
function, approved by their 
leadership teams and appropriate 
Executive Committee members. 

• The outputs from the underlying 
business and functional reviews are 
combined to provide a cross-
business view of common, related 
risks which are reported to 
appropriate governance forums, and 
are aligned with the principal risks 
and uncertainties disclosed 
externally.

• The business develops and maintains 
plans to mitigate risks to an 
appropriate level, in line with risk 
appetite.

• This includes ongoing assessment 
and update of risk profiles to reflect 
changes, where needed, with 
challenge and input provided by 
specialist teams within the corporate 
functions to support the application 
of specific mitigating activities.

• Independent review and challenge of 
the plans form part of the role of the 
Group Risk team.

• Direct updates to the Audit & Risk 
Committee by the leadership on a 
rolling basis to confirm appropriate 
management of key risks and areas 
of focus – flexed to respond to 
emerging issues. 

• A formal biannual review of risk 
registers by the Group Risk team and 
other support functions to provide 
independent challenge and support 
cross-business alignment. 

• The compilation of an overarching 
view of principal risks and 
uncertainties, considering both 
internal strategic and operational 
changes and external events. 

• Monitoring performance against risk 
appetite through a set of metrics.

Outcomes and reporting
• Refreshed risk appetite statements 

aligned with strategy, core 
operations, internal and external 
compliance requirements, and our 
purpose and values.

• Risk registers covering all key areas of the business, including current and 
emerging risks.

• Mitigation plans are set for risks that are not yet at target level, aligned with risk 
appetite.

• Quarterly reporting to the Executive 
Committee to track and monitor 
progress against mitigating action 
plans.

• Direct confirmation to the Audit & 
Risk Committee on the management 
of key risks.

• Principal risks and uncertainties 
disclosed in the Annual Report and 
Half Year Results.

Continuous refinement
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24 MANAGING OUR RISKS AND OPPORTUNITIES CONTINUED

Risk management process

Set strategy, 
objectives and 
risk appetite

1. Risk analysis
Identify, 

prioritisation  
and evaluate risks  

to our strategy  
and objectives

2. Controls and  
risk responses

Implement controls 
and actions to 
manage risks 

within risk appetite

3. Audit & 
assurance

Check and verify 
that controls and 

actions are effective 
in managing  

the risks

4. Communication  
& monitoring
Communicate 
principal and 
emerging risk 

and escalate as 
appropriate

5. Improvement  
& embed

Build risk capability
and culture so

active management
is embedded in  

how we run  
our business

6. Resilience
Development of the 
Company’s culture 

and capacity to 
adapt, resist, absorb 

and recover from 
the impact of a risk

First line

• Risk 
assessment and 
identification of 
new risks in the 
business units.

• Continuous 
improvement  
of processes  
and controls.

• Implementation 
of corrective 
and preventive 
actions based 
on the results of 
leadership team 
monitoring.

• Control self-
certifications.

• Preparation of 
risk dashboards 
and risk matrices 
presenting the 
status of individual 
risks in the 
business units.

• Compliance 
with the highest 
international 
industry 
standards  
such as TSFs.

Second line

• Review of Key 
Risk Indicators 
(KRIs) and 
mitigation 
actions.

• Implementation 
of controls and 
mitigations in 
response to risk 
scenarios.

• Monitoring 
compliance with 
international risk 
standards. 

• On-going reviews 
of risks and threats.

• Preparation of 
quarterly, half-
yearly and Annual 
Reports and 
briefings to the 
Audit and HSECR 
Committee.

• Promoting the 
risk culture across 
the Company 
through 
workshops  
and training.

• Creating risk 
scenarios to 
anticipate 
impacts and 
prepare risk 
responses.

Third line

• Execution of 
the annual 
internal audit 
programme.

• Advice and 
recommendations 
regarding the 
most exposed  
or new risks.

• Implement 
appropriate 
policies and 
guidelines to 
build resilience 
to risks.

Culture & leadership

1. Risk analysis
A complete view of our risk universe starts with the analysis of our business, the external environment in which we operate,  
the regulatory landscape and our internal operations. This includes the impacts on and of our strategy, initiatives, governance, 
and processes. 

The Board, the Audit Committee, the HSECR Committee, the Executive Committee and Internal Audit, periodically use working 
sessions and interviews to review the evolution of principal and emerging risks, as well as the appetite for each risk. At these 
working sessions, the views and suggestions of Board members are heard, and adjustments are made according to the factors 
influencing each risk. 

We mainly use the following methods in risk assessment:
• Scenario planning.
• Horizon scanning.
• Real time risk management monitoring.
• Social media monitoring.
• Collaboration with other organisations such as third-party suppliers.

Aspects we review when assessing our principal and key risks:
• Risk ownership: each risk has an owner. In addition, each key risk is sponsored by a member of the Executive Committee 

who drives the monitoring and progress of mitigation measures.
• Probability and impact: five-by-five scoring matrix applied globally.
• Gross risk: before preventive controls.
• Net risk: after preventive controls have been applied.
• Risk appetite: defined at the principal and emerging risk level and approved by the Board.
• Risk tolerance: in data format, shows the amount of deviation from risk appetite.
• Key risk indicators: quantitative and qualitative measures that provide early signals of a change in the degree of risk.
• Actions: key controls in place and activities required to mitigate them if necessary.
• Impact on the Company’s strategic pillars and interdependencies between key risks.
• Any relevant risks where the principal risk is affected or may affect the emerging risk.
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All principal risks are detailed in a standardised statement. This ensures effective review, understanding and monitoring 
across the Company, together with consistency, both in terminology and in the underlying assessment itself. Following 
the establishment of climate change as a separate principal risk in 2020/21, reviews have been carried out at various levels, 
including the Executive Committee and the Board. These include the identification and documentation of climate-related 
risks and the review and consideration of appropriate risk responses. This consolidated view is an input to our review of the 
Company’s risk profile.

As part of the top-down process, an updated assessment was completed for each principal risk by the relevant risk owner, 
working with the Executive Committee risk sponsor and the risk function.

The framework is based on ISO 31000 (International standard that provides guidelines and principles for managing risk),  
ISO 22301 (International standard for Business Continuity Management Systems) and COSO ERM.1 

1 The Committee of Sponsoring Organizations (COSO) of the Treadway Commission Enterprise Risk Management (ERM) framework.

Emerging risk considerations.
Emerging risks are very uncertain by nature. Given the diversity of our operations and projects as well as our geographic 
footprint, we are exposed to many highly uncertain, complex, and often interrelated risks. The Company continues to focus 
on horizon scanning activity to inform and support identification of the most pertinent internal and external trends and 
developments.

We monitor key indicators of emerging risks and their potential impact on our business, markets and host communities. 
Many emerging risk topics are reviewed on a recurring basis, alongside ongoing activity addressing their impacts. However, 
it is acknowledged that the nature of the emerging risks will evolve and could drive future trends in the long term which the 
Company will need to prepare for. 

2. Controls and risk responses
We use five key processes to better address our risks: (i) a monthly procedure for evaluating and mitigating principal risks; (ii) 
a process to identify and analyse the impact of the geopolitical instability in all the Company’s risks, including projects, with a 
main focus on the safety and identification of new risks; (iii) dashboards for each business unit to monitor mitigation actions 
and risk level; (iv) impact and probability scenarios which were conducted for risks related to security, supply chain of critical 
inputs for operations, cost increases and projects, and (v) collaboration with government, the mining sector and communities 
to ensure that we followed best practice. 

Fresnillo plc has an internal control framework in place to mitigate the impact of principal and emerging risks. Our executives 
(including operations, exploration and project managers, the controllership group, HSECR team), regularly engage in 
strengthening the effectiveness of our current controls.

During 2024, with the support of a specialist team and external advice, the comprehensive internal control framework was 
enhanced to document material financial and non-financial controls, responsibilities and accountabilities and align them with 
the Company’s processes. This improves risk management, reduces potential negative impacts, and ensures compliance with 
regulatory requirements for internal controls.

The new mining laws in Mexico, the security near our business units, the increase in the cost of operation, the geopolitical instability, 
the license to operate and climate disruption posed new challenges for the Risk Department and the Executive Committee. Due 
to the uncertainty around these topics, this year, in addition to our established risk management activities, all strategic decisions by 
the Company were analysed using risk scenarios modelling their potential impacts. 

3. Audit and assurance
The Board, in pursuing the Company’s business objectives, cannot give absolute assurance that the implementation of a risk 
management process will overcome, eliminate, or mitigate all material risks. However, by developing and implementing an 
annual and ongoing risk management process to identify, report and manage significant risks, the Board intends to provide 
reasonable assurance against material misstatement or loss.

We monitor how well we manage material risks to our objectives by checking and verifying the implementation of our response 
plans (actions and controls) and our actual performance against objectives. We enhance the ‘check and verify’ step by applying 
the three lines of defence approach: 

The internal audit team consists of highly experienced professionals from various specialties, who frequently review operational, 
financial, exploration and project processes in the field, using international standard tests and methodologies.
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24 MANAGING OUR RISKS AND OPPORTUNITIES CONTINUED

First line • Annual self-assessments of controls and the bi-annual compliance assurance statements.

Second line

• As part of our ERM approach, we the Risk Team conduct specialised reviews to assess risks and controls to ensure compliance, 
focused on validating and testing key controls to augment the first line attestations. 

• The risk team annually reviews key controls for our principal risks, significant local risks and response plans to identify and respond 
to any significant changes in the control environment. Whilst many controls are tailored to business unit requirements, there are 
consistent themes across our control environment, such as clear oversight and reporting by business unit management teams, 
governance processes for operations, maintenance and tenders, attention to health and safety, the wellbeing of our people and  
the priority of maintaining integrity and a strong ethical culture. 

Third line

• We are supported by external partners in certain specialised areas, we are also subject to significant assurance activities and third- 
line audits conducted through our Internal Audit team, external third parties, certification standards and customer requirements  
in our various business lines. 

• The work plan of the internal audit area considers all the company’s operational and financial processes, permanently following  
up on the recommendations made in each audit, with a particular focus on the most exposed risks or risks that have an impact  
on regulatory non-compliance or business disruption.

• External reviews include those that support the range of ISO certifications we manage across the business as well as independent 
performance and regulatory reports on Fresnillo plc operations. Examples include:
 – business continuity risk inspections of all business units by Hawcroft Consulting in 2024. 
 – ISO 45001 and ISO 14001 audits of Fresnillo and Saucito mines by BSI Group auditors. 
 – certification that the Herradura mine leaching operations comply with the Cyanide Code issued by the International Cyanide 

Code Institute.

4. Communication and monitoring
Risk can be of any nature and manifest itself and escalate from any part of the business as a threat or even an opportunity. 
When risks are material to the Company, they are escalated to the Executive Committee and, where appropriate, to the Board 
or its Committees. This requires a strong risk culture, which we continue to develop and encourage.

Although we deploy controls to reduce the likelihood and consequences of risks, some risks inherent in our business remain. 
These include natural catastrophes, for which there is limited capacity in international insurance markets. We monitor these 
threats closely and develop business resilience plans.

The previous steps of the risk assessment process allow for analyses, reports and briefings that communicate the results and 
main findings; this information is mainly presented and discussed at the Audit Committee and the Board.

5 & 6. Improvement, embedding and resilience
To ensure that we can prioritise our efforts and resources, we regularly assess the potential consequences and likelihood of 
impact of our principal risks, creating impact scenarios to implement prevention-mitigation measures and response plans. 
These assessments, and the effectiveness of our associated controls, reflect management’s current expectations, forecasts  
and assumptions. They involve subjective judgements and depend on changes in our internal and external environment. 

The Board confirms that:
• A robust assessment of principal and emerging risks has been carried out.
• With support from the Audit and the HSECR Committees, it has monitored the risk management framework 

throughout the year.
• It has reviewed the planning, progress and preliminary results of the enhancement of the comprehensive internal 

control framework.

Principal risks and uncertainties
The principal risks and uncertainties outlined in this section reflect the risks that could materially affect (negatively or 
positively) our ability to meet our strategic objectives. 
We define principal risk as ‘risk, or a combination of risks, which may seriously affect the business model, performance, future or 
reputation of the Company’.

The Company’s risk profile has been developed based on the most significant risks in our business profiles. All of our principal 
risks were reviewed at least twice during the year, including through KRIs, which were developed to help embed the risk 
appetite framework in the business and enhance the monitoring and mitigation of risks.

Due to the effects caused by geopolitical instability – the Russia-Ukraine and Hamas-Israel wars, attacks on commercial 
shipping in the Red Sea by Iran-backed Houthi rebels, the effects of global inflation affecting the cost of operation, security and 
violence near business units, cyberattacks, climatic disturbances, environmental situations close to our operations and changes 
to the laws and regulations in the mining industry in Mexico – it was necessary to reassess the principal risks and reorder their 
materiality, likelihood and impact, as well as reassess related mitigation actions. 

These risks are summarised in the following table in order of maximum reasonable consequence, probability and change  
since 2023.

https://www.fresnilloplc.com/media/zgcbodxt/46566-fresnillo-ar24-web.pdf
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3i Infrastructure FY25 ARA, p. 63
Figure 24

Source: https://www.3i-infrastructure.com/media/p3fajhc2/3in-annual-report-2025.pdf

Risk categorisation

The Committee uses the following categorisation to describe risks that are identified during the risk review process.

Emerging risks Key risks Principal risks

An emerging risk is one that may in future 
be likely to have a material impact on the 
performance of the Company and the 
achievement of our long-term objectives, 
but that is not yet considered to be a key 
risk and is subject to uncertainty as to 
nature, impact and timing.

A key risk is considered currently to 
pose the risk of a material impact on 
the Company. These are documented in a 
risk register. Risks may be identified as 
emerging risks and subsequently become 
key risks. Identified key risks may cease 
to be considered key risks over time. 

The Committee maintains a risk matrix, 
onto which all the key risks on the risk 
register are mapped by impact and 
likelihood. The principal risks are 
identified on the risk matrix as those 
with the highest combination of impact 
and likelihood scores. These are 
disclosed on pages 66 to 69.

The Company’s shares have traded at 
a discount to published net asset value 
throughout the year. This has restricted 
access to new equity issuance and increased 
the importance of the RCF to bridge the 
cycle between investment and realisation, 
as well as cash generation by underlying 
portfolio companies. The RCF was 
refinanced in April 2025, well ahead of 
the maturity of the previous facility in 
November 2026 and now matures in 
June 2028.

The Company aims to reduce the impact 
of currency movements on its net asset 
value through a combination of euro 
borrowing on its RCF and a foreign 
exchange hedging programme.

Risk review process
The key tools used by the Committee 
to assess the appetite for key risks are 
the risk register and the risk matrix. 

The process of creating and reviewing the risk 
register and risk matrix is described below, 
together with a discussion of the Company’s 
appetite for each of the key risks. 

In addition to investment risk, which is 
discussed above, the Company actively 
manages and limits exposure to other 
risks to maintain acceptable levels.

The Company’s risk review process includes 
the monitoring of key strategic and financial 
metrics considered to be indicators of 
potential changes in its risk profile. 

The review takes place three times a 
year, with the last review in April 2025 and 
includes, but is not limited to, the following: 

• infrastructure and broader market overviews;
• key macroeconomic indicators and their 

impact on the performance and valuation 
of portfolio companies; 

• regular updates on the operational and 
financial performance of portfolio 
companies; 

• experience of investment and 
divestment processes; 

• compliance with regulatory obligations, 
including climate-related regulations; 

• analysis of new and emerging 
regulatory initiatives; 

• liquidity management; 
• assessment of climate risks to the 

portfolio, including physical, transition 
and litigation risks;

• consideration of scenarios that may 
impact the viability of the Company; 

• assessment of emerging risks; and
• review of the Company’s risk log of 

relevant incidents or issues during 
the year.

The Committee uses the risk framework 
to identify both emerging and key risks, 
assessing changes in risks over time. This 
framework is designed to manage, rather 
than eliminate, the risk of failing to achieve 
objectives or breaching our risk appetite. 

Throughout the year, we closely monitor 
significant key risks or principal risks, which 
have the potential to materially impact the 
achievement of our strategic objectives. 

The Committee evaluates the likelihood 
of each identified risk materialising and the 
potential impact it may have, with reference 
to the Company’s strategy and business 
model. We assess risks over two timeframes: 
within three years; and beyond three years. 
The results are presented on a risk matrix. 

For each risk, we develop mitigating controls 
and assess their adequacy. If necessary, 
additional controls are implemented and 
reviewed during subsequent Committee 
meetings. 

The Committee considers the identified 
principal risks in greater detail in the 
assessment of the Company’s viability. This 
assessment considers a number of plausible 
scenarios that could arise if these risks 
materialise, including stressed scenarios that 
might jeopardise the Company’s viability. 
As the Company is an investment company, 
the stressed scenarios primarily focus on 
reduced cash flows from our investment 
portfolio. These scenarios could lead to debt 
covenant breaches and liabilities not met. 

The Investment Manager models the 
impact of these scenarios on the Company 
and reports the results to the Committee. 
The resulting viability assessment is 
included in this Risk report.

 
 

 

3i Infrastructure plc  Annual report and accounts 2025 Overview Our portfolio Financial review Sustainability and Risk Governance Accounts and other information 63

Risk report continued

                                                                                                                                                                                                                                                                                                                               

https://www.3i-infrastructure.com/media/p3fajhc2/3in-annual-report-2025.pdf


85On track for Provision 29 compliance  |

discoverIE FY25 ARA, p. 70
Figure 25

Two processes are conducted in parallel:

Step 1  ■ A top-down review of the Group Risk Register to:

– identify new or emerging risks
– assess changes to existing risks
– consider the potential impact and likelihood 

of risks
– evaluate existing mitigating actions and 

controls
– consider the residual risks remaining after 

the applications of the Group’s internal 
control processes (and if appropriate, the 
implementation of further mitigating 
actions)

 ■ A bottom-up review by the management of each 
business to:

– identify new or emerging risks
– assess changes to existing risks
– consider the potential impact of risks
– evaluate existing mitigating actions and 

controls
– consider residual risks (and if appropriate 

the implementation of further mitigating 
actions)

The top-down review of the Group Risk Register is conducted by the Group Risk team, Divisional 
Management, Group Technology Services, and the internal Group Sustainability Team. The bottom-up review 
is conducted by the management team within each business with support from the Risk team.

Step 2  ■ Comparison of the results of the top-down and bottom-up identification processes above. The benefits of 
conducting both top-down and bottom-up reviews are:

– increased assurance that all risks have been identified, with input from multiple perspectives
– ensuring alignment between local management and Head Office
– ensuring that businesses take ownership of the risks most relevant to their individual operating unit
– ensuring that controls in place to mitigate risks at the operating unit level are appropriate

 ■ An assessment of any differences identified and update of the Group Risk Register as appropriate. The 
Group Risk team conducts a review of any risks identified through the bottom-up process to determine 
whether they require escalation to the Group Risk Register. Risks suggested for escalation to the Group 
Risk Register are reviewed in the first instance by the Group Management Committee.

Step 3  ■ Review of the Group Risk Register by the Group Management Committee. This review focuses on:

– the materiality of each of the risks identified
– prioritisation of the allocation of the Group’s resources to the most important areas
– clarity of ownership for each of the risks identified

This review takes into account the Group’s risk appetite in respect of the various types of risk identified.

The Group Risk Register is then updated as appropriate following the review.

This is then summarised in a table of principal risks and uncertainties, the final version of which (for 
FY2025) is set out on pages 73 to 78.

Step 4  ■ Review by the Audit and Risk Committee – this includes:

– consideration of the Group’s risk management framework
– review of the Group Risk Register
– identification of any other areas of potential risk
– review of the table of principal risks and uncertainties
– challenging actual or potential control weaknesses
– review of the effectiveness of the Group’s internal controls and risk management systems

These processes are conducted twice each financial year:

 ■ an interim review, typically completed shortly ahead of announcement of the Group’s interim results, focuses 
predominantly on changes during the first half of the year

 ■ a comprehensive review of all risks within the Group Risk Register is completed shortly prior to the Group’s full-year 
preliminary results announcement

The processes ultimately lead to the compilation of the Group’s principal risks and uncertainties (“PRUs”), of which further 
detail can be found on pages 73 to 78.

 discoverIE Group plc    Innovative Electronics70

RISK MANAGEMENT CONTINUED

Source: https://s201.q4cdn.com/793451358/files/doc_financials/2025/ar/Annual-Report-2025.pdf
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Source: https://www.severntrent.com/content/dam/stw-plc/Severn_Trent_AR25.pdf

Severn Trent FY25 ARA, p. 70
Figure 26

We define Emerging Risks as upcoming events which present 
uncertainty, and those that we are currently monitoring as a potential 
threat. These Emerging Risks are not yet fully quantifiable, but we 
monitor developments carefully. The SRF, Executive Committee, 
Audit and Risk Committee and Board have carried out a robust 
assessment of the Group’s Emerging Risks.

Emerging Risk management ensures potential risks are identified, 
with plans evaluated to bolster the Group’s preparedness should they 
materialise. Our processes aim to identify new and changing risks at 
an early stage and analyse them thoroughly to determine the potential 
exposure for the Group.

We continually identify and monitor Emerging Risks using top-down 
and bottom-up processes. Our risk network uses techniques such as 
cross-functional workshops and Political, Economic, Sociological, 
Technological, Legal and Environment (‘PESTLE’) analysis.

This process culminates in an Emerging Risk Horizon Scan document 
which is shared with the SRF, Executive Committee, Audit and Risk 
Committee and Board on a regular basis.

We closely monitor Emerging Risks that may, with time: become 
complete ERM risks and incorporated into the existing corporate risk 
reporting process; be superseded by new Emerging Risks; or cease 
to be relevant as the internal and external environments in which we 
operate evolve.

The horizon-scanning exercise utilises insights from internal 
stakeholders and external publications, including the National Risk 
Register and Global Risk Report (World Economic Forum). This is 
critical to reflect the interconnectivity with national and global 
risk environments.

Details of the Emerging Risks Relevant Principal Risk Time Horizon

Geopolitical escalations and macroeconomic changes
 – Geopolitical volatility could potentially intensify, including the escalation or 

resurgence of conflicts. This could result in sanctions and increased protectionist 
measures, such as US and reciprocal trade tariffs, causing a contraction in the 
economy and our supply chain could be impacted through shortages, increased 
commodity prices and resource security pressures.

 – Risk mitigation example: We perform supplier heat-mapping for our contracted 
supply chain, incorporating financial stability and global economic factors. These 
provide early warning indicators to manage supply chain risks and facilitate 
tactical and strategic decision making. 

5, 6 and 8 Short-term and medium-term

Strategic Objectives
How we are  
monitoring

Outcomes

Nature

People

Change

 – Horizon scanning
 – Emerging Risks tracker
 – National Risk Register
 – Supplier heat-mapping

Evolving political, regulatory and legislative landscape
 – We are subject to ongoing regulation and associated regulatory risks, including the 

effects of changes in the laws, regulations, policies and voluntary codes of practice.
 – Regulators and Governments have focused on reforming the UK water sector. 

The Independent Commission into the water industry and its regulators – led by 
Sir Jon Cunliffe – was launched by the Government in October 2024 to address 
challenges facing the sector. The Commission is seeking the views of 
stakeholders to shape the outcomes of the review, with the strategic objective 
of restoring trust in the water industry.

 – The Water (Special Measures) Act 2025 strengthens the power of the water 
industry regulator and delivers on the Government’s commitment to restore 
public trust and confidence in water companies. Our horizon scan references the 
potential impact on culture, people, environment and customer-related activities.

 – Risk mitigation example: We continue to engage constructively with our key 
stakeholders to ensure we remain informed and are proactively preparing for 
potential changes.

2, 3 and 7 Short-term and long-term

Strategic Objectives
How we are  
monitoring

Outcomes

Nature

People

Change

 – Horizon scanning
 – Emerging risks tracker
 – Existing ERM risks 
 – Stakeholder engagement

Technology and innovation, including AI and cyber security
 – Technological advancements present opportunities to develop new and innovative 

ways of working through the automation of basic activities and increased 
processing power to support decision making (e.g. maintenance schedules). 
However, we need to develop AI in an ethical way to address potential concerns 
and mitigate against an increasingly complex cyber and data security environment.

 – There is an increased risk of misinformation and disinformation as AI content 
becomes more prevalent and the speed at which it disseminates increases, 
partially driven by social media and changes to fact-checking procedures.

 – The UK signed the Council of Europe’s Framework Convention on AI in September 
2024 and in January 2025, the Labour Government launched a detailed AI action plan 
setting out the steps that the UK aims to take, with the objective of boosting economic 
efficiency and growth. As AI evolves, this presents both risks and opportunities.

 – Risk mitigation example: We have robust governance in place for AI and an 
Innovation Strategy to ensure we are embracing opportunities. 

4, 7 and 11 Short-term and medium-term 

Strategic Objectives
How we are  
monitoring

Outcomes

Nature

People

Change

 – AI Forum
 – Emerging Risks tracker
 – Existing ERM risks
 – Additional risk assessments

Changing expectations in relation to ‘forever chemicals’
 – Uncertainty around future expectations and regulations in relation to PFAS for 

water, wastewater and bioresources.
 – The DWI issued an Information Letter on PFAS in March 2025 which provided 

additional guidance on specific reportable PFAS water quality events.
 – Risk mitigation example: A PFAS Working Group comprising subject matter 

experts from across the Group regularly monitors changes to expectations and 
regulations. Key controls have been captured and detailed risk response plans 
are being prepared to facilitate an effective response in readiness for potential 
regulatory changes.

2, 3, 4 and 7 Short-term to long-term

Strategic Objectives
How we are  
monitoring

Outcomes

Nature

People

Change

 – Risk assessments, including 
key causes, consequences 
and controls

 – PFAS Working Group
 – Horizon scanning
 – Emerging Risks tracker

Our Emerging Risks

70 | Severn Trent Plc Annual Report and Accounts 2025
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Source: https://www.lancashiregroup.com/content/dam/lancashire/corporate2020/OAR/oar-2024/documents/Lancashire-Annual-Report-and-Accounts-2024.pdf

Lancashire 2024 ARA, p. 28-29
Figure 27

The Board retains responsibility for all risks 
within the Group and is responsible for 
setting and monitoring the Group’s risk 
appetite and tolerances, whereas the 
individual entity boards are responsible for 
setting and monitoring entity-level risk 
tolerances. Risk tolerances represent the 
maximum amount of capital, generally on 
a modelled basis, that the Group and its 
entities are prepared to expose to certain 
risks. The Group’s appetite for risk will vary 
marginally from time to time to reflect the 
potential risks and returns that present 
themselves. However, protecting the 
Group’s capital and maximising risk-
adjusted returns for investors over the 
long term are constants. All risk tolerances 
are subject to at least an annual review 
and consideration by management and 
the respective boards. The Board and 
individual entity boards review actual risk 
levels versus tolerances, emerging risks, 
loss event and near miss reporting, key risk 
indicators, and an overview of the control 
environment (driven by key control testing 
and control affirmations and supported by 
internal audit findings) at least quarterly. In 
addition, on at least a monthly basis, 
management assesses our PMLs against 

risk tolerances to ensure that risk levels are 
managed in accordance with them. 

The Group CRO provides regular reports 
to the management team outlining the 
status of the Group's ERM activities and 
strategy, as well as formal reports to the 
Board. 

The Group CRO reports to the Chair of 
the Board and Group CEO, but ultimately 
has the right to report directly to the 
Group and entity regulators if they feel 
that management is not appropriately 
addressing areas of concern regarding the 
Group as a whole or any of the individual 
operating entities. 

We continue to perform a quarterly risk 
and control affirmation process whereby 
the operation of all key controls is 
affirmed by the control operators and then 
reviewed and approved by the risk owners. 
In addition, the risk owners are required to 
affirm that their risks remain appropriately 
documented and scored. The risks are 
scored on both a gross basis (i.e., inherent 
risk pre-controls) and a net basis (i.e., 
residual risk post the application of 
controls). The output from this process is 

reported to the RRC and the Group and 
operating subsidiary audit and risk 
committees, or boards of directors, as 
appropriate. 

As at 31 December 2024, all Group entities 
were operating within their Board-
approved risk tolerances. 

The quarterly ORSA reports prepared by 
the Group CRO to the Group and 
subsidiary boards, provide a timely analysis 
of current and potential or emerging risks, 
compared against risk tolerances, along 
with their associated capital requirements. 

The 2025 annual ORSA report will be 
presented to the Board for review, 
challenge, and approval at the Q1 2025 
Board meeting. The equivalent reports for 
the operating subsidiaries will also be 
presented to their boards for review, 
challenge, and approval during Q1 2025. 
As a Lloyd’s managing agent, LSL falls 
within the Society of Lloyd’s for Solvency II 
reporting, preparing ORSA reports for 
each syndicate. LSL has its own RMF to 
ensure it operates in line with the 
principles for doing business at Lloyd’s. 

Emerging risk 
Lancashire defines emerging risk as a change in, or change in 
understanding of, the internal or external risk environment that 
could impact the validity of assumptions relating to strategy, 
decision-making and/or risk management approach. An emerging 
risk can arise in three ways: 

• A genuinely new source of risk that has not existed before; 
• A change in the way that an already identified risk can manifest 

which may not be adequately managed through Lancashire’s 
current risk management procedures; or 

• A change in understanding of an already identified risk. 
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28The process by which emerging risks are 
identified, investigated, assessed and 
reported is illustrated in the diagram on 
the previous page. 

Emerging risks are identified by both the 
risk management function and the 
business, and are considered at the 
emerging risk forum, a Group-wide forum 
with cross-functional membership. A 
detailed log of all emerging risks identified 
is maintained including the anticipated 

impact, likelihood, time horizon, velocity, 
longevity, risk sector, risk type and any 
actions required. 

The top emerging risks for the Group are 
recorded on our emerging risk radar and 
discussed with risk owners, executive 
committees, the Board and entity boards 
of directors on a periodic basis. The 
emerging risk radar is therefore subject to 
an iterative process of review and 
oversight. During the year, oversight of the 

following risks moved to our business-as-
usual risk management processes: climate 
change, operational strain (driven by 
growth), geopolitical risk, inflation, tax and 
regulatory change, OECD global minimum 
tax and Bermuda CIT, and cyber security 
risks. As a result, emerging risk discussions 
predominantly focused on artificial 
intelligence, the many different 
components of AI and our risk appetite for 
utilising them. 

Principal risks 
Current assessment of principal risks 

The Board evaluated the risks disclosed, alongside other factors, 
in the assessment of the Group’s viability and prospects as set out 
in the going concern and viability statement in the Directors’ 
report on page 111. 

Given the broad reach of climate change and the risks associated 
with it, we concluded that these risks are most appropriately 
managed by including their impact through existing principal 
risks, rather than a separate climate change principal risk. The 
impact of climate change is therefore covered in the following 
principal risks: underwriting, investment, operational and 
strategic. 

Key

Principal risk

Underwriting (Re)insurance counterparty

Investment and Liquidity Operational

Reserving Strategic 

n 2024 n 2023
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RISK MANAGEMENT CONTINUED

Our risk focus 
Throughout the year, we have maintained close focus on 
both key external risks and operational risks, particularly in 
the context of ongoing macroeconomic and geopolitical 
uncertainties. While the UK economy has been relatively 
resilient, the overall risk environment remains elevated due 
to persistent inflation, higher interest rates and changes 
in the global geopolitical environment, including the 
potential impact of global tariffs. The Board, alongside key 
committees, continues to maintain close oversight of these 
risks through a measured, risk-aware approach, especially 
with regard to capital allocation, financial stability, and 
managing development and financing activities. Further 
detail on the potential impacts and our mitigation 
strategies can be found in the principal risks table.

Over the course of the year, the Risk Committee has 
maintained its focus on key operational risk areas, including:

– Strengthening financial reporting, operational and 
compliance processes and controls to support robust 
governance.

– Overseeing health, safety and environmental risk 
management, including successful re-certification under 
ISO 45001.

– Actively monitoring occupier covenant strength, while 
taking appropriate measures to protect and support 
income resilience.

– Monitoring environmental risks and opportunities, with a 
focus on energy performance ratings (EPCs).

– Reviewing development-related risks, including 
inflationary pressures on construction costs and the 
covenant strength of key contractors and 
subcontractors.

– Managing procurement and supply chain exposures to 
ensure continuity and resilience.

– Implementation of enhanced information security 
controls and processes.

– Supporting Internal Audit activity and ensuring timely 
implementation of control recommendations and 
process enhancements.

Our robust risk management process, alongside the 
Group’s continued ability to be flexible in adapting to both 
principal and emerging risks, remains critical to sustaining 
our long term performance and strategic objectives.

Our principal risks
Our risk management framework is structured around the 
principal risks facing British Land. Using a risk scoring 
matrix, we assess risks based on likelihood, financial 
impact and reputational impact. This process aids in 
identifying both the external and internal strategic and 
operational principal risks with a higher likelihood and 
potential impact on our business. 

Our principal risks comprise the 11 most significant Group 
risks, including four external risks primarily influenced by 
market factors, and seven internal strategic and 
operational risks which, while subject to external influence, 
are more under the control of management. External 
principal risks stem from the broader macroeconomic and 
political environment, as well as our core property markets. 
Internal principal risks relate to our capital allocation, 
development, customers, sustainability, people and 
culture, as well as key operational risks such as technology, 
health and safety, and fraud and compliance. The Board, 
supported by the Audit Committee conducts regular 
reviews of external principal risks to inform decision 
making, while internal risks are managed through strong 
governance, controls and operational processes. 

Emerging risks
Our risk review process includes identifying and 
assessing emerging risks, which are those that are still 
evolving and not fully understood in terms of impact 
and likelihood. Risk representatives and Committee 
members are tasked with considering these risks, 
supplemented by formal horizon scans in our annual 
strategy review.

While some of these risks are already reflected within 
our principal risks, they are still evolving. Key emerging 
risks being closely monitored include:

– Structural shifts in occupier demand

– Advancements in AI and emerging technologies

– Macroeconomic and geopolitical volatility, including 
the impact of new global tariffs

– Deglobalisation pressures

– Long term climate change impacts 

– Supply chain vulnerabilities

– Energy security challenges

R E A D  M O R E
about the impact of several evolving risk trends on our principal 
risks, see pages 52 to 58
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PRINCIPAL RISKS

Our principal risk assessment
The Board has undertaken a robust assessment of the 
principal and emerging risks facing the Group, including 
those that could impact its business model, future 
performance, solvency, liquidity, or strategic priorities. The 
Board considers that the fundamental nature of the 
principal risks and uncertainties facing the Group have 
remained broadly unchanged over the year.

However, we have seen a reduction in the likelihood of 
external risks associated with the retail property market, 
driven by improvements in both investment and 
occupational markets, along with our strategic focus on 
retail parks. As the broader risk landscape continues to 
evolve, our assessment of the eleven external and internal 
principal risks is shown in our risk heat map below.

The main changes in the risk profile of our principal risks 
are outlined in the table on pages 52 to 58, along with the 
key impacts on our business, the mitigation measures in 
place, and the relevant key risk indicators to monitor these 
risks.

Note: The above illustrates principal risks which by their nature are those which have the potential to significantly impact 
 the Group’s strategic objectives, financial position or reputation. The heat map highlights net risk, after taking account of 
 principal mitigations. The arrow shows the movement from 31 March 2024.

Key
Principal risks
External
1 Macroeconomic 
2 Political, Legal and 
 Regulatory
3 Property Market
 a Campuses
 b Retail
 c London urban logistics
4 Major Events/Business  
 Disruption

Internal
5 Portfolio Strategy
6 Development
7 Financing
8 Environmental and Social  
 Sustainability
9 People and Culture
10 Customer
11 Operational and  
 Compliance
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9  People and culture

Inability to attract, retain and develop talent with the right skills and mindset could impact our ability to deliver our 
strategy and drive performance. A thriving, inclusive culture is essential to effective decision-making and maintaining our 
competitive advantage, to allow us to achieve our performance driven goals. This risk includes employee engagement, 
talent retention, diversity and inclusion, manager effectiveness and aligning corporate values with employee initiatives.

Risk mitigation 
– Targeted Recruitment: Direct and 

trusted third party hiring.

– Talent & Performance Management: 
Succession planning and outcome-
focused reviews.

– Competitive Pay & Benefits: Annual 
benchmarking and a remuneration 
structure which rewards 
performance.

– Employee Development: Training 
and mandatory learning 
programmes.

– Leadership Training: Focus on 
leadership that enhances team 
performance whilst promoting 
wellbeing.

– Flexible Working: Clear hybrid/
flexible policies which sets out our 
expectations.

– Diversity & Inclusion: Embedded in 
our 2030 strategy.

Risk assessment 
People and culture risk remained 
stable this year, underpinned by 
strong employee engagement at 
79% and a culture aligned with 
our purpose, strategy and values. 
While competition for top talent 
persists, the recruitment landscape 
has become more balanced.

Emerging risk trends:
– Talent and skills shortages

– AI and emerging technologies

Opportunity/approach
Our priority is ensuring we have 
the right talent in place to deliver 
on strategic goals, supported 
by a compelling employee value 
proposition. We recognise that 
our people and culture are critical 
to driving performance and 
maintaining British Land’s position 
as an employer of choice.

Impact: 

Medium

Likelihood (post-mitigation): 

Medium

Change in risk assessment in year:

Risk appetite:
Balanced 

KRIs
– Voluntary employee turnover and 

reasons cited

– Employee engagement levels

– Gender and ethnicity representation 
at all levels, including job applications

– Gender and ethnicity pay gaps

– Employee wellbeing indicators

– Internal job moves and promotion rates

Overseen by: 
Remuneration Committee and 
HR Director

10  Customer

The Group’s primary source of income is rent received from our customers. This could be adversely affected by non-
payment of rent; occupier failures; evolving customer needs; leasing challenges; poor customer service; and potential 
changes in lease structures.

Risk mitigation 
– Diversified Customer Base: Maintain a 

high quality, diversified occupier base 
to mitigate individual occupier risks.

– Occupier Strength and Robust Rent 
Collection: Conduct thorough covenant 
checks before deals and ongoing 
monitoring, with a risk watchlist 
reviewed by the Risk Committee. 
We proactively limit financial 
exposure to high risk occupiers.

– Occupier Engagement and Market 
Knowledge: Work closely with 
occupiers to understand and meet 
their evolving requirements.

– Portfolio Leverage and Active 
Asset Management: Strategically 
address lease breaks and expiries  
to maintain high occupancy and 
minimise vacancies.

– Customer Satisfaction: Regular 
surveys assess occupier experience 
and service levels.

Risk assessment 
Our overall customer risk remains 
broadly stable, supported by strong 

rent collection and robust leasing 
activity. While there has been an 
increase in retailer administrations 
and restructuring plans in the market, 
we have proactively limited their 
financial impact.

Emerging risk trends:
– Macroeconomic and geopolitical 

volatility, including the impact of 
new global tariffs

– Evolving work patterns (e.g. 
hybrid working) 

– AI and emerging technologies

– Budget NI increases

Opportunity/approach
Successful customer relationships are 
critical to our business growth. Our 
business model revolves around our 
customers. Our strategic positioning 
across campuses, retail parks and 
London urban logistics, along with 
strong collaborative relationships, 
is focused on providing high 
quality spaces, while maintaining 
sustainable occupancy costs.

Impact: 

Medium

Likelihood (post-mitigation): 

Medium

Change in risk assessment in year:

Risk appetite:
Balanced 

KRIs
– Market letting risk, including vacancies, 

upcoming expiries and breaks and 
speculative development 

– Occupier covenant strength and 
concentration (including percentage 
of rent classified as ‘High Risk’ and 
affected by insolvencies) 

– Occupancy and weighted average 
unexpired lease term 

– Rent collection

Overseen by: 
Head of Real Estate and Investments and 
CFO

Link to strategy:

A
 

B
 

C
 

D

Link to strategy:

A
 

B
 

C
 

D
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9  People and culture

Inability to attract, retain and develop talent with the right skills and mindset could impact our ability to deliver our 
strategy and drive performance. A thriving, inclusive culture is essential to effective decision-making and maintaining our 
competitive advantage, to allow us to achieve our performance driven goals. This risk includes employee engagement, 
talent retention, diversity and inclusion, manager effectiveness and aligning corporate values with employee initiatives.

Risk mitigation 
– Targeted Recruitment: Direct and 

trusted third party hiring.

– Talent & Performance Management: 
Succession planning and outcome-
focused reviews.

– Competitive Pay & Benefits: Annual 
benchmarking and a remuneration 
structure which rewards 
performance.

– Employee Development: Training 
and mandatory learning 
programmes.

– Leadership Training: Focus on 
leadership that enhances team 
performance whilst promoting 
wellbeing.

– Flexible Working: Clear hybrid/
flexible policies which sets out our 
expectations.

– Diversity & Inclusion: Embedded in 
our 2030 strategy.

Risk assessment 
People and culture risk remained 
stable this year, underpinned by 
strong employee engagement at 
79% and a culture aligned with 
our purpose, strategy and values. 
While competition for top talent 
persists, the recruitment landscape 
has become more balanced.

Emerging risk trends:
– Talent and skills shortages

– AI and emerging technologies

Opportunity/approach
Our priority is ensuring we have 
the right talent in place to deliver 
on strategic goals, supported 
by a compelling employee value 
proposition. We recognise that 
our people and culture are critical 
to driving performance and 
maintaining British Land’s position 
as an employer of choice.

Impact: 

Medium

Likelihood (post-mitigation): 

Medium

Change in risk assessment in year:

Risk appetite:
Balanced 

KRIs
– Voluntary employee turnover and 

reasons cited

– Employee engagement levels

– Gender and ethnicity representation 
at all levels, including job applications

– Gender and ethnicity pay gaps

– Employee wellbeing indicators

– Internal job moves and promotion rates

Overseen by: 
Remuneration Committee and 
HR Director

10  Customer

The Group’s primary source of income is rent received from our customers. This could be adversely affected by non-
payment of rent; occupier failures; evolving customer needs; leasing challenges; poor customer service; and potential 
changes in lease structures.

Risk mitigation 
– Diversified Customer Base: Maintain a 

high quality, diversified occupier base 
to mitigate individual occupier risks.

– Occupier Strength and Robust Rent 
Collection: Conduct thorough covenant 
checks before deals and ongoing 
monitoring, with a risk watchlist 
reviewed by the Risk Committee. 
We proactively limit financial 
exposure to high risk occupiers.

– Occupier Engagement and Market 
Knowledge: Work closely with 
occupiers to understand and meet 
their evolving requirements.

– Portfolio Leverage and Active 
Asset Management: Strategically 
address lease breaks and expiries  
to maintain high occupancy and 
minimise vacancies.

– Customer Satisfaction: Regular 
surveys assess occupier experience 
and service levels.

Risk assessment 
Our overall customer risk remains 
broadly stable, supported by strong 

rent collection and robust leasing 
activity. While there has been an 
increase in retailer administrations 
and restructuring plans in the market, 
we have proactively limited their 
financial impact.

Emerging risk trends:
– Macroeconomic and geopolitical 

volatility, including the impact of 
new global tariffs

– Evolving work patterns (e.g. 
hybrid working) 

– AI and emerging technologies

– Budget NI increases

Opportunity/approach
Successful customer relationships are 
critical to our business growth. Our 
business model revolves around our 
customers. Our strategic positioning 
across campuses, retail parks and 
London urban logistics, along with 
strong collaborative relationships, 
is focused on providing high 
quality spaces, while maintaining 
sustainable occupancy costs.

Impact: 

Medium

Likelihood (post-mitigation): 

Medium

Change in risk assessment in year:

Risk appetite:
Balanced 

KRIs
– Market letting risk, including vacancies, 

upcoming expiries and breaks and 
speculative development 

– Occupier covenant strength and 
concentration (including percentage 
of rent classified as ‘High Risk’ and 
affected by insolvencies) 

– Occupancy and weighted average 
unexpired lease term 

– Rent collection

Overseen by: 
Head of Real Estate and Investments and 
CFO
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B
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D
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A
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C
 

D
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Risk management continued

1. Supply, demand and prices 
of commodities

2024 vs. 2023 Risk appetite
Link to 

strategy

Cautious 

We are subject to the inherent risk of 
sustained low prices for our main 
commodities, particularly affecting our 
industrial business. The revenue and 
earnings of substantial parts of our industrial 
asset activities and, to a lesser extent, our 
marketing activities, are dependent upon 
prevailing commodity prices. The prices of 
the commodities we produce are dependent 
on the expected volumes of supply or 
demand for commodities which can vary for 
many reasons out of our control.

New or improved energy production 
possibilities and/or technologies are likely to 
reduce the demand for some commodities. 
Governmental net zero emissions targets 
will require demand for unabated thermal 
coal and other hydrocarbon fuel sources to 
significantly reduce over time.

The dependence of the Group (especially our 
industrial business) on commodity prices, 
supply and demand of commodities, makes 
this the Group’s foremost risk.

2. Geopolitical, permits and 
licences to operate

2024 vs. 2023 Risk appetite
Link to 

strategy

Cautious

The current geopolitical environment is 
dynamic, and disputes, tariffs or changes in 
policy could impact trade flows, market access 
and our ability to conduct business. The 
potential for conflict is increasing, which in turn 
could impact our entire business from 
production and marketing to sourcing and 
logistics.

We control and operate industrial assets and 
projects in many countries across the globe, 
some of which are categorised as developing, 
complex or having unstable political or social 
environments. As a result, we are exposed 
to a wide range of political, economic, 
regulatory, social and tax environments. 
Regulatory regimes applicable to resource 
companies can often be subject to adverse 
and unexpected changes. Our operations may 
also be affected by political and economic 
instability, including terrorism, civil disorder, 
violent crime, war and social unrest.

The terms attaching to any permit or licence to 
operate may be onerous and obtaining these 
and other approvals can be particularly difficult. 
Furthermore, in certain countries, title to land 
and rights and permits in respect of resources 
are not always clear or may be challenged.

Increased scrutiny by governments and tax 
authorities of multinational companies has 
elevated potential tax exposures for the Group. 
Additionally, governments have sought 
additional sources of revenue by increasing 
rates of taxation, royalties or resource rent 
taxes and aggressively enforcing their tax 
codes. The tax codes of some countries can be 
uncertain in their application and the access 

Potential impact on the Group
• Significant falls in the prices of certain 

commodities (e.g., copper and coal) can 
have a severe drag on our financial 
performance, impede shareholder returns 
and could lead to concerns by external 
stakeholders as to the strength of the 
Group’s balance sheet.

• A global surplus or shortage in one or 
more of the commodities we produce 
could have a major impact on their price, 
and therefore on our financial 
performance.

Mitigating factors or controls
Inherent business model mitigations:
• We maintain a diverse portfolio of 

commodities, geographies, assets 
and contracts.

• We seek to prepare for anticipated shifts 
in commodity demand, for example by 
prioritisting investment in parts of the 
business that will potentially grow with 
increases in renewable energy generation 
and EVs and battery production, and by 
closely monitoring fossil fuel (particularly 
thermal coal) demands. We are also able 
to reduce the production of commodities 
within our portfolio in response to 
changing market conditions.

Established and implemented mitigating 
controls:
• Our financial leverage of under 1x in the 

ordinary course of business should support 
our ability to obtain financing in a downside 
scenario (see Liquidity on page 98).

• We continue to maintain focus on cost 
discipline and achieving greater 
operational efficiency to increase our 
resilience to lower prices.

• We actively manage commodity price risk 
in our marketing segment, including via 
daily analysis of Group VaR.

to impartial administrative and judicial redress 
may be limited.

Potential impact on the Group
• Adverse actions by governments and others 

can result in operational/project delays or 
loss of permits or licences to operate, which 
could have a material adverse effect on the 
Group thereby affecting the Group’s 
long-term viability and success.

• Failure to obtain or renew a necessary 
permit or the occurrence of other disputes 
could mean that we would be unable to 
proceed with the development or continued 
operation of an industrial asset and/or 
impede our ability to develop new assets 
or projects.

• Laws and regulations in the countries in 
which we do business may change or be 
implemented in a manner that may have 
a materially adverse effect on the Group.

Mitigating factors or controls
• The Group’s industrial assets are diversified 

across various countries which reduces the 
Group’s exposure to any particular country.

• The Group has active engagement strategies 
with the governments, regulators and other 
stakeholders within the countries in which 
it operates or intends to operate. Through 
strong relationships with stakeholders, 
we endeavour to secure and maintain 
our licences to operate.

• We endeavour to operate our businesses 
according to high legal, ethical, social 
and human rights standards, and to ensure 
that our presence in host countries leaves 
a positive lasting legacy.

• We operate under a Tax Policy, annually 
reviewed by the Board, which sets out the 
Group’s commitment to comply with all 
applicable tax laws, rules and regulations, 
without exception, and to be characterised 
as a ‘good corporate fiscal citizen’.

Strategic priorities
Responsible and ethical business practices

Effective capital management

Strong operational and commercial 
performance

2024 Glencore Annual Report92
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Source: https://www.ihgplc.com/~/media/Files/I/Ihg-Plc/investors/annual-report/2024/ihg-ar-2024.pdf

IHG 2024 ARA, p. 47
Figure 31

Example factors discussed with 
management to monitor trending
 – Future consumer travel preferences and  
megatrends (including heightened 
customer sensitivity to price).

 – Loyalty proposition, competitiveness and  
ability to deliver change (including at 
property level through our business model).

 – Brand positioning relative to competitors, 
as measured by social reviews and guest 
preference indices.

 – Brand awareness and health, including for 
our masterbrand and loyalty programmes.

Illustrative key controls
Culture and leadership:
 – Brand strategies and standards to define  
consistent guest experiences.

 – Defined accountabilities for individual 
brands and brand segmentations, 
including IHG masterbrand and loyalty.

 – Targets for brand and loyalty performance.
 – Brand, service and loyalty colleague training  
and educational resources.

Processes and controls:
 – Governance processes for the introduction 
of brand standards, loyalty, technology, 
and hotel projects.

Monitoring and reporting:
 – Quality evaluations at hotels and guest 
surveys to measure guest experience.

 – Executive reporting on key guest-facing  
metrics.

Guest preferences or loyalty for IHG branded hotel experiences and channels

Why this uncertainty is important  
to the achievement of our strategic 
objectives over the next 2–3 years
Our strategic objectives and growth ambitions  
mean we actively pursue opportunities for effective 
investment to support our masterbrand, new 
brands, loyalty programme, new Exclusive 
Partners, Luxury & Lifestyle expansion plans 
and digital platforms. 
We also aim to carefully deliver on fundamental 
expectations of our individual and corporate 
guests, underpinning their trust in, and loyalty 
for, our brands. For example, how we meet 
increasing guest demands for personalisation,  
for safety, or in relation to our response to  
climate change and our brands’ impact on the  
environment.
If we are unable to manage this uncertainty 
effectively it could impact our competitive 
positioning, our openings and signings ambitions 
and our guests’ and owners’ trust in and preference 
for our brands.

Executive Risk Sponsor
 – Global Chief Commercial and Marketing Officer

Link to  
strategy

Examples of how the Board obtained assurance on our risk management and resilience in 2024
 – Reviews of brand category and 
masterbrand awareness, loyalty, co-brand 
and responsible business strategies.

 – Review of competitor activity analysis.
 – Review of new brand and partnership  
projects.

 – The Internal Audit plan included 
independent assurance on monitoring 
arrangements for brand standards and 
new hotel performance compliance and  
data transmissions for key loyalty channels.

Examples of how the Board obtained assurance on our risk management and resilience in 2024
 – Priority market updates from regional  
CEOs.

 – Review of new brand, partnership and 
key owner-facing technology initiatives.

 – Review of System Fund and loyalty 
programme changes.

 – Review of energy, water and waste  
strategies.

 – The Internal Audit plan included 
independent assurance on governance 
for the Low Carbon Pioneers programme 
and data integrity for key owner metrics.

For further information on why hotel 
owners choose to work with IHG 
see page 27.

Example factors discussed with 
management to monitor trending
 – Owner financial capacity (current and 
future), including continuing the impact 
of macroeconomic uncertainties.

 – Preference for and confidence in IHG’s 
enterprise platforms.

 – IHG’s ability to drive bottom line returns 
and preference for existing and potential 
owners, relative to competition.

 – Overall owner advocacy and relationship 
strength, gathered through feedback 
from owners.

Illustrative key controls
Culture and leadership:
 – IHG masterbrand, loyalty and individual 
brand strategies.

 – Governance structures and leadership 
responsibilities to monitor owner returns 
and support owner finance.

 – Colleague training on drivers of loyalty 
and owner returns.

Processes and controls:
 – Specific projects focused on owner returns 
(including sustainability, procurement, 
hotel technology, learning).

 – Brand development processes with 
ROI targets.

 – Compliance processes, including Guest 
Love and quality evaluations.

Monitoring and reporting:
 – Regular tracking of cost to build, open  
and operate hotels.

 – Key Executive Committee metrics on Growth  
and Enterprise, and Loyalty contribution.

 – Tracking of external data and competitor  
analysis.

 – Measurement of ongoing performance 
and strategy delivery.

Owner preferences for, or ability to invest in, our brands

Why this uncertainty is important  
to the achievement of our strategic 
objectives over the next 2–3 years
Our growth ambitions require us to take 
calculated risks to attract owners while  
continuing to drive returns for our existing 
and potential owners.
Continuing macroeconomic uncertainty and 
inflation create significant pressures on owners’ 
financial capacity that must be considered carefully 
as we pursue opportunities to drive brand  
preference and focus on relentless growth.
These opportunities need to be balanced with the 
risks associated with increasingly complex deal 
structures, new strategic relationships, expansion 
into new markets and a need to risk our own capital 
to pursue inorganic growth or to incentivise deals 
in key locations for key brands. We also recognise 
our responsibilities as a franchisor and manager 
of our brands.
If we fail to respond effectively to this risk, we will  
lose competitiveness and may not realise the 
opportunities to grow our brand footprint.

Executive Risk Sponsor
 – Global Chief Commercial and Marketing Officer
 – Regional CEOs

Link to  
strategy

Strategic  
Report Governance

Group Financial 
Statements

Parent Company 
Financial Statements
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United Utilities FY25 ARA, p. 57, 59
Figure 32

Our principal risks
In January 2024, the FRC published a revised 
UK Corporate Governance Code (the code), 
with the most significant change being in 
respect of Provision 29, which relates to the 
board monitoring the risk management and 
internal control framework. In accordance 
with the revised code, the board will make a 
declaration of the effectiveness of material 
controls from financial year 2026/27, 
which will supplement the existing annual 
assessment of risk management and internal 
control systems (see pages 124 to 125 in 
our integrated annual report). As we take 
steps in preparation for the material controls 
declaration, we have renewed our definition 
of which event-based risks, individually 
or collectively, are to be considered as a 
principal risk:

• Material impact risks – risks, which in the 
maximum worst case, have severe one-off 
financial and non-financial impacts; and/or

• Significant long-term risks – risks with 
significant exposure (likelihood of 
occurrence of the event multiplied by the 
most likely financial impact over the long 
term after consideration of the current 
control environment).

Our principal risks, therefore, represent 
those risks, which, in a remote but plausible 
scenario, could initiate corporate failure 
(material impact risks) and those risks that 
are likely to have a significant long-term 
impact on company value if they were to 
crystallise. As our definition of material 
impact risks highlights those risks that have 
the most significant impact (if they crystallise 
in the worst case), it naturally identifies risks 

which place significant reliance on mitigating 
controls. Therefore, our future material 
controls declaration will be in respect of the 
key controls which mitigate our material 
impact risks.

The overlap between the material impact 
and significant long-term risks is represented 
in the diagram below. A summary of the 
principal risks and associated mitigation/
control is provided on pages 58 to 59.

Principal risks

Signi�cant long-termMaterial impact

Programme deliveryFraud

Recycling of biosolids 
Misstatement of 
reported information

Process safety

Terrorism

Treatment of water

Dam failure

Treasury risk

Failure to treat and 
transport wastewater

Strategic 
aqueduct failure

Water availability

Cyber

A

B

C

D

E

F

G

H

I

J

K

L

M

Principal risk exposure
The bar chart below illustrates the likelihood of each event-based risk occurring (relative to its causal factors) and the indicative full range of 
potential one-off financial impacts (from minimum to maximum) should the risk materialise. Each of the multiple impacts in the range is subject 
to an individual post event probability, the most likely of which is illustrated by the diamond. Where the remote maximum impact is both 
financially and non-financially severe (as highlighted by the blue box), it is regarded as being material, constituting a material impact risk.

Minor
One-o� impact if the event occurs

SeverePrincipal risk
Likelihood  
of event

A Strategic aqueduct failure Low

B Failure to treat and transport wastewater High

C Cyber Medium

D Water availability Medium

E Treasury risk Low

F Dam failure Remote

G Terrorism Remote

H Failure to treat water Medium

I Process safety Remote

J Misstatement of reported information Medium

K Fraud Medium

L Recycling of biosolids Very high

M Programme delivery Medium

Key    Most likely (expected impact)    Range of possible one-off impacts  
(from minimum to maximum)

   Remote severe impact 
(material impact risk)

Risk and resilience
Business m

odel
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Principal risk Risk exposure Control/mitigation
Governance  
and assurance

H
 

Treatment  
of water

MATERIAL 
IMPACT

 

TCFD

Threats to water treatment include asset 
health, process failure and the contamination 
(natural, chemical or biological) of raw water. 
Climate change is a key factor of raw water 
contamination due to intensifying catchment 
erosion and runoff, more frequent wildfires 
and increasing algal bloom, which can produce 
taste and odour problems. Failure to treat water 
can lead to non-compliance with regulatory 
standards, rejection of water by consumers 
for aesthetics or, in extreme cases, public 
health issues.

We are committed to providing wholesome drinking water. 
Material controls are: 
• Sampling and testing: Occurs across the entire system  

to ensure water is safe and compliant. 
• Sensors and alarms: Monitors deviations from 

acceptable levels with alarm triggered response. 
• Maintenance: Inspection, servicing, repair and 

replacement of assets due to proactive and  
reactive activity.

• Licence to operate: Training and competence. 

Other controls include an end-to-end risk assessment 
process, contingency plans, and the monitoring of the 
regulatory position on emerging contaminants.

Governance 
• Water quality  

first boardM

• Water price controlM

Assurance 
• Scientific service  

team reviews2 
• Assurance  

team reviews2

• Cyclical internal audits3 

I
 

Process  
safety

MATERIAL 
IMPACT

 

Our activities include chemical, biological 
and physical processes that are inherently 
hazardous, with the storage of toxic and 
explosive gases across multiple sites (two 
of which fall under the Control of Major 
Accident Hazard (COMAH) regulations). An 
unintentional release of chemicals, energy, or 
other potentially dangerous materials (including 
steam) during these day-to-day activities could, 
in the worst case, have a serious effect on 
people, plant/equipment, and the environment.

We are committed to improving health and safety 
performance, with process safety being a primary area  
of focus. Material controls are:
• Control of work: A management system that includes 

authorisation, isolation and permit to work.
• Management of change: Risk assessment and safe, 

effective implementation of changes.
• Maintenance: Inspection, servicing, repair and 

replacement of assets due to proactive and  
reactive activity.

• Licence to operate: Training and competence.

Other controls include monitoring through sensors and 
alarms and emergency/contingency plans.

Governance 
• Process safety groupM 
• Health & safety boardM

Assurance 
• H&S team reviews2

• Assurance  
team reviews2

• Cyclical internal audit3 

J
 

Misstatement 
of reported 
information

MATERIAL 
IMPACT

 

We are bound by legislation and regulation 
to provide statutory financial accounts and 
regulatory reports to demonstrate financial 
health, performance, compliance with legal 
and regulatory requirements, and provide 
information to stakeholders for their ongoing 
interest and/or investment in the company. 
Failure to provide accurate and/or complete 
information is reputationally damaging and, 
depending on the nature of any misstatement 
or misreport, could accrue significant penalties 
and additional scrutiny.

We are committed to reporting in an open, compliant and 
transparent way. Material controls are:
• Financial controls: A management system including 

journal procedures, analytical reviews, and control 
accounts.

• Regulatory reporting framework: A set of principles 
relating to reporting criteria, accountabilities, data 
capture, governance and assurance.

• Validation: The identification of potential errors and 
reconciliation of financial parameters.

Other controls include accounting policies, schedules,  
risk assessment and management of queries.

Governance 
• Executive performance 

meetingsM

• Audit committeeB 
• Compliance committeeB 

Assurance 
• Financial control  

team review2

• Regulation and 
compliance  
team review2 

• Internal audits3

• External audit3

K
 

Fraud 

MATERIAL 
IMPACT

 

The scale of UU’s operations presents multiple 
opportunities for fraud to be perpetrated from 
inside and outside of the company, potentially 
impacting us, our stakeholders and third parties. 
Fraud can be committed by individuals or groups 
with examples including false representation, 
unauthorised disclosure of personal information, 
the supply of inferior products / false invoices, 
and misuse or theft of company property. The 
Economic Crime and Corporate Transparency 
Act 2023 introduced a new corporate offence 
for failure to prevent fraud, which can carry an 
unlimited fine.

We are committed to preventing fraud.  
Material controls are: 
• Control of work: A management system that includes 

authorisation, delegated authority, segregation of 
duties, supervision and data protection procedures.

• System access controls: Restrictions to systems, data 
and internet usage.

• Procurement & purchasing standards: Strict 
procedures to procure services and purchase goods. 

• Verification: Checks on invoices, bills and refunds.

Other controls include awareness training, confidential 
reporting and a fraud risk assessment.

Governance 
• Security steering groupM

• Whistleblowing 
committeeM

• Audit committeeB 
• Group boardB

Assurance 
• Departmental review2

• Cyclical internal audit3

• External review3

L
 

Recycling  
of biosolids 

LONG 
TERM

 

TCFD

Wastewater treatment generates significant 
quantities of sludge, which is subsequently 
treated to produce biosolids, the majority of 
which are recycled to agriculture as the most 
practical environmental option. A reduction in 
the landbank could have significant implications 
to strategy and operations with a total loss 
being the worst-case scenario. Threats include: 
the quality of biosolids; changes in public or 
political perception; changes in regulations 
associated with emerging contaminants and 
climate change; and/or the willingness of 
farmers or landowners to receive biosolids.

Treatment, sampling and testing ensures that quality 
standards are met, and we work closely with farmers, 
landowners and contractors to ensure compliance with 
regulations (notably the Biosolids Assurance Scheme). 
We are also investing in our sludge treatment assets to 
ensure capacity, reliability and environmental compliance 
is upheld. In addition, we continue to work closely with 
regulators to influence policy. We are also developing 
contingency plans should regulation change in the 
near term, with a notified item included in the final 
determination enabling an interim determination (IDOK) 
if significant investment is required to develop alternative 
disposal outlets before 2030.

Governance 
• Bioresource team review 

of BAS complianceM

• Executive performance 
meetingsM

Assurance
• Assurance  

team reviews2

• Cyclical internal audit3

• External BAS audits3

M
 

Programme 
delivery 

LONG 
TERM

 

The capital programme involves significant 
investment in the development and 
improvement of point and linear assets through 
a series of projects to improve water supply 
and wastewater services. Delivery to time, cost 
and quality is under constant challenge due to 
ongoing exposure to natural hazards and the 
capacity and capability of third parties, partners 
and internal resource. This risk is amplified by 
the significant scale of the capital programme 
across this and future asset management 
periods (AMPs) coupled with challenging cost 
allowances and performance commitments. 

Our capital programme operating model involves multiple 
construction and design partners, and a large supplier 
base, providing both efficiency and resilience. With strong 
emphasis placed on safety and the environment, we 
adopt a supplier relationship management framework to 
manage contracts and performance, a runway approach 
for project allocation, and category management for 
the supply of products and materials. Performance 
is measured through our capital programme delivery 
incentive and monitoring performance commitment 
deliverables. For operations, a transformation programme 
is in development with five clear areas of focus within an 
agreed prioritisation framework. 

Governance 
• Project management 

officeM

• Capital investment 
committeeM 

• Executive performance 
meetingsM

Assurance
• Assurance team reviews2

• Cyclical internal audit3

MATERIAL 
IMPACT

LONG 
TERM

Risk Categorisation

Significant 
long-term exposure

Material 
impact

Key Governance

M Management committee 
B Board committee 

2 Second line assurance activity 
3 Third line assurance 

Assurance (refer to pages 139 to 141  
in our integrated annual report) 

Change in risk exposure over the year (see page 60 for explanation)

 Stable Increased

Risk and resilience
Business m

odel
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Source: https://www.bunzl.com/media/zrapvmdv/bunzl_ar24_interactive.pdf

Bunzl 2024 ARA, p. 97
Figure 33

RISK MANAGEMENT AND INTERNAL CONTROLS OVERVIEW

// CORPORATE GOVERNANCE REPORT continued

The Board has delegated to an Executive Committee, 
consisting of the CEO, CFO and other functional 
managers, the initial responsibility for identifying, 
evaluating, managing and mitigating the risks facing the 
Group and for deciding how these are best managed, as 
well as responsibility for establishing a system of internal 
controls appropriate to the business environments in 
which the Group operates. The principal features of this 
system include:

• a procedure for monitoring the effectiveness of the internal 
controls system through a tiered management structure 
with clearly defined lines of responsibility and delegation 
of authority;

• a second line of defence Internal Controls team to continually 
develop the Group’s framework and approach to internal 
controls over financial reporting;

• formal standards of business conduct (including code of 
conduct, anti-bribery and corruption, fraud investigations 
and reporting, and whistleblowing policies) based on honesty, 
integrity, fair dealing and compliance with the local laws and 
regulations of the countries in which the Group operates;

• strategic plans and comprehensive budgets which are 
prepared annually by the business areas and approved by 
the Board;

• clearly defined authorisation procedures for capital investment 
and acquisitions;

• a well-established consolidation and reporting system for the 
statutory accounts and monthly management accounts; 

• detailed manuals covering Group accounting policies, and 
policies and procedures for the Group’s treasury operations 
supplemented by internal controls procedures at a business 
area level;

• periodic IT risk assessment aligned with the Group’s IT security 
standard, as well as continual investment in IT systems and 
security to ensure the security of information systems and 
data, business continuity and the production of timely and 
accurate management information; and

• considering ESG and non-financial reporting and assurance.

Some of the procedures carried out in order to monitor 
the effectiveness of the internal controls system and 
to identify, manage and mitigate business risk are:

• central management holds regular meetings with business area 
management to discuss strategic, operational and financial 
issues, including a review of the principal risks affecting each of 
the business areas and the policies and procedures by which 
these risks are managed; 

• the Executive Committee reviews the outcome of the 
discussions held at business area meetings on internal controls 
and risk management issues;

• the Board in turn reviews the outcome of the Executive 
Committee discussions on internal controls and risk 
management issues, which ensures a documented and 
auditable trail of accountability;

• each business area, the Executive Committee and the Board 
carry out an annual fraud risk assessment. Reporting protocols 
are in place to identify, analyse and respond to actual or 
potential fraud incidents;

• an annual self-assessment of the status of internal controls 
measured against a prescribed list of minimum standards is 
performed by every business and action plans are agreed 
where remedial action is required;

• actual results are reviewed monthly against budget, forecasts 
and the previous year and explanations are obtained for all 
significant variances;

• all treasury activities, including in relation to the management 
of foreign exchange exposures and Group borrowings, are 
reported and reviewed monthly. The Group’s bank balances 
around the world are monitored on a weekly basis and 
significant movements are reviewed centrally;

• developments in tax, treasury and accounting are continually 
monitored by Group management in association with external 
advisers;

• regular meetings are held with insurance and risk advisers to 
assess the risks throughout the Group;

• systems are in place to monitor IT security incidents, analyse them 
and remediate any identified weaknesses. Findings are used to 
continually improve defences across all Group companies; 

• the Internal Audit function periodically performs business and 
risk-themed audit work, makes recommendations to improve 
processes and controls and follows up to ensure that management 
implements the recommendations made. The Internal Audit 
function’s work is determined on a risk assessment basis and its 
findings are reported to Group and business area management as 
well as to the Audit Committee and the external auditors;

• the Audit Committee, which comprises all of the independent 
non-executive directors of the Company, meets regularly 
throughout the year. Further details of the work of the Committee, 
which includes a review of the effectiveness of the Company’s 
internal financial controls and the assurance procedures relating to 
the Company’s risk management system, are set out in the Audit 
Committee report on pages 102 to 111;

• management committees (known as the Group Sustainability 
Committee, the Environment & Climate Change Committee, the 
Health & Safety Committee, and the Supply Chain Committee) 
which oversee issues relating principally to environment, health & 
safety and business continuity planning matters, set relevant 
policies and practices and monitor their implementation; and

• health & safety risk assessments, safety audits and a regular review 
of progress against objectives established by each business area 
are periodically carried out.

BUNZL Annual Report 2024 Strategic Report Directors’ Report Financial Statements Additional Information 96 BUNZL Annual Report 2024 Strategic Report Directors’ Report Financial Statements Additional Information 97
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Source: https://investors.iwgplc.com/~/media/Files/I/IWG-IR/reports-and-presentations/2025/47485%20IWG%20Annual%20Report%202024%20Full-Interactive-v4.pdf

IWG 2024 ARA, p. 70
Figure 34
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On the request of the Board the Committee monitors 
the Group’s implementation of its sustainability 
policies. In respect of 2024, this included reviewing the 
limited assurance work performed by an independent 
third party on our Scope 1 and 2 greenhouse gas 
emissions information included on page 44, as well as 
the Committee’s assessment of the impact of climate 
related risks on the Group’s financial statements as 
detailed in note 2 on page 102. The Committee also 
reviewed the disclosures provided on pages 41 to 43 in 
compliance with the framework provided by the Task 
Force on Climate-Related Financial Disclosures.

Internal control
The Committee has a delegated responsibility for 
the Company’s system of internal control and risk 
management and for reviewing the effectiveness of 
this system. Such a system is designed to identify, 
evaluate and control the significant risks associated 
with the Group’s achievement of its business 
objectives with a view to safeguarding shareholders’ 
investments and the Group’s assets. Due to the 
limitations that are inherent in any system of internal 
control, this system is designed to meet the Group’s 
particular needs and the risks to which it is exposed 
and is designed to manage rather than eliminate risk. 
Accordingly, such a system can provide reasonable, 
but not absolute, assurance against material 
misstatement or loss.

In accordance with the FRC’s Guidance on Risk 
Management, Internal Control and Related Financial 
and Business Reporting (the ‘FRC Guidance’), the 
Committee confirms there is an ongoing process for 
identifying, evaluating and managing significant risks 
faced by the Group.

During 2024, the Committee continued to revisit its risk 
identification and assessment processes, inviting Board 
members and senior management to convene and 
discuss the Group’s key risks and mitigating controls.

A risk-based approach has been adopted in 
establishing the Group’s system of internal control and 
in reviewing its effectiveness. To identify and manage 
key risks:

• Group-wide procedures, policies and standards 
have been established;

• a framework for reporting and escalating significant 
matters is maintained;

• reviews of the effectiveness of management 
actions in addressing key Group risks identified by 
the Board have been undertaken; and

• a system of regular reports from management 
setting out key performance and risk indicators has 
been developed.

This process is designed to provide assurance by 
way of cumulative assessment and is embedded in 
operational management and governance processes.

Key elements of the Group’s system of internal control 
which have operated throughout the year under review 
are as follows:
• the risk assessments of all significant business 

decisions at the individual transaction level, and as 
part of the annual business planning process;

• a Group-wide risk register is maintained and 
updated at least annually whereby all inherent 
risks are identified and assessed, and appropriate 
action plans developed to manage the risk per the 
risk appetite of the Group as established by the 
Board. The Board reviews the Group’s principal risks 
at least annually and management periodically 
reports on the progress against agreed actions, 
enabling the Committee to monitor how key risks 
are managed;

• the annual strategic planning process, which 
is designed to ensure consistency with the 
Company’s strategic objectives. The final plan is 
reviewed and approved by the Board. Performance 
is reviewed against objectives at each Board 
meeting;

• comprehensive monthly business review 
processes under which business performance is 
reviewed at business line, business centre, area, 
country, regional and functional levels. Actual 
results are reviewed against targets, explanations 
are received for all material movements, and 
recovery plans are agreed where appropriate;

• the documentation of key policies and control 
procedures (including finance, operations, and 
health and safety) having Group-wide application. 

Audit Committee report continued

These are available to all staff through the IWG 
Academy;

• formal procedures for the review and approval of all 
investment and acquisition projects. The Group’s 
Investment Committee reviews and approves all 
investments. Additionally, the form and content of 
routine investment proposals are standardised to 
facilitate the review process;

• the delegation of authority limits with regard to the 
approval of transactions;

• the generation of targeted, action-oriented reports 
from the Group’s sales and operating systems on 
a daily, weekly and monthly basis, which provide 
management at all levels with performance data 
for their area of responsibility, and which help them 
to focus on key issues and manage them more 
effectively;

• the delivery of a centrally coordinated assurance 
programme by the business assurance 
department that includes key business risk areas. 
The findings and recommendations of each 
review are reported to both management and the 
Committee; and

• the maintenance of high standards of behaviour 
which are demanded from staff at all levels in the 
Group. The following procedures support this:
• a clearly defined organisation structure with 

established responsibilities;
• an induction process to educate new team 

members on the standards required from 
them in their role, including business ethics and 
compliance, regulation and internal policies;

• the availability of Group and country-specific 
policies via the Group’s internal platforms, 
including the Company’s Code of Conduct, 
detailed guidance on employee policies and 
the standards of behaviour required of staff;

• policies, procedure manuals and guidelines are 
readily accessible through the IWG Academy;

• operational audit and self-certification tools 
which require individual managers to confirm 
their adherence to Group policies and 
procedures; and

• a Group-wide policy to recruit and develop 
appropriately skilled employees of high calibre 
and integrity and with appropriate disciplines.

The Committee and the Board regard responsible 
corporate behaviour as an integral part of the overall 
governance framework and believe that it should 
be fully integrated into management structures and 
systems. Therefore, the risk management policies, 
procedures and monitoring methods described 
above apply equally to the identification, evaluation 
and control of the Company’s safety, ethical and 
environmental risks and opportunities. This approach 
makes sure that the Company has the necessary 
and adequate information to identify and assess 
risks and opportunities affecting the Company’s 
long-term value arising from its handling of corporate 
responsibility and corporate governance matters.

The Committee has completed its annual review of 
the effectiveness of the system of internal control for 
the year to 31 December 2024 and is satisfied that 
it is in accordance with the FRC Guidance and the 
Code. The assessment included consideration of 
the effectiveness of the Board’s ongoing process for 
identifying, evaluating and managing the risks facing 
the Group.

Whistleblowing policy
A whistleblowing channel, hosted by an independent 
third party and which may be used anonymously, is 
available to all employees via email, the web, or on 
the IWG Academy. We operate a ‘Right to Speak’ 
policy, the aim of which is to encourage all employees, 
regardless of seniority, to bring matters that cause 
them concern to the attention of the Committee, 
through the whistleblowing channel, without fear of 
repercussions or retaliation. Employees can monitor 
the progress of the reports they have made.

The Business Assurance Director, in consultation 
with the Senior Leadership Team, decides on the 
appropriate method and level of investigation. The 
Committee is notified of all material discourses made 
and receives reports on the results of investigations 
and actions taken on a regular basis. The Committee 
has power to request further information, conduct its 
own enquiries or order additional action as it sees fit.
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Spire Healthcare 2024 ARA, p. 67-68
Figure 35

Risk management and internal control continued

3) Financial and operational controls
Our design of our finance function splits resources across on-site finance directors at each hospital, supported 
by a central finance function based in Reading. 

We received regular fraud updates from the NHS Counter Fraud Authority during the year and, where relevant, 
disseminated the fraud alerts to relevant colleagues. We were subject to daily direct and indirect cyber-attacks 
during the year. We have prepared response plans to cyber-attacks utilising both in-house and third-party 
experts. After any incident, we undertake a full incident review and reflect learnings into our cyber-security 
environment. 

The fundamental financial controls as reported in 2023 remained in place during 2024, namely:
 – The annual process of preparing business plans and budgets, followed up by close monitoring of operational 

performance by the executive committee and the board
 – Weekly forecasting and actual reviews to drive corrective actions
 – Monthly monitoring of actual results, compared to budgets, forecasts and the previous year
 – All material capital, leasing and acquisition projects are subject to an investment evaluation and 

authorisation procedure, including board approval, when the forecast expenditure exceeds the level of 
delegated authority

 – Common accounting policies and procedures
 – Our cash flow position is regularly reviewed to ensure that our borrowings are aligned with our growth. 

Half yearly detailed cash flow forecasts are reviewed and used for controls over going concern, goodwill 
impairment and banking covenant assessments

 – Forced segregation of duty and senior review of all payments made
 – Other non-financial operational risks are managed by means of the application of best practice, as defined 

by group policies and standard procedures, in areas such as project management, human resources 
management and IT security and delivery, supported by detailed performance monitoring of outputs 
and issues

 – Consolidation of our accounts bi-annually for accurate reporting purposes
 – Key account balance sheet reconciliations to ensure accuracy within our accounts

Other non-financial operational risks are managed by means of the application of best practice, as defined by 
group policies and standard procedures, in areas such as project management, human resources management 
and IT security and delivery, supported by detailed performance monitoring of outputs and issues.

The Financial Reporting Council published the 2024 Corporate Governance Code requiring new disclosures over 
our risk management and internal control environment for our fiscal year starting 1 January 2026. We continue 
to prepare for these new requirements by documenting and strengthening our internal financial controls 
where appropriate.

Internal controls
1) Standard policies and procedures
We have documented policies and standard procedures in place covering all significant activities and areas of 
risk, which are subject to regular review and update by the policy approval committee (PAC) comprising a cross 
functional membership of subject matter experts. The PAC reports into the safety, quality and risk committee. 
The PAC meets eleven times a year and publishes updates to policies on our intranet. All policies are required to 
follow a standard process for creation and review. There is a standard structure for procedures and guidelines 
to provide our colleagues and consultants with further operational detail for policies where required. The 
default review period once a policy is approved is three years but can be shorter if required. There are certain 
policies that the board reserves the right to approve, for example treasury management, raising concerns and 
risk management policies. 

2) Assurance over clinical delivery and clinical regulatory compliance risks
As a provider of clinical services to patients, we face a specific set of non-financial risks associated with such 
provision. We have strong control structures as described below.

 – The group medical director oversees the governance of the medical professional standards of 8,740 consultants 
through the medical professional standards committee, the management of patient reviews and recalls, 
the processes for the management of practising privileges and setting medical governance policy

 – The integrated quality governance team supports a suite of clinical audits which assess compliance with 
key areas of patient safety 

 – In 2024, two major improvements to the clinical quality control framework were rolled out. First, in January 
2024, we issued the new group wide integrated quality governance structure for Spire Hospitals. Second, 
in March 2024, we rolled out the new Patient Safety Incident Response Framework (PSIRF) (see page 26)

 – The central clinical team oversees a national programme of clinical reviews including testing, according 
to the approach taken at regulatory inspections

 – The central clinical team also oversees the drafting, communication and training of a comprehensive set 
of clinical policies and procedures for Spire Healthcare. These form part of the overall framework for clinical 
safety governance and quality, to ensure that clinical risk and clinical regulatory compliance is managed 
effectively across all registered sites. The governance activities are monitored by the integrated quality 
governance team and are reported regularly to the safety, quality and risk committee, the executive 
committee and the clinical governance and safety committee

 – Each hospital has a risk register through which clinical and medical risks are managed, mitigated and escalated
 – Comprehensive, non-financial management information on quality including safety, clinical effectiveness 

and patient experience is produced and reviewed monthly against pre-agreed standards by the corporate 
integrated quality governance and clinical teams and reported to the safety quality and risk committee 
sub-committee bi-monthly and reported to the clinical governance and safety committee quarterly 

 – We are subject to substantial levels of external inspection and review, both by the range of national 
healthcare regulators (CQC/HIW/HIS), and through invited assurance inspections such as the rolling 
programme of health and safety inspections carried out by third-party specialists. The executive 
committee and the clinical governance and safety committee review the outcomes of these activities. 
In 2024, we had a total of four CQC and HIW/HIS inspections, all producing ‘Good’, ‘Outstanding’, 
or equivalent performance assessments

 – We have maintained throughout 2024 the structures and processes to provide the level of evidence 
and assurance required to monitor clinical regulatory compliance
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Risk management and internal control continued

3) Financial and operational controls
Our design of our finance function splits resources across on-site finance directors at each hospital, supported 
by a central finance function based in Reading. 

We received regular fraud updates from the NHS Counter Fraud Authority during the year and, where relevant, 
disseminated the fraud alerts to relevant colleagues. We were subject to daily direct and indirect cyber-attacks 
during the year. We have prepared response plans to cyber-attacks utilising both in-house and third-party 
experts. After any incident, we undertake a full incident review and reflect learnings into our cyber-security 
environment. 

The fundamental financial controls as reported in 2023 remained in place during 2024, namely:
 – The annual process of preparing business plans and budgets, followed up by close monitoring of operational 

performance by the executive committee and the board
 – Weekly forecasting and actual reviews to drive corrective actions
 – Monthly monitoring of actual results, compared to budgets, forecasts and the previous year
 – All material capital, leasing and acquisition projects are subject to an investment evaluation and 

authorisation procedure, including board approval, when the forecast expenditure exceeds the level of 
delegated authority

 – Common accounting policies and procedures
 – Our cash flow position is regularly reviewed to ensure that our borrowings are aligned with our growth. 

Half yearly detailed cash flow forecasts are reviewed and used for controls over going concern, goodwill 
impairment and banking covenant assessments

 – Forced segregation of duty and senior review of all payments made
 – Other non-financial operational risks are managed by means of the application of best practice, as defined 

by group policies and standard procedures, in areas such as project management, human resources 
management and IT security and delivery, supported by detailed performance monitoring of outputs 
and issues

 – Consolidation of our accounts bi-annually for accurate reporting purposes
 – Key account balance sheet reconciliations to ensure accuracy within our accounts

Other non-financial operational risks are managed by means of the application of best practice, as defined by 
group policies and standard procedures, in areas such as project management, human resources management 
and IT security and delivery, supported by detailed performance monitoring of outputs and issues.

The Financial Reporting Council published the 2024 Corporate Governance Code requiring new disclosures over 
our risk management and internal control environment for our fiscal year starting 1 January 2026. We continue 
to prepare for these new requirements by documenting and strengthening our internal financial controls 
where appropriate.

Internal controls
1) Standard policies and procedures
We have documented policies and standard procedures in place covering all significant activities and areas of 
risk, which are subject to regular review and update by the policy approval committee (PAC) comprising a cross 
functional membership of subject matter experts. The PAC reports into the safety, quality and risk committee. 
The PAC meets eleven times a year and publishes updates to policies on our intranet. All policies are required to 
follow a standard process for creation and review. There is a standard structure for procedures and guidelines 
to provide our colleagues and consultants with further operational detail for policies where required. The 
default review period once a policy is approved is three years but can be shorter if required. There are certain 
policies that the board reserves the right to approve, for example treasury management, raising concerns and 
risk management policies. 

2) Assurance over clinical delivery and clinical regulatory compliance risks
As a provider of clinical services to patients, we face a specific set of non-financial risks associated with such 
provision. We have strong control structures as described below.

 – The group medical director oversees the governance of the medical professional standards of 8,740 consultants 
through the medical professional standards committee, the management of patient reviews and recalls, 
the processes for the management of practising privileges and setting medical governance policy

 – The integrated quality governance team supports a suite of clinical audits which assess compliance with 
key areas of patient safety 

 – In 2024, two major improvements to the clinical quality control framework were rolled out. First, in January 
2024, we issued the new group wide integrated quality governance structure for Spire Hospitals. Second, 
in March 2024, we rolled out the new Patient Safety Incident Response Framework (PSIRF) (see page 26)

 – The central clinical team oversees a national programme of clinical reviews including testing, according 
to the approach taken at regulatory inspections

 – The central clinical team also oversees the drafting, communication and training of a comprehensive set 
of clinical policies and procedures for Spire Healthcare. These form part of the overall framework for clinical 
safety governance and quality, to ensure that clinical risk and clinical regulatory compliance is managed 
effectively across all registered sites. The governance activities are monitored by the integrated quality 
governance team and are reported regularly to the safety, quality and risk committee, the executive 
committee and the clinical governance and safety committee

 – Each hospital has a risk register through which clinical and medical risks are managed, mitigated and escalated
 – Comprehensive, non-financial management information on quality including safety, clinical effectiveness 

and patient experience is produced and reviewed monthly against pre-agreed standards by the corporate 
integrated quality governance and clinical teams and reported to the safety quality and risk committee 
sub-committee bi-monthly and reported to the clinical governance and safety committee quarterly 

 – We are subject to substantial levels of external inspection and review, both by the range of national 
healthcare regulators (CQC/HIW/HIS), and through invited assurance inspections such as the rolling 
programme of health and safety inspections carried out by third-party specialists. The executive 
committee and the clinical governance and safety committee review the outcomes of these activities. 
In 2024, we had a total of four CQC and HIW/HIS inspections, all producing ‘Good’, ‘Outstanding’, 
or equivalent performance assessments

 – We have maintained throughout 2024 the structures and processes to provide the level of evidence 
and assurance required to monitor clinical regulatory compliance
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Risk management and internal control continued

4) Internal Audit
An in-house director of internal audit was supported by a dedicated team from KPMG who provide co-source 
internal audit resource. From 2025, this service has moved to RSM. The activities of internal audit are reported 
in the audit and risk committee report on pages 105 to 110.

Continuous learning
Our process of continuous improvement through events, knowledge and awareness will help us to make 
progress. We recognise this unequivocally and its importance in driving outstanding quality. No matter how 
robust and reliable, internal control systems and risk management cannot guarantee to remove all error or loss. 
We take all instances of incidents (including near misses), complaints, control failures, regulatory non-compliance, 
or other risk events seriously. As such, we have a detailed process in place to understand the cause and identify 
learning to minimise the chances of recurrence.

We actively promote an open culture to positively encourage the reporting of all risk events and other issues 
arising. Hospital management, the executive committee, the ARC, and the CGSC closely monitor the number 
and nature of events arising, and the operation of incident management processes.

We offer various channels through which colleagues can report any issues or concerns. The main channel for 
raising concerns is the Freedom to Speak Up guardians (FTSU) that were introduced into every Spire Healthcare 
hospital, corporate team and VHG. Other channels include a central raising concerns team, members of the 
executive team and board, and an independent whistleblowing helpline to facilitate anonymous reporting 
of issues or concerns that they are unwilling to raise via any other channel. We have an independent national 
corporate guardian who oversees and supports the guardians (see Strategy: Building on quality, page 27).

Our risk management framework
Governed by our board-approved enterprise risk management policy

Corporate risk registers 
Executive sub-committees

Principal risk register  
Board and executive committee

Emerging risk register 
Board and executive committee

Risk assessment libraries  
Heads of departments

Hospital risk registers 
Hospital leadership teams
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Audit Committee Report Continued 3: Financial Report2: Sustainability Report1: Strategic Report

Internal control and risk management systems 
The Board ultimately reviews the Group’s risks, controls 
and compliance and mitigation actions. The Committee is 
responsible for reviewing the adequacy and effectiveness 
of that risk framework. We have an integrated approach 
to obtaining assurance that our risks are being 
appropriately and effectively identified and addressed. 
Further information on how Intertek has implemented 
an end-to-end integrated approach to risk, control and 
compliance is outlined on pages 1.57-1.59 in Report 1. 

‘Doing Business the Right Way’ is at the heart of what we do and 
continues to be a key enabler of our AAA strategy. The Intertek 
CMCs are an integral part of ‘Doing Business the Right Way’, 
and provide the mechanism by which we define, monitor and 
achieve consistently high standards in our control environment 
throughout the whole organisation. At the end of the year, the 
Committee undertook a review of the effectiveness of the CMCs 
and Assurance Map to ensure that they continued to be fit for 
purpose. Where non-compliances with the current CMCs were 
identified in the 2024 internal audit review process, remediation 
plans have been put in place. For 2025, the effectiveness of 
the process was reviewed and there were additional controls 
introduced based on risks and issues highlighted by the Group’s 
Internal Audit and Compliance assurance programmes and 
based on other risk indicator data and outputs including the 
reporting, review and corrective actions of Hotline reports. 

In order to provide assurance that the Intertek controls and 
policy framework is being adhered to, a self-assessment 
exercise is undertaken across the Group’s global operations. 
This exercise is reviewed and refreshed each year to align 
with the updated control framework and to support the 
continued development of the Group’s control environment. 

Relevant operational and functional leaders for each site are 
required to complete a year end compliance certification, in 
the form of an online questionnaire, to confirm that the right 
management processes and controls are in place and are 
operationally effective. The compliance certification covers 
all CMC areas: Compliance, Sales, Operations, Marketing, 
Communications, our use of intermediaries, IT, Finance, 
Sustainability and People management. Where corrective 
actions are needed, the leaders are required to provide an outline 
and a confirmed timeline. The results are used as an input for the 
Internal Audit and Compliance Audit assurance work for 2025. 

Self-assessment responses are consolidated for review 
at a divisional, regional and functional level, with further 
review and sign-off of the consolidated self-assessments 
in the corresponding divisional, regional and functional risk 
committees, before a final consolidated CEO and CFO review. 
A final summary assessment is provided to the Committee. 
The self-assessment exercise has been expanded during 
the year to ensure global coverage and to reflect Intertek’s 
operational and financial structure, and in order to enhance the 
alignment of the self-assessment to the assurance process. 

We annually review and approve the statements to be included 
in the Annual Report & Accounts to ensure they remain relevant 
to the Group's strategy and operations as well as complying 
with any regulatory requirements. A detailed verification 
programme also provides assurance to the Committee and 
the Board when checking that all the statements made 
in the Annual Report & Accounts are accurate. Intertek’s 
Manual of Accounting Policies and Procedures is issued to all 
finance staff giving instructions and guidance on all aspects 
of accounting and reporting that apply to the Group. 

The Committee can confirm that it reviewed the Group’s 
internal controls and risk management systems and 
concluded that there was an effective control environment 
in place across the Group during 2024, and up to the date 
on which these financial statements were approved. No 
significant failings or weaknesses were identified. 

Whistleblowing and fraud 
We reviewed the adequacy and security of the Group’s 
arrangements for its employees and contractors to raise 
concerns, in confidence, about possible wrongdoing in financial 
reporting or other matters ensuring that these arrangements 
allow proportionate and independent investigation of such 
matters and appropriate follow-up action. 

The whistleblowing hotline is well-publicised and can be used 
by all employees, contractors and others representing Intertek, 
or by third parties such as our customers or people who are 
affected by our operations. This whistleblowing hotline is run 
by an independent, external provider. It is multi-language and 
is accessible by phone and by email 24 hours a day. Further 
information on the whistleblowing hotline can be found on 
page 2.58. 

In addition, we review the Group’s systems and procedures for 
detecting fraud and the prevention of bribery and receive regular 
reports on non-compliance and keep under review the adequacy 
and effectiveness of the Group Compliance function.
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review and sign-off of the consolidated self-assessments 
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the year to ensure global coverage and to reflect Intertek’s 
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alignment of the self-assessment to the assurance process. 

We annually review and approve the statements to be included 
in the Annual Report & Accounts to ensure they remain relevant 
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with any regulatory requirements. A detailed verification 
programme also provides assurance to the Committee and 
the Board when checking that all the statements made 
in the Annual Report & Accounts are accurate. Intertek’s 
Manual of Accounting Policies and Procedures is issued to all 
finance staff giving instructions and guidance on all aspects 
of accounting and reporting that apply to the Group. 

The Committee can confirm that it reviewed the Group’s 
internal controls and risk management systems and 
concluded that there was an effective control environment 
in place across the Group during 2024, and up to the date 
on which these financial statements were approved. No 
significant failings or weaknesses were identified. 

Whistleblowing and fraud 
We reviewed the adequacy and security of the Group’s 
arrangements for its employees and contractors to raise 
concerns, in confidence, about possible wrongdoing in financial 
reporting or other matters ensuring that these arrangements 
allow proportionate and independent investigation of such 
matters and appropriate follow-up action. 

The whistleblowing hotline is well-publicised and can be used 
by all employees, contractors and others representing Intertek, 
or by third parties such as our customers or people who are 
affected by our operations. This whistleblowing hotline is run 
by an independent, external provider. It is multi-language and 
is accessible by phone and by email 24 hours a day. Further 
information on the whistleblowing hotline can be found on 
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detecting fraud and the prevention of bribery and receive regular 
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Internal control and risk management systems 
The Board ultimately reviews the Group’s risks, controls 
and compliance and mitigation actions. The Committee is 
responsible for reviewing the adequacy and effectiveness 
of that risk framework. We have an integrated approach 
to obtaining assurance that our risks are being 
appropriately and effectively identified and addressed. 
Further information on how Intertek has implemented 
an end-to-end integrated approach to risk, control and 
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the process was reviewed and there were additional controls 
introduced based on risks and issues highlighted by the Group’s 
Internal Audit and Compliance assurance programmes and 
based on other risk indicator data and outputs including the 
reporting, review and corrective actions of Hotline reports. 

In order to provide assurance that the Intertek controls and 
policy framework is being adhered to, a self-assessment 
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This exercise is reviewed and refreshed each year to align 
with the updated control framework and to support the 
continued development of the Group’s control environment. 

Relevant operational and functional leaders for each site are 
required to complete a year end compliance certification, in 
the form of an online questionnaire, to confirm that the right 
management processes and controls are in place and are 
operationally effective. The compliance certification covers 
all CMC areas: Compliance, Sales, Operations, Marketing, 
Communications, our use of intermediaries, IT, Finance, 
Sustainability and People management. Where corrective 
actions are needed, the leaders are required to provide an outline 
and a confirmed timeline. The results are used as an input for the 
Internal Audit and Compliance Audit assurance work for 2025. 

Self-assessment responses are consolidated for review 
at a divisional, regional and functional level, with further 
review and sign-off of the consolidated self-assessments 
in the corresponding divisional, regional and functional risk 
committees, before a final consolidated CEO and CFO review. 
A final summary assessment is provided to the Committee. 
The self-assessment exercise has been expanded during 
the year to ensure global coverage and to reflect Intertek’s 
operational and financial structure, and in order to enhance the 
alignment of the self-assessment to the assurance process. 

We annually review and approve the statements to be included 
in the Annual Report & Accounts to ensure they remain relevant 
to the Group's strategy and operations as well as complying 
with any regulatory requirements. A detailed verification 
programme also provides assurance to the Committee and 
the Board when checking that all the statements made 
in the Annual Report & Accounts are accurate. Intertek’s 
Manual of Accounting Policies and Procedures is issued to all 
finance staff giving instructions and guidance on all aspects 
of accounting and reporting that apply to the Group. 

The Committee can confirm that it reviewed the Group’s 
internal controls and risk management systems and 
concluded that there was an effective control environment 
in place across the Group during 2024, and up to the date 
on which these financial statements were approved. No 
significant failings or weaknesses were identified. 

Whistleblowing and fraud 
We reviewed the adequacy and security of the Group’s 
arrangements for its employees and contractors to raise 
concerns, in confidence, about possible wrongdoing in financial 
reporting or other matters ensuring that these arrangements 
allow proportionate and independent investigation of such 
matters and appropriate follow-up action. 

The whistleblowing hotline is well-publicised and can be used 
by all employees, contractors and others representing Intertek, 
or by third parties such as our customers or people who are 
affected by our operations. This whistleblowing hotline is run 
by an independent, external provider. It is multi-language and 
is accessible by phone and by email 24 hours a day. Further 
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In addition, we review the Group’s systems and procedures for 
detecting fraud and the prevention of bribery and receive regular 
reports on non-compliance and keep under review the adequacy 
and effectiveness of the Group Compliance function.
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Whistleblowing hotline 
To empower our people and stakeholders to voice any concerns 
about breaches of the Code or any of our other policies (including 
our Labour and Human Rights policy), we have a well-publicised 
hotline which can be used by all employees, contractors and 
others representing Intertek, or by third parties such as our 
customers or people who are affected by our operations. 

This whistleblowing hotline is run by an independent, external 
provider. It is multi-language and is accessible by phone and  
by email 24 hours a day. 

Those who are aware of any non-compliances with our  
policies and procedures are encouraged to report that conduct, 
non-compliance, or integrity or ethical concern using the  
hotline. Information posters are present in all of our sites. 

Once a report is made to the hotline, it is triaged through  
the system and will be followed up by the relevant function, 
depending upon the nature of the allegation of non-compliance 
made. Our Group Compliance function, which is independent of our 
operational businesses and reports directly to our Group General 
Counsel, investigates, as appropriate, all reports received relating 
to integrity issues and other compliance matters. Provided there  
is no conflict of interest, all reports of integrity and compliance 
matters are also notified to our Group Ethics & Risk Committees, 
which consist of our CEO, CFO, EVP – Human Resources and Group 
General Counsel. This reporting line promotes effective oversight 
of the resolution of individual issues, and also of any systemic or 
process improvements that can be made to address them. 

During 2024, there were 127 reports of non-compliance 
with the Code made to our hotline. Of those reports, 29 were 
substantiated or partially substantiated and required remedial 
action. Of those substantiated claims: 

• there were no substantiated grievances relating to human 
rights, labour practices or societal impact breaches; 

• there were no environmental incidents; 

• there were no anti-trust incidents; 

• there were no violations of the rights of Indigenous people; and 

• there were no cases of discrimination. 

Four confirmed incidents were identified through our hotline 
where employees were disciplined or dismissed due to  
non-compliance with our anti-corruption policy. 

Sustainable procurement 
We are deeply committed to operating with integrity by ‘Doing 
Business the Right Way’ and to pursuing our corporate social 
responsibility activities through living our strong Values.  
Our suppliers have an important part to play in contributing  
to our sustainability. To ensure that both our employees and our 
suppliers are fully aligned to our ethical and sustainable supply 
chain approach, we keep our Sustainable Procurement policy and 
Supplier Code of Conduct under ongoing review and update them 
as appropriate.

READ OUR SUSTAINABLE PROCUREMENT POLICY 
AT INTERTEK.COM/ABOUT/OUR-RESPONSIBILITY

Our sourcing approach 
We work with thousands of suppliers around the world. We 
expect all suppliers to meet the same internationally recognised 
human rights, environmental and quality standards that we 
expect of our own businesses. These include meeting local 
legislative requirements but also all applicable international 
requirements for workers’ welfare and conditions of 
employment, such as those set by the International Labour 
Organization (‘ILO’) and the Ethical Trading Initiative. 

Large global suppliers offer stability in terms of financial 
resilience, delivery capacity and pricing structures, potentially 
coupled with better pricing and improved margins. However,  
our supply chain is quite diverse and geographically dispersed, 
and our procurement teams need to find regional and local 
suppliers. Through structured sourcing processes, we select the 
best option for us while continuing to support local suppliers who 
meet our business and sustainability requirements. Selecting 
regional and local suppliers, where appropriate, demonstrates our 
commitment to supporting the communities in which we operate. 

Evaluation of suppliers 
Our corporate procedures govern our purchasing and evaluation 
of vendors and sub-contractors supplying Intertek with goods 
and services. 

Approval and evaluation may be based on quality, health  
and safety, environmental performance and delivery factors. 
Performance is also measured, recorded and benchmarked 
against established objectives as part of our disciplined 
performance management principles. 

In our procurement choices we are working to achieve our 
SBTi-validated near-term target of ensuring that 70% of our  
key supply chain partners have set their own science-based 
climate targets by 2027. 

New risk committee structure 

In a dynamic and constantly changing 
world, our products and services are 
always evolving to meet the needs of 
our stakeholders. This means that we 
are continuously reviewing and refreshing 
our approach to 'Doing Business the Right 
Way' – our internal risk, control, compliance 
and quality programme. 

Through our integrated approach to risk management, 
we have regional, divisional and functional committees 
reporting to a Group Risk Committee, which manages, 
assesses and promotes the continuous improvement of  
our risk management, controls and assurance systems. 
Having adjusted our business model to report revenue, 
operating profit and margin across five divisions in 2023, 
we aligned our risk committee governance structure to 
support risk management in these divisions during 2024. 

As we have welcomed many new colleagues since the 
launch of 'Doing Business the Right Way' in 2017, we also 
took the opportunity to refresh and set expectations for 
all risk committee members around the world. This included 
training on our processes and further reviews of global  
risk committee membership to ensure the right balance  
of functional, divisional, location and skill representation. 

Source: https://www.intertek.com/siteassets/investors/2024/intertek-annual-report-2024.pdf
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Risk description

Ensuring the stability of our tailings 
storage facilities (TSFs) during their 
entire lifecycles is central to our 
operations. A failure, collapse or 
overtopping of any of our TSFs could 
result in fatalities, damage to the 
environment, regulatory violations, 
reputational damage and disruption 
to the quality of life of neighbouring 
communities as well as our operations.
Before constructing a dam, we 
conduct a series of studies to 
confirm the suitability of the area. 
These studies include geotechnical, 
geological, geophysical, hydrological, 
hydrogeological, and seismic analyses. 
Before construction begins, the  
Ministry of Environment and Natural 
Resources (SEMARNAT), through 
the Federal Office for Environmental 
Protection (PROFEPA), conducts  
several assessments. 
Most of our operative facilities were 
designed and constructed under local 
and national controls and standards; 
following investigation, re-design, and 
construction process over the last 4 
years they also comply with Fresnillo’s 
new tailings policy and guidelines.
Our understanding of historic facilities’ 
conditions is not as mature as that  
of the operative facilities but is a work  
in progress. As such, those facilities 
remain on care and maintenance  
status (non-operative). 
Having permits, licences and 
certifications from the government to 
be able to operate TSFs is a risk due to 
the time involved in these procedures 
and the legal complications. Planning 
new TSFs with the necessary time and 
to international standards is also a 
risk, due to the limitations of the land 
around our mines and the costs and 
time involved in constructing them. 
If we don’t manage these in a timely 
manner, we run the risk of disrupting 
the operation.

Factors contributing to risk

• The climate in recent years has 
become harsher in the regions where 
we operate, i.e. more severe and 
prolonged rainfall, more intense air 
that takes away the geomembrane 
liners, snowfall, and frost that 
complicates the operation, etc.

Controls, mitigating  
actions and outlook

1. The Global Industry Standard on 
Tailings Management (GISTM) was 
published in 2020 and is considered 
to be best practice. We understand 
the value and importance it brings 
to our industry, and we continually 
review and assess the impact of 
compliance. Taking GISTM into 
account, we have updated our risk 
assessment methods with a focus 
on more detailed risk identification, 
failure modes, and controls to avoid 
catastrophic failures.

2. We launched a new tailings policy 
in 2023, based on the industry’s 
best practices, reinforcing our 
commitment to the safety 
and health of our workforce, 
communities, and the environment. 
Each year, internal audit and external 
auditors specialised in tailings dams 
such as Hawcroft Consulting and 
‘Knight Piésold Consulting’ check our 
compliance with the policy.

3. Catastrophic failures of TSFs are 
unacceptable and their potential for 
failure is evaluated and addressed 
throughout the life of each facility. 
We manage our TSFs in a manner 
that allows the effectiveness of their 
design, operation, and closure to be 
monitored at the highest levels of 
the Company:
• Our TSFs are constantly 

monitored, and all relevant 
information is provided to the 
authorities, regulating bodies,  
and the communities that could 
be affected. 

• We manage our TSFs using data, 
modelling, and construction and 
operating methods validated 
and recorded by qualified 
technical teams and reviewed 
by independent international 
experts, whose recommendations 
we implement to strengthen the 
control environment. 

• Risk management includes 
timely risk identification, control 
definition, and verification. Controls 
are based on the consequences  
of the potential failure of the 
tailing’s facilities.

4. In 2024 we continued several 
initiatives to align our governance 
practices with current best practices: 
• Updating the inventory of the  

TSFs and validating the data log.
• Reviewing findings of the 

Independent Tailings Review 
Panel (ITRP) and prioritising 
recommendations arising  
from inspections.

For more details see Tailings and 
Mineral Waste Management  
on pages 95-97

External sources of confidence

• Complying with Independent Tailings 
Review Panel (ITRP) annual review 
program. This panel is comprised  
by renowned international experts.

• Periodically we are inspected by the 
Independent Tailings Review Panel, 
who issue corrective and preventive 
recommendations to keep the 
tailings dams in good condition. 
In 2024, the Independent Tailings 
Review Panel visits were made to  
all Fresnillo plc tailings dams. 

Link to strategy

4

Risk appetite

Low

Risk owner
• TSF’s Department
• Safety & Environmental Department

Risk oversight

• HSECR Committee
• Executive Committee

Behaviour

Stable

Risk rating (relative position)

2024: Medium (14)
2023: Medium (14)

14
Tailings dams 
(overflow or collapse of tailings deposits)
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Figure 37
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Risk description

Ensuring the stability of our tailings 
storage facilities (TSFs) during their 
entire lifecycles is central to our 
operations. A failure, collapse or 
overtopping of any of our TSFs could 
result in fatalities, damage to the 
environment, regulatory violations, 
reputational damage and disruption 
to the quality of life of neighbouring 
communities as well as our operations.
Before constructing a dam, we 
conduct a series of studies to 
confirm the suitability of the area. 
These studies include geotechnical, 
geological, geophysical, hydrological, 
hydrogeological, and seismic analyses. 
Before construction begins, the  
Ministry of Environment and Natural 
Resources (SEMARNAT), through 
the Federal Office for Environmental 
Protection (PROFEPA), conducts  
several assessments. 
Most of our operative facilities were 
designed and constructed under local 
and national controls and standards; 
following investigation, re-design, and 
construction process over the last 4 
years they also comply with Fresnillo’s 
new tailings policy and guidelines.
Our understanding of historic facilities’ 
conditions is not as mature as that  
of the operative facilities but is a work  
in progress. As such, those facilities 
remain on care and maintenance  
status (non-operative). 
Having permits, licences and 
certifications from the government to 
be able to operate TSFs is a risk due to 
the time involved in these procedures 
and the legal complications. Planning 
new TSFs with the necessary time and 
to international standards is also a 
risk, due to the limitations of the land 
around our mines and the costs and 
time involved in constructing them. 
If we don’t manage these in a timely 
manner, we run the risk of disrupting 
the operation.

Factors contributing to risk

• The climate in recent years has 
become harsher in the regions where 
we operate, i.e. more severe and 
prolonged rainfall, more intense air 
that takes away the geomembrane 
liners, snowfall, and frost that 
complicates the operation, etc.

Controls, mitigating  
actions and outlook

1. The Global Industry Standard on 
Tailings Management (GISTM) was 
published in 2020 and is considered 
to be best practice. We understand 
the value and importance it brings 
to our industry, and we continually 
review and assess the impact of 
compliance. Taking GISTM into 
account, we have updated our risk 
assessment methods with a focus 
on more detailed risk identification, 
failure modes, and controls to avoid 
catastrophic failures.

2. We launched a new tailings policy 
in 2023, based on the industry’s 
best practices, reinforcing our 
commitment to the safety 
and health of our workforce, 
communities, and the environment. 
Each year, internal audit and external 
auditors specialised in tailings dams 
such as Hawcroft Consulting and 
‘Knight Piésold Consulting’ check our 
compliance with the policy.

3. Catastrophic failures of TSFs are 
unacceptable and their potential for 
failure is evaluated and addressed 
throughout the life of each facility. 
We manage our TSFs in a manner 
that allows the effectiveness of their 
design, operation, and closure to be 
monitored at the highest levels of 
the Company:
• Our TSFs are constantly 

monitored, and all relevant 
information is provided to the 
authorities, regulating bodies,  
and the communities that could 
be affected. 

• We manage our TSFs using data, 
modelling, and construction and 
operating methods validated 
and recorded by qualified 
technical teams and reviewed 
by independent international 
experts, whose recommendations 
we implement to strengthen the 
control environment. 

• Risk management includes 
timely risk identification, control 
definition, and verification. Controls 
are based on the consequences  
of the potential failure of the 
tailing’s facilities.

4. In 2024 we continued several 
initiatives to align our governance 
practices with current best practices: 
• Updating the inventory of the  

TSFs and validating the data log.
• Reviewing findings of the 

Independent Tailings Review 
Panel (ITRP) and prioritising 
recommendations arising  
from inspections.

For more details see Tailings and 
Mineral Waste Management  
on pages 95-97

External sources of confidence

• Complying with Independent Tailings 
Review Panel (ITRP) annual review 
program. This panel is comprised  
by renowned international experts.

• Periodically we are inspected by the 
Independent Tailings Review Panel, 
who issue corrective and preventive 
recommendations to keep the 
tailings dams in good condition. 
In 2024, the Independent Tailings 
Review Panel visits were made to  
all Fresnillo plc tailings dams. 

Link to strategy

4

Risk appetite

Low

Risk owner
• TSF’s Department
• Safety & Environmental Department

Risk oversight

• HSECR Committee
• Executive Committee

Behaviour

Stable

Risk rating (relative position)

2024: Medium (14)
2023: Medium (14)

14
Tailings dams 
(overflow or collapse of tailings deposits)

Source: https://www.fresnilloplc.com/media/zgcbodxt/46566-fresnillo-ar24-web.pdf
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Figure 38

Principal risk heat map
The Mears principal risk heat map as at 31 December 2024 is illustrated below:

The Group’s risk register rates risks on a matrix scoring system based on their likelihood and impact, i.e. potential severity. 
This severity can be measured using life and limb, financial, customer service, growth, regulatory compliance and 
reputational criteria. Therefore, Mears measures more than simply the financial impact of the risk. These scores are used 
to escalate risks and to drive the mitigation plans.

Read more in the Report of the  
Audit and Risk Committee  
on pages 80 to 87 

Read more in the  
Corporate Governance section  
on pages 71 to 73

Risk management continued

Level of risk

  Severe  Inherent risk

 High   Residual risk
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 Low
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No. Risk title Risk owner
Link to 

strategic pillar

1 Cyber attack including ransomware, phishing, hacking, data 
leakage or insider threat

Technology Director/Company 
Secretary

1  2  4

2 Breaches of health and safety and related legislation Compliance Committee 1  2  3  4

3 Breaches of property standards and related legislation Compliance Committee 1  2  3  4

4 Major data breach involving the release or publication of 
personal data

Technology Director/Company 
Secretary 

1  2  4

5 Loss of AASC during contract period due to service failure, 
or failure to retain AASC or successor contractor at renewal

Chief Strategy Officer 1  3  

6 Serious damage to brand following adverse event Chief Executive Officer and Chief 
Strategy Officer

1  3  4

7 Large-scale Group-wide or nationwide incident such 
as pandemic, loss of IT systems or data, power cuts or 
communication system failures 

Chief Executive Officer and 
Technology Director/Company 
Secretary

1  2  
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Internal control and risk management continued
Effectiveness of internal control
In relation to risk management and internal controls, the Board and Audit and Risk Committee are mindful of the importance 
of continuing to improve both control and output in this area. The co-sourcing between the internal Mears team and KPMG is 
believed to provide better and more focused audits, allowing KPMG or the Company to bring in specialists to complete a specific 
audit. We believe this to be a more effective and cost-effective approach when compared to employment of such specialists. 
The overall lead for our internal audit work continues to sit with KPMG, and there has been good continuity in personnel through 
the period. This was KPMG’s third year under this co-sourced arrangement and saw the final year of the initial three-year plan. 
The work carried out during 2024, and the Committee’s priorities for 2025, are detailed within this report.

As at the end of the period covered by this report, the Audit and Risk Committee, with the participation of the CEO and CFO, 
evaluated the effectiveness of the design and operation of disclosure controls and procedures designed to ensure that information 
required to be disclosed in financial reports is recorded, processed, summarised and reported within specified time periods.

We have conducted an annual review of the effectiveness of our risk management and internal control systems in accordance 
with the Code. Part of this review involves regular review of our financial, operational and compliance controls, following which 
we report back to the Board on our work and findings as described above. This allowed us to provide positive assurance to the 
Board to assist it in making the statements that our risk management and internal control systems are effective, as required by 
the Code.

The Company has in place internal control and risk management systems in relation to the Company’s financial reporting 
process and the process for the preparation of the consolidated financial statements. The consolidated financial statements 
are supported by detailed working papers. The Audit and Risk Committee is responsible for overseeing and monitoring these 
processes, which are designed to ensure that the Company complies with relevant regulatory reporting and filing requirements.

Internal audit
Risk addressed in internal audit plan for the year

Principal risk description
Inherent

risk rating
Residual

risk rating FY22 FY23 FY24 FY25

1  Cyber attack including ransomware, phishing, 
hacking, data leakage or insider threat

2  Breaches of health and safety and 
related legislation

3  Breaches of property standards and 
related legislation

4  Major data breach involving the release or 
publication of personal data

5  Loss of AASC during contract period due to 
service failure, or failure to retain AASC or 
successor contractor at renewal

6  Serious damage to brand following adverse event

7  Large-scale Group-wide or nationwide incident 
such as pandemic, loss of IT systems or data, 
power cuts or communication system failures

Level of risk

  Severe  High  Medium

Report of the Audit and Risk Committee continued

86 Mears Group PLC Annual Report and Accounts 2024
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COMMITTEE ACTIVITY IN 2024
When setting its agenda and reviewing the audit plans of the internal and external auditors, 
the Committee considers key operational and financial risks and issues that could have an 
impact on the Group’s Financial Statements and/or the execution and delivery of its strategy. 
As part of the meeting agenda, the Committee requested management to present several 
in-depth reviews. A summary of these reviews and the Committee’s activities in 2024 
is provided opposite. Following these discussions, specific action items were identified, 
and the Committee is actively monitoring and reviewing progress against each of them.

Subject of review Details of committee activity

Business  
process reviews, 
carried out in 
conjunction with 
Internal Audit

End-to-end process reviews, including process maps, risk and key 
control matrices and any internal audit findings and remediation activities. 
These were undertaken by the Group process and control owner:
– site acquisitions and lease management;
– capital work in progress and fixed assets;
– fuel and energy management process;
– site security;
– project delivery;
– supplier IT processes and cyber security; and
– Financial Statement Close Process.

Ongoing 
quarterly 
updates

Each quarter, the Committee reviews management papers covering 
the following key areas:
– accounting judgements and estimates, including regulatory updates;
– free rent, accrued revenue, receivables and deferred income;
– tax risk management and reporting;
– litigation update;
– internal controls, including progress on the UK Corporate 

Governance Reform;
– Internal Audit, including progress of the 2024 Internal Audit Plan;
– compliance update, including whistleblower report;

– compliance with updated Global Internal Audit Standards; 
– risk management and disclosure, including emerging risk considerations; and
– fraud risk management review.

Finance systems 
update

– Updates on new financial systems implementation (SAP and new billing 
platforms) and process against the Finance Systems Roadmap.

IT update – Group IT Director provides updates in relation to the overall IT strategy, 
particularly systems architecture and cyber risk.

Cyber security – Cyber and information security, including user security, supplier security 
and cyber defence, specifically against potential artificial intelligence 
attacks, network authentication and business continuity management.

Climate risk 
and TCFD plan

The Company’s climate-related risk reporting was reviewed by the 
Committee to gain an understanding of sources and reliability of 
non-financial data and an understanding of the plans for meeting TCFD 
reporting compliance and any other climate-related considerations as 
described on pages 44-50. The Committee and the Sustainability 
Committee collaboratively review TCFD and non-financial disclosures.

Audit Committee Report continued

INTERNAL CONTROLS
At each Committee meeting we have a standing agenda item to review internal controls 
reporting, including the dashboard described below. We continue to mature the control 
environment, and the Committee discussed enhancements that are presented by 
management; for example in June, we reviewed the proposed monthly declaration for 
completion by OpCo senior management. We also consider annually our Financial Position 
and Projects Procedures (FPPP) procedures to ensure that this remains up to date in 
compliance with our continuing obligations.

CONTROLS DASHBOARD
The Group operates controls in key processes on a monthly basis. The focus of 2024 has 
been to review and where appropriate streamline controls ahead of key system changes in 
early 2025. Compliance control software is used to aid the preparation and monitoring of 
key reconciliations within the financial statement close process. These reconciliations are 
reviewed by management at both an OpCo and Group level. The Committee received 
regular updates regarding the development of the Group’s new billing platform and the 
implementation of the new SAP platform, both of which will go live in early 2025, as part 
of our Finance Systems Roadmap. The Committee receives an update at each meeting 
regarding the control environment and operating effectiveness, including any follow-up 
actions or plans to enhance controls.

Example dashboard:

Process 

December 2024

Group East & West Africa MENA Central & Southern Africa

HoldCo TZ MW SG OM DRC GH SA CB MD

P2P 1 1  1
Fin reporting 2 2 2 2 2 2 2 2 2 2
Inventories

Fixed Assets

Revenue

Taxation 3 3
IT

Key

 No control weaknesses   Minor process improvements required

 Material process improvements required
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Sustainability and climate-related reporting
The Audit Committee received updates from the Group’s Head 
of Sustainability in respect of updates to requirements such as 
the new rules over greenwashing, developments in sustainability 
and climate-related reporting, and the work ongoing to ensure 
its continued enhancement across the Group.

In addition, the Committee reviewed management’s 
presentation setting out the work performed to set out a 
methodology framework and the results of the Group’s 
identified climate-related risks on the financial statements, 
providing challenge to ensure a robust methodology and 
outcomes moving forward.

The Committee also received the auditor’s limited assurance 
report over a number of the Group’s key reported sustainability 
metrics, which was discussed and approved.

Internal controls and risk management system
As in prior years, the Committee performed its annual 
assessment placing, in part, reliance on a third line of defence 
review of the Group’s systems of internal control and risk 
management performed by the Internal Audit function. 
However, a slightly revised approach has been taken this 
financial year in preparation for the introduction of the updated 
UK Corporate Governance Code (2024), due to come into 
effect in 2025/26. During this financial year, the Group Head 
of Internal Controls and the Group Chief Risk Officer also 
presented an annual assessment of the Group’s internal 
controls to support the Committee’s own annual assessment.

In addition to the above assessments from management, 
and as in previous years, the Committee received a report from 
the Group Risk Committee on its activities to support the Group 
Audit Committee’s annual assessment of the Group’s system 
of internal controls and risk management. Further details of the 
Group Risk Committee’s activities to support this process is 
outlined on page 148.

Both annual assessments provided by management, together 
with the Group Risk Committee’s report on its supporting 
activities, provided the Committee with adequate assurance 
on the level and maturity of the Group’s internal control 
environment and system of risk management, based on an 
overall improving position in relation to risk and controls across 
the Group.

Annual assessment key considerations:
• Internal Audit reports
• GRC reportable risk events (red and notifiable)
• Residual Risk - open GRC reportable risk events, open 

Category A and B internal audit recommendations
• Red Group KRIs with associated internal controls
• Whistleblowing events and coverage of training
• Group Compliance and/or Group Data Protection Privacy 

& Ethics Regulatory notifications
• Notable reputational events
• Group Minimum Standards (GMS) entity self-attestations
• Timeliness and completeness of Regulatory reporting
• Performance of key financial crime controls.

UK Corporate Governance Code
During the year, the Committee considered updates from 
management on the forthcoming changes to the UK Corporate 
Governance Code (2024), particularly the changes relating 
to Provision 29 and the declaration regarding the effectiveness 
of material internal controls. The Committee also received 
training from external advisors, EY, on the impact of the 
changes to this UK Code provision.

Internal Audit
The Group Head of Internal Audit attended all Audit Committee 
meetings and provided a range of presentations and papers 
to the Committee, through which the Committee monitored the 
effectiveness of the Group’s material internal controls, including 
financial, operational and compliance controls on behalf of the 
Board. Such papers included:

• A revised Group Internal Audit Policy approved by the 
Committee, which includes the Group Internal Audit Terms 
of Reference, setting out the role, objectives, reporting lines 
and accountability, authority, independence, and objectivity 
of the Internal Audit function

• The evolution and development of the Internal Audit function, 
and the role, competence and effectiveness of each internal 
audit function across the Group. The Group Head of Internal 
Audit continues to have responsibility to ensure the quality 
of the internal audit activities in the Group’s overseas locations. 
The Chairs of the European and US Audit Committees each 
updated the Committee on their respective activities during 
the year

• All issued internal audit reports, enabling them to challenge 
the reports’ content, including the rating, and related 
recommendations

• The Group internal audit plan and the subsidiaries’ respective 
internal audit plans, which the Committee approved. 
The internal audit plans, effectiveness and workload of the 
internal audit functions, and the adequacy of available 
resources are monitored throughout the year.

The European operations have a dedicated internal audit team 
and the US business also has its own locally-based internal 
auditor. All reports are evaluated by the Group Internal Audit 
function to ensure the quality and effectiveness of the reported 
findings, and a summary of the key findings of each completed 
audit is provided to the Committee as part of the Group Head 
of Internal Audit’s regular Committee update.

During the year, the Group Head of Internal Audit introduced 
enhancements to the Group’s internal audit grading 
methodology, which were discussed and supported by the 
Committee. The changes, albeit not material, intended to (i) 
better reflect the categorisation of risks identified through the 
Group Internal Audit team’s assurance activities in the short and 
longer term and (ii) provide more flexibility, allowing the use 
of professional judgement.

The Group Head of Internal Audit provided the Committee 
with several updates during 2024 on work to address gaps 
following the introduction of the new Global Internal Audit 
Standards, which came into effect in January 2025. 

Private meetings were also held between the Group Head 
of Internal Audit and the Committee during the year to ensure 
that there was an opportunity to raise any issues or concerns 
without other members of management or the external 
auditor present.
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