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Key considerations 

■ 

In recent years, FINRA has observed an increase in cyber attacks and outages at third-party 
vendors used by member firms. 

Firms are encouraged to have ongoing discussions with their Risk Monitoring Analysts (RM As) on 
potential bad actors and changes to third-party artificial intelligence (Al) systems. 

■ FINRA advises firms to be proactive in establishing adequate third-party risk management policies,
such as assessments and contingency plans. Firms are obligated to maintain supervisory
procedures and conduct ongoing due diligence on third-party vendors.

■ 

■ 

■ 

■ 

FINRA is concerned with the "speed to market" of Al, which may cause firms to overlook concerns 
such as accuracy or bias, exploitation by bad actors, and compliance with regulatory requirements. 

Firms should consider risks associated with third-party vendors' use of Generative Al (GenAI) (e.g., 
leakage of personally identifiable information (PII) and proprietary information). 

FINRA views Al from a technologically neutral stance. Firms should test before deploying, I 
incorporate controls, and include all relevant stakeholders in discussions. ___J 

New account fraud: malicious use of GenAI to create synthetic IDs and falsified customer :-7 
information (e.g., false identification documents, deepfake media). 

Continued focus on managing customer information through Customer Identification Program 
(CIP)/Customer Due Diligence (CDD) efforts. Automated tools and software are often utilized to 
address customer onboarding and maintenance, which should be calibrated and tested accordingly. 

■ Increase in digital "boiler room" schemes where chat rooms and social media lure investors into
opening accounts via online investment clubs.
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The EY Forensics Wealth and Asset Management team has extensive industry experience with these topics of focus 
addressing regulatory affairs, litigation and investigations. The EY team works with both internal and external legal counsel, 
investment advisors, and broker-dealer clients to address these key issues. Our contacts are happy to discuss any topic in 
more depth. 
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