
Insider Risk: 
Safeguarding Call 
Centers

Financial service organizations are continuing to observe increases in call center fraud as fraudsters 

exploit vulnerabilities in digital infrastructure that emerged during the pandemic. Fraudsters are 
augmenting their tactics with the latest technology to conduct fraud more efficiently, increasing call 
center volumes and straining control effectiveness. Fraudsters armed with stolen customer information 
and AI tools, like facial generation and voice cloning, are making it harder for call center agents to 
know if they are truly talking to their customers. These persistent risks underscore the need for 
heightened vigilance and the implementation of more robust security measures.

As call center agents are the gatekeepers to various critical organization assets (e.g., confidential data, 
network systems and customer account information), they are a key vulnerability to the organization. 
Fraudsters specifically target call center agents that may be experiencing financial pressures and/or 
are not well-versed in the latest fraud trends leading to a continued increase in recruiting schemes and 
abnormal behavior:

▪ Bad actors recruiting agents through social media to participate in scams or provide non-public 

information (e.g., standard operating procedures, customer information) for monetary “bonuses”

▪ Agents assigning specific cases to themselves to circumvent authorization policies and/or avoid 
others from detecting their misconduct

▪ Agents reflecting higher than average call times and/or accessing more customer profiles than 
expected (e.g., Receiving calls from fraudster to coordinate and/or share information)

▪ Agents with higher throughput and higher fraud/error rates indicating a lack of training or skipping 
steps in procedures

Organizations continue to enable hybrid work environments which limits oversight and fosters a need 
for programs that incorporate insider risk management and enhanced mitigation, detection, and 
investigation processes. Outdated controls, like one-time passwords and knowledge-based 
authentication that can be bypassed by bad actors and insiders, no longer provide substantial security 
to customer accounts, furthering the need for more advanced authentication tactics, such as multi-
factor and in-app authentication.

EY Fraud Prevention Advisory Services

November 2025

Part 1 of 4 in a series focusing on insider threats, risk management 
insights and points of view

Key points for fraud risk mitigation to consider

Identify high-risk personnel within the organization that have access to sensitive information 
and may be susceptible to insider threat risk. 
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Provide clear guidance on how to identify and report insider threats, keeping employees current 
on emerging fraud risks or other related company policies.
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Establish robust active monitoring technology to detect insider threats and emerging risks 
including abnormal agent behaviors or performance shifts that may indicate increased 
vulnerability to fraud.
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Monitor social media and collaborate with peers to quickly identify, communicate, and respond 

to targeted fraud campaigns.
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Train agents to identify suspicious patterns, such as repeated failed authentication attempts or 
unusual call behavior, reinforcing that successful authentication doesn’t prove legitimacy.
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Implement protocols for agents to escalate and report suspected fraud, enabling rapid response 
including all relevant key stakeholders.
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EY is building a better working world by creating 
new value for clients, people, society and the 
planet, while building trust in capital markets.

Enabled by data, AI and advanced technology, 
EY teams help clients shape the future with 
confidence and develop answers for the most 
pressing issues of today and tomorrow. 
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How EY 
teams 

can help

Investigative support

Provide investigative support for fraud surges, 
misconduct and subsequent regulatory, civil or 
criminal proceedings, by engaging with legal and 
enforcement partners as needed

Incident response and digital 
investigations

Forensic digital investigation services to 
address data protection and privacy 

concerns

Fraud measures and emerging 
typologies

Enhance fraud detection measures to 
identify fraud risks, insider threats and 
emerging fraud typologies

Threat intelligence program review and 
assessment

Perform an Insider threat review to evaluate 
capabilities and data protection programs and to 
implement protocols

Control enhancements and 
implementation

Support fraud monitoring functions, identify 
potential controls enhancements and assist 

with implementation of training programs

Data analytics to assist with responses

Utilize data analytics to identify fraud risk 
and customers impacted and to assist with 
data management/data science for litigation, 
investigation and regulatory response

Personnel focused investigations

Investigate onboarding, Know York Employee (KYE) 
processes, offboarding, and employee monitoring to 
identify insider risks and ensure policy compliance

Cybersecurity program review and 
assessment

Review cybersecurity programs to assess threat 
monitoring, vulnerability management, and insider 
threat detection alignment to strengthen resilience
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