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Today's data landscape

Among the biggest threats to companies are their recently departed
employees. Former employees can take data with them upon departure
through printed documents, sending documents to a personal email or
cloud account, messaging about company information or even having
access to cloud accounts after their last day.

It's not always malicious. The employee might preserve a copy of data
they designed or implemented because they believe they have a right
toit. If a company allows the employees to use their personal devices
to conduct business, a former employee may not realize they are still
in possession of company data after their employment.

Challenges faced by organizations

70% 45%

of employees download, save
or send work-related files
before they leave their job.2

of intellectual property theft
occurs within the 90 days
before an employee’s
resignation announcement.!

1. How to Keep Data Safe When Offboarding Employees (Checklist & Guide) | CurrentWare
2. 41 Insider Threat Statistics You Should Care About | Swiss Cyber Institute
3. U.S. insider threat data exfiltration behaviors 2020 | Statista

_ Building a better
" working world

Despite cautious efforts, inside
actors may still be able to take
privileged company data with
them. Having protocols already
in place will help confirm that
your company is prepared for
any situation involving an
employee's departure — while
reducing the risk of a former
employee disclosing company
data to a competitor.

43%

of data exfiltration instances
in 2020 involved business
emails forwarded to
personal accounts.?
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https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.statista.com%2Fstatistics%2F1155846%2Fmost-common-data-exfiltration-insider-threat-types-usa%2F&data=05%7C01%7CBernice.Maffi.Arizapa%40gds.ey.com%7C03cd54bb24e847e2e8dc08da86cbe7c6%7C5b973f9977df4bebb27daa0c70b8482c%7C0%7C0%7C637970507582275781%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=Z5f8OUNLYdTtvRhNeWdrHi%2FcORenN33jZyD14kmjris%3D&reserved=0
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https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fswisscyberinstitute.com%2Fblog%2F41-insider-threat-statistics-you-should-care-about%2F&data=05%7C01%7CBernice.Maffi.Arizapa%40gds.ey.com%7C03cd54bb24e847e2e8dc08da86cbe7c6%7C5b973f9977df4bebb27daa0c70b8482c%7C0%7C0%7C637970507582275781%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=pZezqrkKq5yOdFiDZ4EQaSxRc6NuuOUr3OKnhaEwTS4%3D&reserved=0
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EY Digital Investigations and privacy workflow

» Help establish procedures (e.g.,
drawdown of services, standardized
matter initiation process)

Agree on procedures for case
management and investigation handling

Identify key points of contact for
accountability, risk and quality
management

Define responsibilities for discharging

legal and requlatory obligations

Develop HR procedures

Help determine access to local
internal and external legal advice

Perform a conflict check

Provide elements of core team with
support as necessary

Handle client contacts in core countries

Hold continuous touch points
and briefings

Matter or
|nvest|gat|on
identified by client

EY teams to identify
local resources and
work with client to
create response
teams

Coordinate tool
selection and
utilization

Confirm
tool/technology
compatibility

Deploy appropriate
resources to project
site(s)

Dedicated local EY
contacts assist

Perform on-site or off-
5|te data imaging for
various types of
devices/data sources

Engage in the
appropriate chain-of-
custody procedures

Initiate EY evidence
tracking processes

Securely transfer data
to EY forensic lab for
preservation or
further analysis (or in
some instances, to the
client or another
vendor per client's
request)

» Perform digital

forensic analysis

Mobilization and Data coIIectlon Reportlng and

» Agree on next steps
with client

Finalize forensic report
and provide to client or
outside counsel

Perform any
additional
supplemental analysis
as requested

EY teams to maintain
data in offline,
secured digital
forensic labs around
the world

EY teams will retain
copies of data for
seven years unless
otherwise instructed
by client

EY resources

EY, client and/or outside counsel resources
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The EY approach

We believe that a proactive approach will help your
organization respond to complex incidents that may have
breached your security. This can help reduce the amount
of time a network is exposed, mitigate the damage or data
loss that results, and increase the probability of catching
the perpetrator.

Detect Assist with
compromised responding to
systems within discovered
the organizational threats

environment .
Raise user

Evaluate the awareness and
effectiveness of ability to handle
the current targeted attacks

cybersecurity
controls

We start the hunt by understanding the network and
systems architecture in place coupled with leveraging cyber
threat intelligence to develop a deep understanding of who
might be attacking you and why, and, most importantly, how
they might do it.

Using a combination of the methods described, we then
analyze suspicious activity, assist the organization in
responding to it and perform follow-up monitoring to detect
anything that remains.

Contact us
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US Digital Investigations and Privacy Lead
Managing Director
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shawn.fohs@ey.com

Joseph Pochron
Senior Manager
US Digital Investigations and Privacy

w Ernst & Young LLP
\ joseph.pochron@ey.com

EY | Building a better working world

EY exists to build a better working world, helping
to create long-term value for clients, people and
society and build trust in the

capital markets.

Enabled by data and technology, diverse EY
teams in over 150 countries provide trust
through assurance and help clients grow,
transform and operate.

Working across assurance, consulting, law,
strategy, tax and transactions, EY teams ask
better questions to find new answers for the
complex issues facing our world today.

EY refers to the global organization, and may refer to
one or more, of the member firms of Ernst & Young
Global Limited, each of which is a separate legal entity.
Ernst & Young Global Limited, a UK company limited by
guarantee, does not provide services to clients.
Information about how EY collects and uses personal
data and a description of the rights individuals have
under data protection legislation are available via
ey.com/privacy. EY member firms do not practice law
where prohibited by local laws. For more information
about our organization, please visit ey.com.

Ernst & Young LLP is a client-serving member firm of
Ernst & Young Global Limited operating in the US.

About EY Forensic & Integrity Services

Embedding integrity into an organization’s strategic
vision and day-to-day operations is critical when
managing complex issues of fraud, requlatory
compliance, investigations and business disputes. Our
international team of more than 4,000 forensic and
technology professionals helps leaders balance business
objectives and risks, build data-centric ethics and
compliance programs, and ultimately develop a culture
of integrity. We consider your distinct circumstances
and needs to assemble the right multidisciplinary and
culturally aligned team for you and your legal advisors.
We strive to bring you the benefits of our leading
technology, deep subject-matter knowledge and broad
global sector experience.

© 2022 Ernst & Young LLP.
All Rights Reserved.
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purposes only and is not intended to be relied upon as
accounting, tax, legal or other professional advice. Please refer
to your advisors for specific advice.
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