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The needed step forward

President Biden’s Executive Order (EO) on cybersecurity is designed to deliver 
a needed modernization of the continually evolving cybersecurity defenses 
and improved protection of federal government networks. The EO comes amid 
increasingly public and widespread cyber attacks that have created malicious data 
breaches and implemented ransomware as their attack vector and fully illustrates 
the vulnerability, exposure, ramifications and need to take immediate action. The 
Biden administration recognizes the inherent risks, and the EO is designed to 
improve the government’s efforts to identify, deter, protect against, detect and 
respond to the actors and their actions. All organizations — and specific to this 
article, federal agencies — should consider their approach to the EO and plan a 
strategic path forward.   

Federal agencies must understand the actions needed and the added level of 
responsibilities the EO enacts regarding Federal Acquisition Regulation (FAR) and 
Department of Defense FAR Supplement (DFARS). The EO drives new guidelines 
and processes that are expected within the year and will likely become new industry 
standards with global outcomes and reach. Federal contractors must consider how 
they will be affected by the EO, examining their software supply chain security and 
third-party risk management. 

Federal agencies must understand the actions 
needed and the added level of responsibilities 
the EO enacts regarding threat information 
sharing, modernizing cybersecurity and 
building a secure cyberspace.
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Who is mostly affected

While the aim of the EO is far-reaching, its inception generally 
affects three segments. 

1. Federal agencies are expected to immediately modernize 
their technology environment and security practices.

2. Federal contractors will see new cybersecurity standards 
built into contract terms, including commercial-off-the-
shelf (COTS) software providers. The primary focus is to 
require all stakeholders to share more information in a 
faster manner concerning all cyber incidents.

3. The private sector will see an immediate shift and  
focus on software supply chain security. This will  
include increased transparency through consumer 
security labeling on software and IoT devices. This 
shift means developers of software and IoT device 
companies will experience new security requirements and 
assessment standards.

The EY Cybersecurity practice is keenly positioned to help 
federal agencies understand, plan for and implement cyber 
that address the objectives of the EO. Our teams have the 
proven proficiency and experience to help federal agencies 
more accurately quantify their cyber risk, capture detail 
about prioritizing investments and capabilities, and chart the 
processes and steps needed to insert leading-edge security, 
privacy and resilience into digitally enabled initiative and 
government networks moving forward. As the preliminary 
guidelines from the National Institute of Standards and 
Technology (NIST), Cybersecurity and Infrastructure 
Security Agency (CISA), and Office of Management and 
Budget (OMB) take shape and the details are offered, the 
EY Cybersecurity practice can help federal agencies prepare 
for and strategically implement the actionable measures 
needed to implemenet changes and fully leverage significant 
investments in order to defend the vital institutions that 
underpin the American way of life.
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The seven elements and actions 

The EO’s objectives, structured around modernization, 
information sharing and gaining control, have seven core 
elements, which include a number of agency-specific actions 
to strengthen federal government networks. 

1. Enhancing threat information sharing

Specifies that federal contracts be updated and standardized 
to require service providers to collect and share cyber 
threat and incident information with the agency they have 
contracted with, as well as others like the Cybersecurity and 
Infrastructure Security Agency (CISA) and the Federal Bureau 
of Investigation (FBI).

Agency-specific actions 

• Update and standardize federal contracts per revised 
FAR/DFAR contract requirements.

Seven core elements

1. Enhancing threat information sharing 

2. Modernizing the federal government’s cybersecurity

3. Enhancing software supply chain security

4. Cyber Safety Review Board

5. Standardizing federal playbooks

6. Improving detection on federal networks

7. Improving investigative and remediation capabilities
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Agency-specific actions 

• Participate in Cyber Safety Review Board (CSRB)  
as needed basis. 

4. Cyber Safety Review Board

Establishes a public-private review board to assess significant 
cyber incidents (as defined by PPD-41). The Board’s 
initial review will be of SolarWinds activity and to provide 
recommendations for improving cybersecurity and incident 
response capabilities.

2. Modernizing the federal government’s 
cybersecurity

Requires federal agencies to adopt security practices such as 
multifactor authentication (MFA), encryption of data in motion 
and at rest, and zero trust architecture. Encourages faster 
adoption of secure cloud services and streamlining access 
to cybersecurity data to drive analytics for identifying and 
managing cyber risks.

Agency-specific actions 

• Remove software products that do not meet the 
requirements of the amended FAR from all indefinite 
delivery indefinite quantity contracts and issuing 
guidance identifying practices that enhance the security 
of the software supply chain.

Agency-specific actions 

• Update existing agency plans to prioritize resources for 
the adoption and use of cloud technology.

• Develop a plan to implement zero trust architecture.

• Implement MFA and encryption for data in rest and transit. 

3. Enhancing software supply chain security

Directs the National Institute of Standards and Technology 
(NIST) to develop guidelines and criteria to evaluate software 
security, including the security practices of developers and 
suppliers, and methods to demonstrate conformity with 
secure practices. Requires development of a definition of 
“critical software” and would obligate federal agencies to 
verify that future software procurements meet security 
guidelines. This section also directs the establishment of 
consumer product labeling programs to help educate the 
public about the security capabilities of internet of things (IoT) 
devices.
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5. Standardizing federal playbooks

To provide for a more coordinated and centralized catalog 
of incidents and tracking of federal agencies’ remediation 
efforts, requires development of a standard set of operating 
procedures to be used across the federal government for 
planning and conducting a cyber incident response activity.

Agency-specific actions 

• Issue guidance on use of the federal playbook for 
planning and conducting a cybersecurity vulnerability 
and incident response activity.

Agency-specific actions 

• Deploy an EDR initiative and establish or update 
memoranda of agreement (MOA) with CISA for the 
Continuous Diagnostics and Mitigation Program to make 
object, level data, as defined in the MOA, available and 
accessible to CISA.

Agency-specific actions 

• Institute and comply with Department of Homeland 
Security (DHS) policies to establish requirements for 
logging, log retention and log management, which shall 
ensure centralized access and visibility for the highest 
level security operations center of each agency.6. Improving detection on federal networks

Focuses on maximizing early detection of cyber threats and 
vulnerabilities on federal networks and systems by requiring 
all federal civilian agencies (defense and intelligence would 
be handled separately) to deploy an endpoint detection and 
response (EDR) initiative to promote detection, active threat 
hunting, containment, remediation and incident response.

7. Improving investigative and remediation 
capabilities

Requires the development of recommendations to improve 
the logging of events and incident data retention on federal 
systems and those hosted by third parties such as cloud 
services providers. Also requires such data be shared with 
CISA and the FBI upon request.

While there is an independence of each core element, there is 
a unifying overlapping theme that forges the efforts toward a 
shared outcome: modernization and improved protection for 
government networks.
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Cyber capabilities to meet EO requirements

The zero trust approach is most effective when it’s extended throughout the entire digital landscape and used as an 
integrated security strategy. This is done by implementing zero trust controls and technologies across six foundational 
elements:

People
Humans are at the center of a company and its digital landscape. Be it employees, contractors, partners or customers, a 
zero trust strategy needs to encompass and account for all their possible interactions with corporate digital assets. The 
following section details some of the capabilities pertaining to the people element of a zero trust implementation:

Management and governance of digital identities

A robust identity life cycle management system is one of the most foundational pieces of a zero trust implementation. It’s 
key to have a tamper-resistant digital Identity provisioning/onboarding process that includes well-defined HR processes 
or capabilities like identity proofing (for customers) to confirm the user’s identity before provisioning a digital identity. 
Once provisioned, the digital identity needs to be maintained and up to date. It’s also important to ensure users have one 
digital identity across the board and there is no fragmentation of digital identities. This identity can then be used to control 
users access to resources using the zero trust principles. The operative principle when it comes to provisioning access 
to applications and services is just enough access (JEA) or least privilege access. This can be implemented using various 
existing models like role-based access control (RBAC) or dynamic policy based access control models (PBAC). It is also 
crucial to frequently and proactively audit users access via access certifications to ensure just enough access.

Authenticators

Once digital identities are set up, every access from a user needs to be gated where the user asserts their identity. A zero 
trust security posture is highly dependent on the effectiveness of this gating process. From a users standpoint, it is key 
that users are equipped with multiple forms of credentials where they can reliably assert their identity to the system. 
While passwords have traditionally been a means to do this, they have proven to be a significant weakness. They are 
snoopable, crackable and even available on the dark web for sale. While taking a relook at password-based authentication 
and security systems, it is also important to recognize that the underlying weakness of the password-based authentication 
is the shared secret (something only you know) model. Zero knowledge-proof cryptography and its application in standards 
like Fast Identity Online (FIDO) have opened up better models of authentication that are more secure. Additionally, mobile 
phone-based authenticator apps, biometrics and portable IDs/keys offer credential options based on something you have 
(possession factor) and something-you-are (inherence factor). The idea is to enable the user with stronger credential 
options they can leverage to reliably assert their identity prior to access.

The technology set to implement zero trust for the people element should comprise of identity management and 
governance, ID proofing and access management solutions supporting a variety of multifactor authenticators.

People Devices Applications  
and services

Infrastructure Networks Data

1 2 3 4 5 6

Zero trust building blocks and capabilities

 [ 3 ]  Zero trust: A modern approach to cybersecurity

How EY can help

The EY Cybersecurity practice recognizes that the EO is the 
first step to gaining control and modernizing cybersecurity 
defenses and protecting federal government networks.  
The EO is not a set rule, but a model to build upon and  
guide federal agencies forward to the next phase to bolster 
the nation’s security in multiple infrastructure sectors. The  
 EY Cybersecurity practice has four strategic cyber capabilities 
to help federal agencies plan, track and manage accordingly 
to meet the EO requirements and position cyber teams for 
ongoing change.

1.  Zero Trust

Zero trust architecture is a security paradigm that fixes 
the inherent weakness of conventional strategies that 
only data outside an entity needs to be secured. This new 
paradigm requires the organization to continuously analyze 
and evaluate the risks involving its internal IT assets and 
business functions and to form strategies to mitigate them. 
The zero-trust approach is most effective when it’s extended 
throughout the digital landscape and used as an integrated 
security strategy. This is done by implementing zero trust 
controls and technologies across six foundational elements: 
people, devices, applications and services, infrastructure, 
networks, and data.

Please click here for EY’s POV on Zero Trust adoption.

For a deeper dive on identity centric Zero Trust 
Architecture implementation, click here.
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EY DevSecOps POV88

EY DevSecOps

Differentiators
• Experienced in planning, implementing, and 

operating large-scale DevSecOps programs

• Best of breed, tool and vendor agnostic 
program

• Understand your need to provide greater 
visibility into all components of a DevSecOps 
program

• Industry-leading thought leadership

Value Proposition
• Enabling a culture of shared responsibility and 

continuous innovation where security is seen 
as an enabler

• Seamless integration and visibility into your 
people, processes, and technologies

• Adapted to fit within your unique business 
processes

• Industry-tested, rugged DevSecOps 
capabilities

• Focus on culture, automation, lean processes, 
objective measures, and tool/process sharing
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Culture
Everyone working toward a shared goal, 
collaborating with a desire to continuously improve

Sharing

Shared responsibility for the security of the 
application portfolio, including creating security 
as code.

Measurement
Measuring everything to generate intelligent analytics 
and key metrics which supports informed security 
decisions.

Lean
Reducing or removing bottlenecks by shortening 
feedback loops and leveraging standardization to 
scale. Focus on small batch sizes.

Automation
Minimizing human interaction by utilizing tooling to 
automate time consuming and error-prone tasks.

Leverage industry standard CALMS 
framework

EY’s DevSecOps capabilities improve and support secure development and requirement verification in a fast-moving CI / CD pipeline
2. Secure Software Development

Security and integrity of critical software are going to become 
high priorities. Suppliers must provide a software bill of 
materials, similar to FDA requirements for medical devices. 
Other than software bill of materials (SBOM) requirements 
and critical software identification, public, private and 
government sector will collaborate in vulnerability disclosure 
programs going forward. Secure software development life 
cycle (SSDLC) and continuous integration/continuous delivery 
(CICD) pipeline guidelines are going to be revised by NIST, and 
new standards are going to be published. Agencies should 
apply a risk-based approach when implementing security 
controls in the software development pipeline. Additionally, 
automation via security as code can enable detection 
and verification of security risks. Organizations moving 
critical software to the cloud should take the opportunity to 
implement baseline security controls and apply verification 
checks as part of the pipeline.
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4. Deployment: Installing agents and updating environment 
configurations to enable EDR capabilities

The rapidly evolving threat landscape means a default, out-of-
the-box solution will not be sufficient; further, even a tailored 
solution will, over time, become stale and inadequate. Thus, 
the following should also be performed immediately after 
deployment and periodically thereafter:

5. Assessment & Customization: Assessing the efficacy 
of your overall defensive posture, including the EDR, to 
support threat prevention, detection, mitigation,  
and response. The EY’s methodology combines 
intelligence-driven threat scenarios with a robust breach 
and attack Simulation (BAS) tool (e.g., AttackIQ or 
Mandiant Security Validation).

Alliances with leading EDR vendors, including CrowdStrike and 
Tanium, inform the EY approach.

3. End point detection and response

Although highly effective at threat prevention, detection and 
mitigation, an endpoint detection and response tool is just 
one component of your larger defense-in-depth strategy. 
The current ecosystem of EDR tools offers vastly different 
capabilities, each with its own benefits and drawbacks that 
must be considered in the context of your overall defensive 
posture. Key capability areas include:

• Data: What data is captured, where is it processed, and how 
long is it retained?

• Automation: Does the tool support automated actions like 
process/connection blocking, host isolation and artifact 
collection?

• Intelligence: Does the tool support vendor-provided or  
third-party intelligence integration, such as signatures, 
hunting queries and indicators of compromise?

The EY’s approach to implementing an EDR solution consists of 
four phases:

1. Identification: Narrowing the focus to tools whose 
capabilities best complement your defensive posture

2. Selection: Evaluating the identified tools based on 
unique environmental factors, network architecture, and 
capabilities/gaps

3. Planning: Accounting for physical, logical, and business 
factors to create a deployment plan that prioritizes risk 
minimization
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Key steps to building supply chain resilience

4. Supply chain risk management

Government agencies are faced with big challenges as they 
continue to leverage suppliers for products and services to 
meet their missions. Failing to address the vulnerabilities of 
supply chains could expose agencies to risk that could impact 
their mission. Establishing a supply chain risk management 
(SCRM) program that enables leadership to make risk-
informed decisions and reduce the risk introduced by suppliers 
is a key step towards managing risks of suppliers. The SCRM 
program identifies, assesses, helps to mitigate and monitors 
supplier risks: the greater the potential risk a supplier 
presents to agency’s supply chain, the greater the diligence 
conducted to assess the supplier. The program assesses 
suppliers across multiple risk lenses to include financial, 
cybersecurity, geopolitical, corruption and foreign interest. 
Applying multiple lenses enables a more complete picture of 
the health of the supplier.

Autonomous supply chain, 
automation, robotics

Global trade and the 
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Workforce of the future

OT/IT cyber threat

Key enablers

Advanced analytics, AI, 
Cloud, big data, blockchain 
and machine learning
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Please click here for EY’s POV on resillient supply chain.
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EO program management structure

Agency EO program management

Agency 
implementation 

team 1

Agency 
implementation 

team 1

Agency 
implementation 

team 1

Agency leadership External stakeholders

Policy, 
standards, 
playbooks

Execution 
status

The tracker lists actions specific for federal agencies 
to implement as stated in the Executive Order and is 
meant to provide federal agencies with a single view 
of all the actions to be performed. The tracker also 
provide agencies means to track the implementation 
status of the actions to be performed to meet the 
objectives of the EO. 

EO planning and track 
Because the implicit challenges that extend from the reach 
and scope of the EO — and the importance of meeting these 
requirements — are complex and complicated, agencies would 
benefit from creating and having in place a dedicated project 
management team that can track status; manage cost, scope 
and schedule challenges; and communicate with internal and 
external stakeholders. This approach to planning, managing 

and tracking actions against the EO policies, standards and 
playbooks involves discussions with federal agency leaders, 
external stakeholders and agency EO program management 
teams. By tracking the status and actions taken, and viewing 
stages and progess made via an agency EO dashboard, 
agencies can input and visualize real-time requests, changes 
and status. 

EO tracker
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Call to action
To protect our nation, our people and our assets, federal agencies must 
swiftly adapt to the continuously changing threat environment, verify that 
their networks are built and are operating securely, and implement the 
structures needed to design, develop and deploy a more secure cyberspace. 
The overarching intent is to quickly and effectively modernize and improve 
protection for government networks. The EO hit the “Start” button.
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Overview 


This white paper outlines the imperative for resilient supply chains, how the COVID-19 pandemic has underscored this imperative and 


the approach Ernst & Young LLP (EY US) takes toward helping clients build resilience for an increasingly disruptive future. 


• In an increasingly complex and disruptive environment, resilient supply chains and the agility they provide to weather and 
respond to crises is invaluable. For government leaders, it has become a national security imperative. 


• COVID-19 exposed an unacceptable level of fragility in supply chains essential to national and economic security, underscoring 
the need to transform supply chains from linear and cost-optimized to networked and resilient. 


• Resilience and cost is not a zero-sum game; building resilience enabled by Industry 4.0 capabilities provides return on 
investment in the form of reduced disruptions, operating efficiencies and improved readiness positioning organizations to 
better execute their mission. 


The COVID-19 pandemic underscores the criticality of resilient supply chains 


The COVID-19 pandemic laid bare significant fragilities in supply chains and underscores the importance of resilience in an 


increasingly disruptive world. The pandemic exposed the vulnerabilities of global supply chain networks shaped by globalization and 


optimized for cost. This predominantly linear and lean supply chain model left many organizations less agile and unable to quickly 


respond to volatile changes in supply and demand as factories closed and government-instituted lockdowns disrupted the economic 


gears of commerce around the globe. 


 


Figure 1: Traditional supply chain structure 


Traditional global supply chain structures are not equipped to effectively cope with the increasing number of unplanned disruptions. 


The pandemic revealed significant risks in the global value chains for essential medical resources as demand surged around the 


world. It also exposed significant gaps in domestic inventories and production for medical resources needed to respond to the 


pandemic, from personal protective equipment (PPE) to advanced pharmaceutical ingredients (APIs) for critical care drugs.  


The pandemic also drove risk into other supply chains essential to national and economic security, inducing financial distress in the 


industrial base and placing key workforce and capabilities at risk. The viability of key suppliers — particularly small and medium 


enterprises — remains uncertain, and these risks are likely to extend well beyond the pandemic itself. For example, the knock-down 


effects for military aircraft and propulsion programs from the downturn in the commercial aerospace industry are significant and 


likely to persist until the industry recovers. During the pandemic, fragilities emerged from prime contractors down to tier-N suppliers 


with many cases at lower tiers of the supply chain where the government (and prime contractors) often has limited or no visibility 


until problems materialize. 
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The COVID-19 pandemic has proven to be a wakeup call for the need to transform supply chains from being linear and cost optimized 


toward a networked ecosystem built for resilience and risk management. Furthermore, there is growing consensus in the U.S. 


government on the need to de-risk supply chains in sectors important to national and economic security and pursue policies to build 


back more domestic capability. President Biden’s recent Executive Order on America’s Supply Chains directs wide-ranging reviews of 


supply chain risks in key industries and clearly underscores the imperative for resilience stating, “it is the policy of my Administration 


to strengthen the resilience of America’s supply chains.” 


What does this all mean for government leaders managing agencies or programs, and how can they impact change to build resilience 


and better prepare for what’s next? What are the foundational capabilities necessary to build resilience? What can be done to better 


manage risk in the supplier base where there is limited visibility? And looking internally, how will government leaders improve agency 


and program performance in the face of an uncertain and challenging budgetary environment following the nation’s most significant 


economic stimulus campaign in its history? 


Strengthening the resilience of America’s supply chains requires both structural and operational change to transform strategic value 


chains and supply chain operations to mitigate risk, increase agility and improve performance. Both industry and the government 


have important roles to play to meet these objectives and close coordination and partnership can play a key role in achieving them.  


Organizations are increasingly turning to Industry 4.0 capabilities, such as data mining, digital twins and machine learning, to 


leverage data and innovations in digital technologies to transform supply chains and build resilience. Government leaders now have 


an opportunity to harness these technological innovations and incorporate Industry 4.0 digital capabilities in their organizations to 


build resilience, improve efficiency, and deliver data-driven insights to support strategic and operational decision-making. Amid 


growing fiscal pressures and budget uncertainty following unprecedented government stimulus spending, the “do more with less” 


mantra has regained prominence and these circumstances make the integration of Industry 4.0 capabilities all the more pressing. 


Key steps to building supply chain resilience 


Figure 2: EY Supply Chain Reinvention Framework 


 


The EY supply chain reinvention framework provides a flexible solution to build resiliency and position organizations to prepare for, 


anticipate and respond to risk. It embeds the latest digital thinking and tools throughout the supply chain, including advanced 


analytics, digital process mining (DPM), digital twins, artificial intelligence (AI), and machine learning. Importantly, these digital 
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capabilities are key enablers to building and maintaining a resilient supply chain. This white paper highlights three key steps 


organizations should take to build greater supply chain resilience. 


 


1. Build the foundation: resilience with data-driven digital capabilities 


The first step to building greater resilience is gathering greater intelligence about the supply chain and gaining more end-to-end 


visibility. Visibility across the supply chain includes capabilities to sense or predict supply and demand, processes for collaboration 


with suppliers and customers, and ways to assess and measure supplier-risk in near real time. The role of visibility cannot be 


understated: a recent EY supply chain survey of 500 executives across the Americas showed that end-to-end visibility was ranked as 


the top factor in creating a successful supply chain. Yet, only 6% of respondents from the survey are “very confident” in their 


systems and capabilities for end-to-end supply chain visibility. Today, there exists a significant gap between the importance of supply 


chain visibility and the actual capabilities of most organizations. Fortunately, there are digital capabilities to help organizations close 


the gap. 


The digitization of government and business data and advancements in data mining technology creates an opportunity to accelerate 


both supply chain discovery and identification of risk through DPM – a vital tool for every organization’s toolbox. By identifying 


process outputs, trends and bottlenecks in real time, DPM capabilities equip organizations with data-driven insights that help 


decision-makers implement targeted improvements, anticipate disruptions and operate a more resilient supply chain. This will enable 


organizations to prioritize resources based on proactive risk indicators and help mitigate being “blindsided” by risks that originate 


beyond the tier1 visibility barrier where the preponderence of supply chain fragility resides. With this enhanced intelligence baseline, 


organizations are better equipped to develop the right strategic architecture and further build out their Industry 4.0 capabilities. 


2. Integrate Industry 4.0 capabilities: building resilience while reducing cost and improving readiness 


Resilience and cost is not a zero-sum game. The integration of Industry 4.0 capabilities can build resilience and deliver efficiencies in 


supply chain operations to reduce cost, improve readiness and free up resources to invest in organizational priorities. With 


constrained budgets on the near horizon, the competition for resources will be fierce, and government leaders will need to pull any 


and all available efficiency levers to “do more with less.”  


Figure 3: Digital Twin, creating a virtual replica of the supply chain 
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The term Industry 4.0 refers to the fourth industrial revolution and the technological advances driving it. Industry 4.0 is an 


integration of physical, biological and digital worlds, built on a base of emerging technological breakthroughs, including autonomous 


capabilities, AI, the internet of things (IoT), next-generation wireless technologies, nanotechnology, big data and cloud computing. 


These technological advances are transforming industries, creating new ones, and changing what’s possible. And it all starts in one 


place: the supply chain. While most Industry 4.0 capabilities are relatively new or emerging, they are not stuck in the lab or unproven 


at scale. Capabilities such as digital twins and machine learning are deployed in industries and governments and improving the 


performance of supply chains through data-driven analytics and insights. 


Through a digital twin, organizations can experiment with a virtual replica of their end-to-end (E2E) supply chain, visualized with 


real-time process outputs to monitor, simulate and optimize performance. A digital twin is created through gathering data inputs 


from various sources and systems across a supply chain network using technologies, such as IoT, AI, machine learning, as well as 


cloud capabilities. Digital twins enable data-driven decisions using real-time data and improve agility in both sensing and responding 


to disruptions like the COVID-19 crisis.  


Value-stream mappings and look-back analyses enable deep dive and root cause analysis modeling and assessment of the historical 


performance of a supply chain. And with predictive analytics, shortfalls and disruptions can be anticipated. The digital twin 


simulation can, through scenario analyses and simulation, help decision-makers mitigate the impact caused by disruptions and take 


action to establish that the organization can meet its mission during and through a disruptive event. 


In addition to helping organizations plan for and respond more 


effectively to disruptions, digital twins also drive 


improvements to everyday business operations through 


operational and cost efficiencies. Experience from EY teams 


indicates that digital twins add agility and drive better 


decision-making to positively impact areas such as planning, 


working capital utilization, logistics throughput, and inventory 


management. These operational and cost benefits can free up 


much-needed resources for government agencies to execute 


their missions and fund its priorities. And uncertainty around 


future budgets makes these efficiencies all the more 


important.  


Another area where organizations are benefiting from the 


integration of Industry 4.0 capabilities is leveraging machine 


learning in the area of forecasting. In environments of 


increasing volatility and complexity, organizations are 


challenged with accurately forecasting demand and inaccurate 


forecasts result in supply and demand mismatches that 


degrade readiness and drive up costs. Traditional methods of forecasting are insufficient; machine learning is a vital Industry 4.0 


capability to address these challenges and enable organizations to greatly improve forecast accuracy and operational efficiency. 


Statistical forecasting using software applications and computers has been around for decades. What’s new is that software can now 


learn from these statistics and build new models and scenarios with little to no human intervention. This is machine learning, and it 


produces models that are more accurate, more responsive to changes and less prone to bias than humans do. All of this results in a 


better-quality forecast, which enables more effective planning of supply chains — planning long lead time materials and supplies in 


addition to planning production capacity, maintenance schedules and human capital resources for production. 


An analytics-driven approach to forecasting leveraging machine learning provides improved accuracy and efficiency by: 


• Eliminating biases inherent in manual forecasts 


• Minimizing forecast errors and process inefficiencies 


• Improving accuracy by incorporating diverse data sources, including unstructured and external data 


  


Figure 4: Organizational benefits of digital twin technology 
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Figure 5: Benefits of machine learning to forecasting 
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To summarize, machine learning can complement existing processes and doesn’t require large system implementation. Using 


machine learning in demand planning will lead to more than reliable production and capacity plans, inventory and cost reduction — it 


reduces volatility across the supply network. It will also increase productivity as employees will be relieved from demand planning 


and will have more capacity to focus on value-creating work. 


3. Take a proactive approach: actively monitor and manage risk in the supplier base 


In an increasingly disruptive environment, the topic of supply chain risk management (SCRM) has gained prominence and is a top of 


mind issue for leaders in industry and government alike. Today’s environment necessitates a more proactive approach toward SCRM 


to build resilience, and federal requirements are increasingly mandating it. Establishing and maintaining a SCRM program is 


necessary but insufficient to adequately meet today’s dynamic supply chain risks. SCRM programs should advance active monitoring 


capabilities to proactively manage risk, broaden the aperture of risks assessed to account for all risk vectors and tiers of the supplier 


base ecosystem, and leverage technology and automation to do so. 


In recent years, the U.S. Government has taken several steps to bolster federal requirements relating to SCRM, and this trend is likely 


to continue, bringing with it requirements for SCRM professionals to vet and validate the security and resilience of the supply chain. 


Recent examples include Executive Order 13873, Securing the Information and Communications Technology and Services Supply 


Chain, and Section 889 of the 2019 National Defense Authorization Act, which restrict the procurement and use by the federal 


government and government contractors of certain Information and Communications Technology (ICT) from covered nations and 


companies, the Federal Acquisition Supply Chain Security Act of 2018, and the implementation of the Cybersecurity Maturity Model 


Certification (CMMC), which established a new set of cybersecurity standards developed by the Department of Defense (DoD) to 
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protect defense contractors from cyber-attacks. These requirements increase the level of vetting and validation that both industry 


and government leaders will need to do. 


It is important not only to monitor and manage risk in the current supplier base but to also confirm that supply chain risks are 


assessed ahead of procurements. Traditional SCRM processes typically initiate after a product is purchased — which is too late, 


because at that point an organization has already accepted the risks associated with working with a supplier and its associated 


supply chain. SCRM activities should be embedded at the onset of a potential procurement to support supplier and supply chain risk 


assessment capabilities within the pre-procurement (market analysis) and procurement life cycles. Embedding SCRM controls within 


the procurement processes provides decision-makers visibility to supplier and supply chain risks to make more risk-informed 


decisions and abide by the growing number of SCRM-related federal requirements. 


Entities engaging with the U.S. government are facing increasing threats of disruption that present risks to their businesses as well 


as the U.S. government. These threats span across a spectrum of vectors such as business, cyber, geopolitical and the transfer of 


technology and human capital. With new advances in monitoring technology and business threat analysis, vulnerabilities can now be 


identified, triaged and mitigated early through a multi-lens analysis, enabling the government to take proactive measures to better 


protect critical capabilities and technologies upon which the nation’s warfighters rely. 


One way EY US is helping clients 


leverage technology to actively 


monitor and manage risk in the 


supply chain is with the firm’s 


Business Relationship and Economic 


Threat Analysis (BRETA) capability. 


BRETA focuses on identifying and 


triaging business, economic, and 


operational-related risks across a 


client’s ecosystem of business 


relationships (customers, suppliers, 


joint ventures, partnerships, etc.). 


BRETA leverages the firm’s 


experience across six disciplines 


(financial, technical, regulatory, 


supply chain, cyber and geopolitical) 


to provide a multidimensional view of 


risk and potential mitigation 


strategies. 


Our automated tool assists clients with threat screening, exploratory analysis and risk scoring of individual entities or sub-


populations. This differentiated capability uses publicly available data sources to produce comprehensive reports. The reports feature 


interactive visualizations of market trends, business relationships, location and geographic data, market transactions and automated 


aggregation and analysis of key indicators of financial health to rapidly identify where threats or vulnerabilities exist.  


Additionally, EY US conducts deep dive assessments into the business and technical ecosystem focused on specific government 


platforms and critical technologies. The assessments help identify the entities engaged in the industry along with the entities’ 


financial health, business relationships, suppliers, board and C-suite composition, government contracts awarded, key intellectual 


property and human capital, and academic relationships. Insights from the assessments enhance the government’s ability to develop 


more comprehensive mitigation plans, monitor trends and activities and partner more closely with industry on protecting critical 


capabilities and emerging technologies. 


Our automated tool, coupled with our due diligence capability, assists clients with: 


• Supplier vetting and threat screening, which can be particularly valuable for contingency contracting or when working with non-
traditional contractors 


• Risk scoring of individual entities or populations  


• Exploratory market analysis and research 


• Analysis of corporate ownership to understand whether there may be foreign influence or control 


Figure 6 
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Perfect predictions are not required to significantly reduce the likelihood and the cost of supply chain disruptions. Getting in front of 


the value chain disruption can have quite an impact. Incorporating business data mining into a SCRM program identifies the 


“hotspots” and helps prioritize the limited resources available to mitigate risk, while reducing the likelihood and impact of supply 


chain disruptions. 


With this foundation in place, organizations are enabled to build resilience by: 


• Reducing the likelihood and/or severity of loss due to supplier-related risks, improving supply chain readiness 


• Optimizing the investment (resource hours, dollars spent) in managing supplier risk 


• Managing cost that operational volatility brings to the business 


• Providing a competitive advantage through improved readiness 


Summary 


Today we find ourselves in an era of disruption that presents supply chain challenges virtually unprecedented in modern times. The 


COVID-19 pandemic served as a wakeup call that many supply chains essential to national and economic security have significant 


fragilities and do not possess the resilience necessary to navigate significant disruptions. The pace and frequency of disruptions is 


also increasing, further stressing the need for supply chain resilience. But while these challenges and the complexity of global supply 


chains are enormous, Industry 4.0 capabilities have also redefined what is possible: delivering visibility where it has never existed 


before, bringing order to massive amounts of data, and replacing gut instincts and anecdotal evidence with analytics-driven insights.  


Perfect predictions are not required to significantly reduce the likelihood and the cost of supply chain disruptions. Integrating 


Industry 4.0 capabilities into supply chain operations is a proven and key lever to building resilience while reducing costs and 


improving readiness. And taking a more proactive and data-driven approach toward mapping and monitoring the supply chain 


ecosystem can help organizations anticipate, identify and mitigate risks posing a threat to its supply chain or the execution of its 


mission.  


In an increasingly competitive and contested world, resilience and the agility it provides will be a key source of competitive 


advantage. Supply chain resilience is a national security imperative, and it will grow more and more necessary in an ever-evolving 


and disruptive world. The extent to which organizations meet the mandate of supply chain resilience will be in many ways determined 


by its ability to adopt and integrate game-changing Industry 4.0 capabilities.  
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Executive Order on improving the nation’s cybersecurity


On May 12, 2021, President Biden signed an Executive Order (EO) aimed at protecting federal government networks and modernizing the nation’s overall 
cybersecurity. The seven Core Elements of the EO are:


Seven Core Elements


Enhancing threat information sharing 
Requires that federal contracts be updated and standardized to require service providers to collect and share cyber 
threat and incident information with the agency they have contracted with, as well as others, like the Cybersecurity 
and Infrastructure Security Agency (CISA) and the Federal Bureau of Investigation (FBI)


1


Modernizing the federal government’s cybersecurity
Requires federal agencies to adopt security practices, such as multi-factor authentication, encryption of data in 
motion and at rest, and Zero Trust Architecture (ZTA); encourages faster adoption of secure cloud services and 
streamlining access to cybersecurity data to drive analytics for identifying and managing cyber risks


2


Enhancing software supply-chain security 
Directs the National Institute of Standards and Technology (NIST) to develop guidelines and criteria to evaluate 
software security, including the security practices of developers and suppliers, and methods to demonstrate 
conformity with secure practices; requires development of a definition of “critical software” and would require 
federal agencies to ensure that future software procurements meet security guidelines; also directs the 
establishment of consumer product labeling programs to help educate the public about the security capabilities of 
internet of things (IoT) devices


3


Cyber Safety Review Board 
Establishes a public-private review board to assess significant cyber incidents (as defined by PPD-41); the Board’s 
first review will be of SolarWinds activity and to provide recommendations for improving cybersecurity and incident 
response capabilities 


4


Standardizing federal playbooks 
Provides for a more coordinated and centralized catalog of incidents and tracking of federal agencies’ remediation 
efforts; requires development of a standard set of operating procedures to be used across the federal government 
for planning and conducting a cyber incident response activity


5


Improving detection on federal networks 
Focuses on maximizing early detection of cyber threats and vulnerabilities on federal networks and systems by 
requiring all federal civilian agencies (defense and intelligence would be handled separately) to deploy an Endpoint 
Detection and Response initiative to promote detection, active threat hunting, containment, remediation and 
incident response


6


Improving investigative and remediation capabilities 
Requires the development of recommendations to improve the logging of events and incident data retention on 
federal systems and those hosted by third parties, like cloud services providers; requires  that such data be shared 
with the CISA and the FBI upon request


7


Executive order on improving the nation's cybersecurity. The White House, 
the United States Government, May 12, 2021.
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Section 2 of the EO focuses on enhancing ZTA


What areas of cybersecurity will have new security 
standards/guidelines based on the EO?


Plan for ZTA


Cloud security 
with data 
protection


Type and 
sensitivity of 
unclassified 
data


Cybersecurity 
and incident 
response 


Data 
encryption 


Multi-factor 
authentication 
(MFA)


Modernize 
federal 


government
cybersecurity


2


34


5


16


Who is impacted and involved?


May
2021


When do the proposed changes go into effect? 


60 days 


2


90 days


4 5


180 days 


Develop a plan to 
implement ZTA


Provide a report identifying activities that 
will have the most immediate security 
impact, and include a schedule to 
implement them


OMB to develop a federal cloud security 
strategy


Adopt MFA


2022
Jun Jul Aug Sep Oct Nov Feb Mar AprJan MayDec


All Federal Civilian Executive Branch (FCEB) agencies are impacted.


NIST has already provided guidance:
• SP 800-207 Zero Trust Architecture
• SP 800-63B Digital Identity Guidelines Authentication and Lifecycle Management


Update existing agency 
plans to prioritize adoption 
and use of cloud technology


1 1


Agencies to identify unclassified data considered most sensitive and under 
greatest threat


3


Adopt encryption for data at 
rest and in transit


Provide reports on 
agency’s progress in 
adopting MFA; provide 
such reports every 60 days 
until the agency has fully 
adopted MFA agency-wide


4 5


1


Executive order on improving the nation's cybersecurity. The White House, the United States Government, May 12, 2021.
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NIST SP 800-207 tenets of Zero Trust
Final version


All data sources and computing 
services are considered resources. 


Personally owned devices with access to 
enterprise-owned resources are considered 
resources.


There is no trusted perimeter. All 
communication is secured. 


No asset is inherently trusted.


Access is granted on a per-session 
basis with the least privileges needed 
for the task.


Authorization to one resource will not 
automatically grant access to a different 
resource.


Access to resources is determined by 
dynamic policy. 


Policies leverage behavioral and 
environmental attributes.


The enterprise monitors and 
measures all assets.


Robust monitoring collects as much 
information as possible about the current 
state of assets and uses it to improve its 
security posture (e.g., CDM). 


A constant cycle is used for granting 
and monitoring trust.


There is a continual cycle of obtaining access, 
scanning and assessing threats, and adapting 
and re-evaluating trust.


Organizations are expected to have Identity, 
Credential, and Access Management (ICAM) 
and MFA in place.


Information about the current state of assets, network 
infrastructure and communications is collected and used to 
improve security posture.


Organizations must use telemetry to improve policy creation and enforcement.


Special publication (NIST SP) 800-207, National Institute of Standards and Technology, Aug 2020.
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Zero Trust — paradigm shift


Industry looks at Zero Trust as a paradigm shift in 
achieving an intrinsic security infrastructure. 


• This shift is focused on:


• Moving away from traditional, monolithic 
approaches to defining enterprise perimeters 


• Moving away from an overreliance on inherited trust 
models


• Through addressing key concepts around:


• Communities of interest (e.g., users/devices) 
compliance


• Policy control 


• Real-time, meaningful threat analytics (not just 
offline SIEM log monitoring)


• Automated remediation and orchestration 


• The end-state objective is to evolve the current 
traditional perimeter-based network architecture to an 
identity-centric, business-focused outcome 
environment supported by automated and sustainable 
policy enforcement.


Increase visibility, 
context and 
control across 
security 
infrastructure


• Strategy and blueprint architectures that serve as a 
foundational layer for transformation


• End-to-end visibility and policy control frameworks 


• Collection, consumption and analysis of telemetry data


Evolve and sustain 
the right balance 
of security, 
performance and 
operational agility


• Opportunistic capability sprints based on available 
infrastructure capability and technology


• Longer-term delivery leveraging maturation of security and 
network infrastructure and technology


• Increased visibility into users, devices and application profiles/ 
dependencies


Ensure consistent 
investments in 
underlying 
infrastructure


• Lifecycle investments key to supporting continuous progress 
of network segmentation strategy


• Improved alignment across three-year IT road map planning 
activities for core domains (e.g., ICAM, network, security, 
monitoring)
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ZTA — overview of Core Elements


Trust workforce, workplace and workload 


Transport


Trust workplace: Safeguard the network site (e.g., 
branch office, customer site, internet café, home office) 
transport integrity through adaptive trust establishment 
and intent-driven policy enforcement, to ensure secure 
transport between and within the organization sites and 
external access.


Apps and data services


Trust workload: Provide full visibility, granularity and 
control of the interapplication communications and 
dependencies, and dynamically reverify trust of these 
flows (microsegmentation), whether they are in the data 
center, the cloud or across both. 


Access
Trust workforce: Verify user identities and assess 
endpoints to establish trust (e.g., user (human and 
services), devices) before access is granted to networks, 
applications and data. Users and devices are protected 
against stolen credentials, phishing and other threat 
vectors by using identities instead of physical network 
ephemeral addresses (traditional network VPN access).


Third-party 
entities


Trusted 
communities


Untrusted 
communities


Devices and 
mobility


IOT


Hosted DC Cloud


Overlay and 
routing


Private 
network


Internet Overlay and 
routing


• Maintain end-to-end routing domain


• Provide path isolation (global vs. virtual network)


• Address backhaul vs. local hop-off


• Provide end-to-end quality of services (business 
criticality vs. application tolerances)


• Consolidate or distribute internet/extranet gateways 
and network security stack


• Align to transport strategy


• Ensure that policies do not impact performance


• Implement multitenant isolation


• Create a fusion of service edges for shared services


• Develop an approach for varying degrees of application 
architecture and dependencies (app-to-app and 
app-to-infrastructure)


• Address aggregate and distributed application and 
telemetry collection, distribution and consumption
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A maturity scale for identity-centric ZTA using CISA Zero Trust Maturity Model 


• Inconsistent provisioning of accounts 
and access 


• Incomplete MFA enforcement
• Existing security infrastructure largely 


not integrated with ICAM


• Single IAM system for account 
provisioning and access requests


• Consistent enforcement of MFA 
• Integrations between on-premise and 


cloud


• PAM solution integrated with IGA to 
govern/audit full lifecycle of privileged 
accounts


• IGA automatically enforces all defined 
policies (e.g. SOD, Least Privilege) –
using both detective and preventive 
controls


Traditional Advanced Optimal


Trust workforce Trust workplace Trust workload


Identities


Context


Just-in-time 
(JIT) access


Monitor and 
remediate


A
utom


ation and orchestration


• Lack of contextual-based policy
• Static policies 


• Accounts using static passwords and 
unmanaged SSH keys


• PAM used sparingly across enterprise 
(e.g., vaulting, session management)


• Limited visibility into user activity
• Slow incident response times


• Partial policy enforcement for least 
privilege and SoD across only some 
high-value assets 


• Ephemeral credentials for JIT access


• Full ICAM/SIEM integrations
• Partial threat intel integrations with 


PAM, AD, etc. 


• Full scope of contextual data for access 
control decisions


• Automated risk monitoring and 
remediation that leverages SIEM and 
cloud log monitoring


• Rich user attributes (in IGA) coupled 
with User and Entity Behavior Analytics 
(UEBA) to dynamically monitor users


• Automated deprovision access; removal 
of standing privileges


• Non-person entity credential 
management and policy enforcement


• Partial use of contextual data for 
access control decisions


Zero Trust Maturity Model, Cybersecurity and Infrastructure Security Agency Cybersecurity Division, Jun 2021.
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Transforming to trust workforce


Getting to advanced maturity requires transformative solutions that both leverage existing IT investments and engage unused threat analytics.


Trust workforce Trust workplace Trust workload


Use just-in-time 
provisioning and 
access controls 
when possible


How are you 
empowered to 
make strategic 


decisions?


How do you 
design and 


protect customer 
trust?


Will your 
organization 
sustain trust 
through the 


biggest tests?


How are you 
harnessing the 


power of data and 
technology 
to increase 


performance?


Use MFA and 
add step up 


authentication 
for higher-risk 


apps 


Verify user 
identity and 


context using 
multiple data 


sources


Bring the 
verification as 


close to the 
requested 


transaction as 
possible in real 


time


Avoiding granting 
intrinsic rights to 


users


Use threat 
intelligence to 
assess, detect 
and remediate 


anomalies related 
to access


Perform real time validation


Continually monitor and remediateRemove standing privileges


Verify identity and context
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Verify identity and context


Strength of 
identity and 


device


Validity of 
authentication 


attempt


Design principles


Strong 
authentication 
assurance level


Risk-based, 
step-up 


authentication
MFA


Authentication service fabric


Context-
verification 
mechanism


Step-up 
authentication


PKI 
credentials


• High-level business direction and digital transformation requirements that dictate 
identity behaviors should be defined. 


• The desired business outcomes serve as the baseline to which the ICAM architecture is 
modified, assessed and readjusted.


• The business intent is translated into authentication policies that are activated across the 
virtual network infrastructure.


User authentication is built on key design principles:
• Strong Authenticator Assurance Level (AAL) — NIST defines AAL3 as the strongest form 


of authentication. Organizations shall strive to enforce AAL3 for all resources. 
• AAL3 requires MFA — AAL3 requires at least one of the factors to be a hardware-based 


cryptographic authentication factor (e.g., PIV) to be used in combination with other 
strong factors.


• Dynamic risk-based Single Sign-On (SSO) — Resources leveraging SSO must consider 
context of user (e.g., geolocation, unrecognized IPs, time of day, whether user is on 
leave) and require additional authentication factors when risk is higher than normal. 


• Map all identities to unique cryptographic PKI credentials (PIV for all users, including 
contractors)


• Leverage one-time tokens (e.g., OTP codes) as an additional factor to be used in step-up 
authentication


• Integrate SSO service with a source contextualization mechanism (determine 
information about incoming user authentication attempt)


• Verify and classify device trust based on contextual parameters, such as device hygiene


Intent


Special publication (NIST SP) 800-63, National Institute of Standards and Technology, Jun 2020.
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Remove standing privileges, continually monitor and respond


Grant least privilege and only when 
privileged users need it


• Eliminate standing privileged access by implementing JIT approaches
• Ensure that privileges are granted only when a valid reason exists, with zero standing 


privileges; baseline PAM controls grant privilege access on a permanent basis 
For example, administrators are conditioned to having privileged accounts that are often 
granted access to multiple systems, allowing persistent access that is not required at all 
times. 


Recommendations


• Automate workflows to configure just-in-time access (JITA)
• De-provision access when not in use (privileged accounts are always “off,” except 


when needed)
• Create operational accounts with limited privileges by “rightsizing” privileges for a 


specific task
• Define shared accounts for specific tasks rather than personal accounts for all tasks 


Improve threat detection and enable rapid incident 
response to anomalous behavior across the network for 
person and non-person entities


• SIEM solutions struggle to calibrate high-volume log/event data to produce actionable 
threat alerts that indicate a compromise (zero day attacks).


• Manual calibration and classification of anomalous activity lead to slow response 
times.


Recommendations


• Leverage threat intelligence platforms to collect, analyze, detect and respond to 
perceived threats using risk-based policy


• Analyze raw activity data from multiple security sources using behavioral analytics to 
assess risk and classify behaviors


• Automate playbooks to alert and mitigate in-progress attacks and coordinate 
response actions 


• Trigger predefined workflows to support triage and mitigation, such as terminating 
sessions


Remove Standing Privileges Through a Just-in-Time PAM Approach, Gartner research, Sept 2019.
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Context


Identity


Continuous monitoring and remediation


JITA


Recommended target ZTA for trusted workforce


Threat 
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SIEM PAM Sec apps


IGA


Managed 
devices


• MFA/SSO 


• Frictionless and 
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authentication


• Account provisioning 
and access requests


• Full lifecycle identity 
governance


• Anomalous user 
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analytics


• Automated risk 
scoring, 
monitoring and 
remediation 


IdP


SSO


Users IGA


Apps


• Deprovision access; 
removal of standing 
privileges


• Ephemeral credentials 
and keys


• IGA/PAM integration


• Collection of contextual 
data sources


• User behavior, location, 
time and IP


• Real-time evaluation of 
context


IGA PAM


SIEM End point


PAM/JIT


Enterprise 
Security Policy


Real-time enforcement


Automation
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Zero Trust: Where to start?


Never start with Tools! Assess current 
cybersecurity architecture against Zero Trust 
Maturity Model


• Start by objectively assessing how mature existing 
architecture is


• Build a 1-3 year roadmap to incrementally achieve improved 
Zero Trust maturity


• Maintain lifecycle investments across roadmap for 
continuous progress


Collaborate with stakeholders to fully 
understand how to enable “peaceful” adoption 


• Socialize guiding principles and high-level capability roadmap 
with stakeholders (application owners across lines of 
business) 


• Provide execution oversite for a structured demonstration of 
platform capabilities and in alignment with guiding principles


• Achieve opportunistic quick wins with existing investments
• Plan for transformative capability outcomes based on new 


investments in Years 2-3 of roadmap
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How Ernst & Young LLP can help


Our effective cyber program assessment and Zero 
Trust strategy practices directly translate to business 
security needs and protect the business applications 
even when the perimeter is breached and the network 
is compromised. The following are the crucial steps 
while devising a ZTA strategy:


• Define the business drivers and objectives that 
influence security resources


• Assess the current cybersecurity architecture 
against Zero Trust Maturity models to evaluate the 
gaps


• Develop a short-/long-term strategic road map for 
embracing ZTA incrementally


• Achieve compatibility with existing service 
infrastructure and application landscape


• Tailor an economic model to capture the benefits 
and costs of ZTA investments


• Build business cases to justify the security 
transformation


• We can assist clients in developing 
leading practice transformative 
technological solutions that deploy 
essential capabilities that provide 
policy enforcement and protection for 
all users, devices, applications, data 
resources and the communications 
traffic between them, regardless of 
location. Using a robust and thorough 
assessment capability and developing 
architectural blueprints are the first 
critical steps toward successfully 
implementing a large technology 
transformation initiative. Our ZTA 
architecture is based on industry 
leading cyber program 
assessment practices and our in-
depth experience in helping numerous 
clients transform their infrastructure


• Our approach combines strong 
project/program management (e.g., 
project planning), milestone 
development and reporting with 
extensive technical deployment 
experience and industry-leading tools


Assessment, Strategy, and Architecture Design and Proof Of Concept Implementation oversight 
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Our world is changing at a rapid pace. Over the past decade, technology has ushered in 
an unprecedented level of change, opening up new opportunities and possibilities. The 
exponential expansion of data and devices driven by the internet of things (IOT) and the 
speed of modern-day connectivity enabled by 4G and 5G networking have played an integral 
part in shaping the world we live in today, connecting us with people around the world and 
accelerating our economies. At the same time, the rise of digital technologies, software-as-
a-service (SaaS) applications and the cloud computing revolution have transformed the way 
companies function and operate. 


Amidst all this, the recent COVID-19 pandemic quickly turned out to be yet another change 
catalyst, one which posed an existential threat to businesses worldwide. As we've had to 
respond and adapt to new ways of life in our homes and our workplaces, the employee base 
today within an enterprise is almost 100% working remote, connected and conducting their 
work over the internet. All of these macro forces have multiple ramifications and affect 
enterprise cybersecurity. First, the efficacy of using the network as the primary element to 
secure corporate resources has been eroded. The age of the corporate networks and security 
perimeters has come to an end. Second, this also means the attack surface for cyber threats 
is on a growth curve that is unimaginable. With users and devices going remote and mobile 
and applications moving to the cloud, enterprises now have to build systems and networks 
with the assumption that anyone could be on the network at any time. The expectation is 
that cybersecurity systems will not just protect enterprise assets but enable people to work 
when, where and how they need and use the devices and applications that maximize their 
productivity. Enter zero trust, a cybersecurity philosophy of how to think about security in 
this ever-changing environment.


Introduction
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The network is always assumed to be hostile and all communication is secured regardless of 
network location. 


External and internal threats exist on the network at all times and network locality is not sufficient 
for deciding trust in a network. Any person or device cannot be trusted just because they are part 
of the company or connecting from inside it. Assume you are already dealing with both outside 
adversaries and malicious insiders. 


All data sources and computing services are considered resources that need to be protected.


Every device, user, network and data flow is authenticated and authorized. The former means 
positive confirmation that an entity confirms who/what they say they are; the latter means the 
entity has the need, rights and reasons to do what they’re doing.


Any access to resources is granted on a per-session basis.


All security policies are dynamic and incorporate as many sources of contextual data as possible.


 “Zero trust” is a phrase first coined by John Kindervag, an industry analyst, in 2010 based on the realization that traditional 
security models operate on the outdated assumption that everything inside an organization’s network should be trusted 
and to describe the need to move to a model that relies on continuous verification of trust across every device, user and 
application. While the idea of zero trust has evolved since then from being network-centric to a more comprehensive security 
model, at the crux of it, zero trust is the recognition of trust as a vulnerability and the elimination of any implicit trust from 
digital security systems. 


This is done by pivoting from prior “trust but verify” paradigms to newer “never trust, always verify” ones. The zero trust 
model is built on the following six foundational assertions.


1
2


3
4
5
6


In a nutshell, zero trust is a new model and a general philosophy around cybersecurity, an approach that more effectively 
adapts to the complexity of the modern environment; embraces the mobile workforce; and protects people, devices, 
applications and data wherever they are located. 


What is zero trust?
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The zero trust approach is most effective when it’s extended throughout the entire digital landscape and used as an 
integrated security strategy. This is done by implementing zero trust controls and technologies across six foundational 
elements:


People
Humans are at the center of a company and its digital landscape. Be it employees, contractors, partners or customers, a 
zero trust strategy needs to encompass and account for all their possible interactions with corporate digital assets. The 
following section details some of the capabilities pertaining to the people element of a zero trust implementation:


Management and governance of digital identities


A robust identity life cycle management system is one of the most foundational pieces of a zero trust implementation. It’s 
key to have a tamper-resistant digital Identity provisioning/onboarding process that includes well-defined HR processes 
or capabilities like identity proofing (for customers) to confirm the user’s identity before provisioning a digital identity. 
Once provisioned, the digital identity needs to be maintained and up to date. It’s also important to ensure users have one 
digital identity across the board and there is no fragmentation of digital identities. This identity can then be used to control 
users access to resources using the zero trust principles. The operative principle when it comes to provisioning access 
to applications and services is just enough access (JEA) or least privilege access. This can be implemented using various 
existing models like role-based access control (RBAC) or dynamic policy based access control models (PBAC). It is also 
crucial to frequently and proactively audit users access via access certifications to ensure just enough access.


Authenticators


Once digital identities are set up, every access from a user needs to be gated where the user asserts their identity. A zero 
trust security posture is highly dependent on the effectiveness of this gating process. From a users standpoint, it is key 
that users are equipped with multiple forms of credentials where they can reliably assert their identity to the system. 
While passwords have traditionally been a means to do this, they have proven to be a significant weakness. They are 
snoopable, crackable and even available on the dark web for sale. While taking a relook at password-based authentication 
and security systems, it is also important to recognize that the underlying weakness of the password-based authentication 
is the shared secret (something only you know) model. Zero knowledge-proof cryptography and its application in standards 
like Fast Identity Online (FIDO) have opened up better models of authentication that are more secure. Additionally, mobile 
phone-based authenticator apps, biometrics and portable IDs/keys offer credential options based on something you have 
(possession factor) and something-you-are (inherence factor). The idea is to enable the user with stronger credential 
options they can leverage to reliably assert their identity prior to access.


The technology set to implement zero trust for the people element should comprise of identity management and 
governance, ID proofing and access management solutions supporting a variety of multifactor authenticators.


People Devices Applications  
and services


Infrastructure Networks Data


1 2 3 4 5 6


Zero trust building blocks and capabilities
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Devices
While most organizations have had device management solutions for devices provisioned and managed by the 
organizations for a long time, the blurring of lines between personal and professional mobile phones and computers, 
remote work and BYOD policies have expanded the attack surface to mobile phones, laptops and devices that are not 
managed by the organization. To add to that, businesses are bolting operational technologies onto IT networks en 
masse which, along with IOT and many kinds of specialized devices deployed for digital transformations, have led to an 
exponential increase in the number of unmanaged devices. 


What are unmanaged devices ? Depending on the business, in corporate offices they can be smart TVs, ACs, security 
cameras, Building management systems and printers. In manufacturing they include industrial devices, machines and 
robots. In hospitals, they include infusion pumps, ventilators, MRIs and X-ray machines. 


In a nutshell, a plethora of specialized devices in every industry are now connected to enterprise networks. It is estimated 
that there will be 41.6 billion new connected devices by 2025. These devices are not only numerous, they are vulnerable 
and have attracted the attention of attackers. Per an industry report, attacks on enterprise devices are up by 300% just in 
2019. These attacks have relied on a range of known vulnerabilities ranging from botnets to insecure software, weak or 
nonexistent encryption, default plain-text passwords and insecure communication protocols. While there is an immediate 
need to design controls in this area, the following challenges need to be accounted for while devising a security strategy 
for devices:


• Device manufacturers design for function and operational efficiency and do not tend to design strong security controls 
into devices that enterprises are using.


• Systems/controls like patch management and traditional end-point management that require an agent cannot be used 
for many of these devices.


• Absence of inbuilt data controls/encryption for data that’s on the device and transmitted by the device.


To apply zero trust security to devices, enterprise teams need to incorporate security systems that enable them to:


• Know all the devices in the enterprise (device inventory).


• Know the device software and firmware details along with any vulnerabilities and risks.


• Know what data, applications and network resources each device needs access to.


• Be able to assess the contextual risk profile from the device at a given point in time.


• Monitor, control and remove a device at any given moment. 


The technology solution set to implement zero trust for devices should ideally consist of a combination of unified 
endpoint/device management (UEM) for managed devices and a device/endpoint security platform that can address the 
before-mentioned security needs for unmanaged devices. Additionally, for devices which pose a high risk that cannot 
be managed, network segmentation or micro-perimeter technologies can be leveraged to control the network access or 
isolate them from other IT devices or networks.
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Applications/services
Most current-day enterprises support a variety of applications and APIs/micro-services that could be hosted anywhere, 
from on-prem data centers to third-party data centers, public or private clouds along with a portfolio of SaaS applications 
and services from external vendors. Additionally, the computerization of information technology has led to the emergence 
and growth of shadow IT where applications and services (like the popular messaging, social media or cloud storage apps) 
are increasing being used by employees without the knowledge of the IT departments. While taking these aspects into 
consideration, the approach to designing zero trust security for applications and services should include the following.


• Application and services inventory — It’s key now more than ever to build and maintain an inventory comprising all 
the applications and services used by the enterprise. The applications and services also need to be assigned a unique 
identity/identifier that is consistently used across the enterprise. While there are various cloud-native inventory and 
discovery services to do this, the hybrid nature of most current-day enterprises would mean a combination of processes 
and systems will need to be devised to successfully build a comprehensive inventory.


• Strong gating — Implementation of robust and consistent access management controls across the board. Any access to 
applications and services is only permitted after the users successfully assert their identity via zero trust-based identity 
systems. The gating/access control should be dynamic to account for changes in context (device, network) along with 
user and device behavioral data points. Any access granted should be on a per-session basis with in-session monitoring 
capabilities.


• Governance — With Agile and DevOps CI/CD practices widely being adopted, establishing a strong governance system/
structure to ensure the ever-evolving set of applications and services within the enterprise are up to date on security 
controls and align with the enterprise security strategy. 


The technology solution set to implement zero trust for applications and services should comprise adaptive access 
management solutions, API/application/web gateways, cloud access security brokers, and user and event behavior 
analytics (UEBA).
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Infrastructure and workloads
Widespread adoption of infrastructure and platform-as-a-service, virtualization technologies and cloud computing have 
led to enterprise technology infrastructure being spread out beyond traditional data centers. Most mid-sized to large 
enterprises have already moved some of their infrastructure and workloads into the cloud for better agility and efficiency. 
Nearly three-quarters of businesses are running a hybrid and/or multicloud strategy today, according to Forrester. 
Additionally, the rapid pace of modern-day development of products, services leveraging Agile methodologies and CI/CD 
pipelines mean the infrastructure footprint is ever-increasing. 


A zero trust approach to infrastructure in this context should include the following:


Comprehensive privileged account strategy — It’s well established that a considerable number of insider threat and ex-
ternal attacks involved privileged access abuse. It’s essential that organizations identify all privileged accounts across all 
their infrastructure including their public or private clouds along with admin accounts for various SaaS applications used. 
It is also key to account for all non-human entities machines, services and APIs that have privileged or elevated access. 
A comprehensive privileged account management strategy should be devised that can apply to the enterprise ecosystem 
that includes cloud providers, DevOps CI/CD pipeline tools and container technologies. 


A zero trust-based privileged account management strategy should include:


Service meshs - Enterprises today typically have a mixture of services hosted on legacy infrastructure/virtual machines 
(VM)s and containers that are increasingly replacing legacy software deployment models. Although containers provide 
greater efficiency and scalability, they can have significant implications for security by the very nature of containers 
being ephemeral. A zero trust approach to infrastructure requires an identity for all infrastructure including servers, VMs, 
containers and its components independent of where they run. It’s key to incorporate a service mesh layer that ensures 
strong gating for communication between services that includes services run on legacy infrastructure as well as the ones 
run within containers. The goal is to ensure all communication between services is permissioned.


The technology set to implement zero trust for the infrastructure or workloads should comprise privileged access 
management and service mesh solutions.


1 |  Adaptive/dynamic gating that relies on contextual 
access decisions.


2 | Multifactor authentication (MFA).


3 |  Ensure least effective privilege through stringent 


provisioning controls, monitoring and periodic 
audits. 


4 | zero trust admin environments via isolated jump  
       boxes with distributed connectors (or) network   
       micro-segmentation.
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Networks
Network security is an area of increasing cyber technology spending by most enterprises and is a key element of zero trust 
as all applications, services and data are ultimately accessed over network infrastructure. While there is no one size fits all, 
the following section details a set of capabilities to consider for zero trust-based network security.


Micro-segmentation — Network micro-segmentation is the 
process of isolating sensitive systems into a series of network 
segments so that a breach of the network won’t give cyber 
criminals or malicious insiders free rein across the entire 
enterprise landscape. The idea is to understand the inter 
dependencies between the infrastructure, services and 
data and then put controls in place as close to the protect 
surface as possible, creating a micro-perimeter around 
it. This micro-perimeter moves with the protect surface, 
wherever it goes. While the concept of micro-segmentation 
itself isnt new, segmentation gateways and next-generation 
firewall technologies (NGFW) enable such network micro-
segmentation at granular levels. The idea is to efficiently 
segment the network to lock it down, yet enable permissioned 
access.


Software-defined perimeters (SDP) — SDPs are used 
to provide secure access to private applications without 
allowing users access to enterprise networks. They are 
often a replacement for traditional technologies like VPN. 
SDP technologies render enterprise resources “dark” where 
no DNS, internal IP address or visible port information is 
communicated until proper gating (authentication and 
authorization) takes place. So unauthorized users can’t 
traverse the network looking for resources to infiltrate. This 
reduces the attack surface significantly by mitigating or 
eliminating numerous threats like APTs and malware.


The technology set to implement zero trust for the network 
element should comprise of NGFW, secure web gateways 
(SWG) and SDP solutions. The emerging set of zero trust-
focused SDP solutions called zero trust network access 
(ZTNA) and secure access service edge (SaSE) solutions offer 
an integrated set of options in this space.
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Data
Ultimately, data is the most prized asset of a modern enterprise. One of the main strategic goals of cybersecurity in the 
digital age is to combat and mitigate data loss and data breaches. With more data than ever, from more sources than 
ever, this entails ensuring data is protected while at rest, in use and in transit, even if it leaves the devices, applications, 
infrastructure and networks.


The precursor to zero trust security for data is the process 
of data discovery and classification. The purpose of data 
discovery and classification is to ensure that security teams 
know what data the enterprise has, where it is located and 
how sensitive the data is. Once it’s understood what data 
needs to be protected, the data life cycle and its business 
criticality, data loss threats to this data can be identified. 


Data controls are then designed to address these threats. 
While various existing data loss prevention control strategies 
like masking, anonymization and different forms of encryption 
can be leveraged as controls, a zero trust approach to data 
security should also be:


• Dynamic and risk-adaptive and that takes full operational 
context (including user behavior) into account and does not 
just depend on static policies.


• Include control points across the full length and breadth of 
the enterprise (public, private clouds, SaaS applications).


• Include enforcement controls to protect data based on the 
calculated behavioral risk level of users and the value of 
data accessed.


The technology set to implement zero trust for data could 
comprise of a combination of data loss prevention (DLP) and 
dynamic data protection solutions.
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Monitoring, detection and response
While the above sections outlined various controls that enable comprehensive coverage across the enterprise, an optimal 
zero trust implementation is one where the entire enterprise digital landscape is connected and all the security systems 
function as one fully integrated platform/ecosystem. While it’s important for security systems to be able to see across their 
apps, endpoints, network, users, devices to detect, and respond to security threat and incidents, zero trust-based security 
systems should also be able to tap into and leverage signals from across the board to make informed and automated 
security decisions, preempt security threats and ensure a quicker response to security incidents. 


The integration of security signals with the solution components in an adaptive loop is the goal. The following section 
details a set of additional capabilities that should be a part of the technology stack deployed by an enterprise embarking 
on a zero trust implementation to enable this:


Visibility  
Being able to have the visibility of all activity within the enterprise digital landscape to command and control various zero 
trust solution elements/components is key to a successful zero trust implementation. This entails the capability to ingest, 
categorize and aggregate data from disparate sources and systems such as IAM systems, users, devices, DLP, network 
systems, etc. While most enterprises have an existing SIEM or a log-monitoring system that helps collect, aggregate and 
process logs and events from various enterprise systems and data sources, this data (logs/events) is not always designed 
for security purposes. Additionally, the systems that are the source of data often operate in silos and provide different 
types of security information that sometimes even conflict with one another. As part of a zero trust implementation, it’s 
key to review and tune existing complete monitoring/SIEM solutions to ensure security systems have a comprehensive and 
holistic view of IT infrastructure. It is extremely beneficial to implement observability as property of the network and the 
systems therein. Observability is a measure of how something is working internally, concluded from what occurs externally. 
It requires application and service development incorporate the idea of enabling and strengthening security decisions. 


Cyber analytics and threat detection  
With well-defined visibility/SIEM capabilities and observability built into systems, the sheer volume of security events, logs 
and data generated from modern enterprise systems necessitates security systems with cyber analytics capabilities. Cyber 
analytics involves the use of data aggregation, attribution and analysis to extract the information necessary for a proactive 
approach to security. Cyber analytics solutions incorporate data science and big data techniques to process real-time data 
along with historic data, and leverage machine learning to model, detect and proactively identify threats. With the rise 
of national state-sponsored cyber attacks, evolving adversary tactics and the dynamic nature of the threat landscape, 
it is pivotal to leverage high-quality threat intelligence feeds as inputs to prevent or mitigate cyber attacks. An effective 
threat intelligence should provide additional external security context ( e.g., Who are the attackers and what are their 
motivations? What are their tactics, techniques? What are the indicators of compromise?) that’s relevant, timely, complete 
and accurate.


Security orchestration automation and response (SOAR) 
Manual security operations slow the response time to cyber attacks and give attackers more time to exfiltrate data and 
inflict lasting damage. A zero trust approach should embrace SOAR to help security teams manage and respond to endless 
alarms at machine speed. SOAR capabilities allow organizations to optimize security operations in three key areas: threat 
and vulnerability management, incident response and security operations automation. SOAR solutions also help define, 
prioritize and standardize workflows that respond to cyber incidents. They improve overall efficiency by automating the 
response to security incidents, feed signals back into the solution components and make security more self-operating. 
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Zero trust element Capabilities


People Identity management and governance, ID proofing, multifactor 
authenticators


Devices Unified endpoint management, endpoint detection (unmanaged 
devices)


Applications  
and services


Adaptive authentication, web and API gateways, cloud access  
security brokers, UEBA


Infrastructure  
and workloads PAM, service/app mesh


Networking Next-generation firewalls, secure web gateways and software-
defined perimeter 


Data Dynamic data protection and data loss prevention


Monitoring, detection  
and response SIEM, cyber analytics, threat Intelligence, SOAR


Capability matrix
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Putting zero trust into action
While zero trust represents a clear pivot in how to go about cybersecurity, it’s 
implementation leverages and builds upon some of the security technologies 
and capabilities already used in most enterprises. So the first step towards 
zero trust is to perform a current-state assessment to gauge the capabilities 
of existing security technologies and the maturity levels against the set of 
capabilities required for zero trust (the capability and solution matrix outlined in 
this document can be leveraged as a reference). Once, the current state is well 
understood, a zero trust architectural vision/strategy needs to be devised that 
also takes the company’s business and organizational goals into account. A well-
defined zero trust vision/strategy not only sets the tone organizationally, it also 
helps get senior business leadership buy-in. Additionally, it serves as a guide for 
various tactical and operational decisions during the execution.


The next step towards zero trust is building a zero trust road map and a program 
that details the path to develop the capabilities identified for zero trust and 
deploy them in your organization. Some of the key considerations to take into 
account: 


• No single vendor or provider can deliver all of the capabilities and components 
required to implement zero trust for an enterprise. It will require piecing 
together multiple vendor or homegrown solutions and technologies to achieve 
the end zero trust state.


• Identifying current or future business or security initiatives (e.g., cloud 
migrations or infrastructure/network upgrades) that can incorporate zero trust 
goals and act as pilot implementations.


• Identifying the people, process and technology dependencies between various 
capabilities and prioritizing for efficiency. 


• Setting realistic objectives and key results (OKRs) and time frames to achieve 
them.


Finally, once the road map is defined and the zero trust program execution 
kicks off, it is also pivotal to set up a governance structure to ensure successful 
execution and evolution of zero trust within your organization. 


Current-state 
assessment


Devise zero trust 
strategy


Road map 
and zero trust 


program/projects


Execution and 
governance


1


2


3


4
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Benefits of zero trust
While the zero trust security model is undoubtedly effective from a security standpoint, it also delivers considerable 
business value. The following section lists five different benefits of zero trust: 


Enables and accelerates digital transformation by 
increasing business speed agility and adapting the 
security architecture to evolving business needs.


Offers greater flexibility for staff, partners and 
customers. Improves overall operational efficiency 
by reducing complexity.


Enhances security posture, elevates safeguarding 
the firm’s intellectual property to a core competency 
and shields the firm’s reputation.


Reduces the overall cost of security through 
consolidation, automation and lower breach costs.


Reduces complexity and the overall cost of ongoing 
compliance initiatives.


1


2


3


4


5
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Opening the door to new possibilities
As we look past the COVID-19 pandemic to the next normal, every enterprise is on a zero trust journey whether they 
realize it or not. From a cybersecurity standpoint, this means building resilient security systems that thrive in uncertain 
conditions and can adapt to a diverse group of people’s ever-changing circumstances. Whether it’s an organization or an 
individual, our ability to be empathetic helps us understand and adapt to the needs of others during times of disruption. 
While digital technologies will continue to influence and shape the world around us, in this next normal, cybersecurity is as 
much about security as it is about enabling productivity and collaboration through secure, inclusive user experiences. 


And zero trust might just be the answer!


Conclusion
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