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Too often the narrative around cybersecurity for healthcare is told in terms of an 
organization taking a defensive posture to protect itself. Overlooked in that view is that 
elevating cyber to an organizational priority can deliver better outcomes and create 
value. Beyond just an IT function, it is about patients — protecting their trust, providing 
care without disruption and taking advantage of technology to improve care, cost and 
experience. None of that can happen when a health organizations is brought to heel by a 
cyber breach. 

To understand where gaps remain in cyber strategy and execution, Ernst & Young LLP  
(EY US) and KLAS Research surveyed 100 healthcare executives responsible for 
cybersecurity decisions within their organization. In addition, the teams interviewed  
a panel of executives to bring in voices from health cyber professionals.

Our findings: Cyber needs to be a shared responsibility across the organization and the 
health ecosystem. In a time of tight budgets, cutting cyber investments can leave health 
organizations more vulnerable and ultimately lead to higher costs. Health executives must 
pivot from viewing cyber as a cost center to a strategic enabler of the business. 

INTRODUCTION

We have to move the idea of the CISO from just the 
‘muscle’ or the bodyguard that doesn’t let you into the 
club to a strategic partner. They need to be a critical 
thought partner in the business strategy and aligning 
business. A lot of times security comes in at the last 
minute and has to slow things down to make sure 
there aren’t vulnerabilities. But we need to be involved 
upfront, as a partner, not as an obstacle. 

– Healthcare cyber executive 

“
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From delayed treatments to 
compromised patient trust, the 
consequences can be massive: 
Healthcare data breach costs 
are more than 1.5 times those 
of a data breach in the financial 
services sector.1 The expenses 
stem from business disruptions 
and customer support and 
remediation with more than 
half of organizations saying 
they were passing costs onto 
their customers, according to a 
report from IBM and Ponemon 
Institute.2 

Our survey results and interviews 
with health cyber executives 
show that both large and small 
systems face serious levels 
of threat. Leaders repeatedly 
stressed that even smaller 
hospitals or remote clinics 
experience the same phishing, 
credential theft and social 
engineering attempts as major 
health systems. 

72%
of survey respondents 
reported moderate to 
severe financial impact 
to their organization in 
the last 24 months.

60%
reported moderate to 
severe operational impact 
in the last 24 months.

59%
reported moderate to 
severe clinical impact in 
the last 24 months.

No one is immune

As our results show, cyber 
vulnerabilities can impact the 
business bottom line, disrupt 
operations and directly impact 
patient care.     

The security that we need 
to provide at a smaller 
organization is the same as 
the security a big organization 
would have. Yet the team 
that we get is smaller … but 
we still need to do the same 
things. 

– Healthcare cyber executive 

“

Health organizations surveyed 
by EY US and KLAS Research 
said they had experienced 
an average of five different 
types of cyber threats that 
impacted their organization in 
the past year. Security must be 
reframed as a universal issue 
in healthcare. As the previous 
FBI director said last year, it 
is almost inevitable that your 
organization will be the victim of 
a cyber attack. “Cybercriminals 
and nation-state hackers, alike, 
have demonstrated they’re not 
only willing, but more and more 
able, to hit the services people 
really cannot live without: things 
like hospitals and schools, utility 
companies and transportation 
providers,” he said.3

This survey points to six areas 
of focus for health executives 
to create cyber strategies to 
accelerate their success.

Phishing, third-party breaches and malware were the top three threats to our survey respondents. 

What cyber threats have impacted* your health organization in the past 12 months? 
(The respondents were asked to select all that apply)

Q

1 Olsen, Emily, “Average cost of healthcare data breach nearly $10M in 2024,” Healthcare Dive, https://www.healthcare- dive.
com/news/healthcare-data-breach-costs-2024-ibm-ponemon-institute/722958, August 1, 2024.
2 “Cost of a Data Breach Report 2025,” IBM, www.ibm.com/reports/data-breach.
3 Wray, Christopher, “Director Wray’s Remarks at the 2024 Aspen Cyber Summit,” Federal Bureau of Investigation, https://
www.fbi.gov/news/speech- es-and-testimony/director-wray-s-remarks-at-the-2024-aspen-cyber-summit, September 18, 2024.

43%

34%

77%

74%

62%

47%

45%

33%

29%

29%

19%

14%

Business email compromised

IoT-based attach (e.g., medical device)

Phishing

Third-party breaches

Malware

Data breaches

Ransomware

DDoS attack

Credential stuffing

Supply chain

Zero-day exploits

Man-in-the-middle (MitM) attacks

Did not experience any cyber threats 3%
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CHAPTER 1
Cyber executives we surveyed seem to agree that 
cybersecurity is critical to the organization’s success 
in overcoming the daunting number of threats 
they face. Eighty-one percent said prioritizing 
cybersecurity in business strategy is effective in 
overcoming challenges.  

Clear barriers exist that keep resources and 
investments from aligning with cybersecurity 
needs. Nearly two-thirds (64%) of respondents 
cited either competing organizational priorities or 
budget constraints as a top challenge to meeting 
their goals. 

A bright spot? C-suite leaders feel empowered 
to allocate funds for cybersecurity. However, the 
majority continue to deal with moderate to severe 
cyber events. This disconnect — where authority 
exists but outcomes lag — highlights a resilience 
gap. While cyber executives say leadership support 
has improved, additional resources and backing are 
needed. Leaders said the challenge isn’t getting 
approval, but sustaining commitment when budgets 
tighten or priorities shift. One executive recalled,  
“At first, there was pushback — we had to make 
it visceral, show what an outage would mean 
for patients and revenue. Once they saw that, it 
changed the conversation.” 

It’s not just a CISO concern: 
Cyber is a strategic imperative 
for the entire business

To keep pace with the speed with which external 
actors are evolving, health organizations need to 
think differently about cybersecurity as a shared 
responsibility — across their own organization,  
with vendors and across the health ecosystem.  
The shift may require clear communication to 
all about expectations and why cybersecurity is 
essential to the success of the business strategy. 
Health organizations could better prioritize  
cyber investment by aligning it to outcomes such 
as reduced downtime, improved patient safety and 
financial stability. 

Key takeaway

Effective security requires collective action: shared 
intelligence, consistent standards across vendors, 
and executive alignment. The rallying cry should be 
that cybersecurity protects patients, not just data, 
and every leader across the healthcare ecosystem 
must own part of the solution. That message should 
be tailored to each leader’s concerns to earn their 
support, as a CFO may be thinking in terms of cost 
avoidance while a clinician will be more concerned 
with patient safety.

65%
Healthcare executives reported feeling empowered 
to make decisions on allocating funds and resources 
to cybersecurity initiatives.

said prioritizing 
cybersecurity in business 
strategy is effective for 
overcoming challenges.  

81%
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CHAPTER 2

In the age of agentic AI and nonhuman identities, 
identity and access management has become 
even more complex. Our research indicates that 
enhancing the user experience and facilitating 
the availability of health data to both medical 
service providers and patients necessitates a 
significant expansion of the traditional cybersecurity 
perimeter. As cybercriminals develop increasingly 
sophisticated methods to breach security measures, 
organizations must continuously adapt their 
strategies for monitoring and enforcing access 
controls particularly around privileged access. 
This evolution is essential to facilitating seamless 
access to critical data for authorized users, 
thereby promoting effective patient care and 
management. Simultaneously, robust mechanisms 
must be implemented to identify and deny access to 
malicious actors, safeguarding sensitive information 
and maintaining the integrity of healthcare systems.

Perhaps unsurprisingly, 68% of survey respondents 
said identity and access management would be the 
top priority for increasing investments in the coming 
fiscal year. In interviews, leaders cited attacks 
exploiting stolen credentials, weak verification 
processes, and over-provisioned accounts. 

New digital identity challenges 
call for a new playbook 

In response, health executives have scrubbed 
through privileged accounts to make sure they 
are properly tailored to the person’s role. They’ve 
also conducted audits of nonhuman identities for 
ownership, to understand what they are doing within 
the organization and make sure there is a clear 
business owner responsible. 

EY research from last year showed that 60% of 
cybersecurity leaders reported encountering artificial 
intelligence (AI)-driven threats. Whereas in the past, 
phishing attempts might include spelling errors or 
suspicious web addresses that would set off alarms, 
today’s phishing schemes may link to a realistic 
looking site that doesn’t set off any warning bells.

Key takeaway

Health organizations need real-time detection and ID 
verification, robust authentication and authorization 
controls and cross-channel identity monitoring. 
Effective cybersecurity action plans also must 
prioritize multi-factor authentication and lifecycle 
controls, with special urgency around patient portals 
and physician access.

We’ve had fraudulent callers purporting to be physicians…
The threat has pivoted now to people calling up purporting 
to be patients and stating they don’t remember their 
MyChart credentials. Unfortunately, things like social 
(security numbers) and middle names … have all been 
bought and sold on the dark web already. So, it’s not really 
a good way to validate who it really is on a phone. 

– Healthcare cyber executive 

“

In this coming fiscal year, which areas of your business unit do you anticipate increasing 
investments? (The respondents were asked to select all that apply)

Q

Third-party and supply chain risk management 52%

Managed detection and response 52%

Identity and access management 68%

Threat/vulnerability management 64%

Security software managed services 56%

Technology modernization (e.g., technical debt cleanup) 56%

Technology optimization (e.g., tool optimization) 55%

Personnel and/or upskilling (cyber or non-cyber related) 40%

Data discovery, disposition and protection 39%

Comprehensive and integrated risk monitoring and reporting 37%

IoMT/medical device security 36%

Managed privacy 35%

Others 2%
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CHAPTER 3

Want to take advantage of ambient technology to 
allow clinicians to focus on patient care instead 
of paperwork? With the potential of AI to reduce 
burden and improve experience, solid cybersecurity 
functions are key enablers of the business. 
The 2025 EY Global Cybersecurity Leadership 
Insights Study determined that the cybersecurity 
function typically accounts for 11% to 20% of the 
value produced by enterprise-wide initiatives it is 
involved in.

Health organizations have the opportunity to tap 
into care advances offered by patient wearables, 
data-driven preventative care and care delivered 
outside the hospital setting. But each of these 
forward-looking approaches must be anchored by 
securing the data and technology that can power it. 
Without a solid cybersecurity strategy in place, care 
innovations can collapse and threaten continuity of 
care — the core mission of health organizations.

As the healthcare industry moves care out of the 
hospital and into the home, and data is shared 
across constituents in the healthcare ecosystems, 
or technology is used to relieve care providers of 
administrative documentation requirements, the 
distribution and flow of sensitive patient data will 
increase. Sharing data for smooth care delivery 
needs to be more seamless, underscoring the 
need for cyber to be a strategic priority for the 

Cyber as an innovation enabler

organization. Implementing AI or new technologies 
without considering cyber is like buying a car 
without seatbelts. As a strategic priority, cyber 
shouldn’t slow innovation, it is what enables 
innovation to scale safely in healthcare. 

Health organizations also may be planning for 
growth through geographic expansion or by 
creating international centers of excellence to 
provide access to cost-effective skillsets and 
capabilities. But the success of those operational 
efficiency strategies hinges on meeting local or 
regional cybersecurity and privacy requirements. 
Cyber is a core part for those efforts to be 
attainable and remain functional. 

Key takeaway

By tying cyber to the success of other business 
needs — in this case geographic expansion or smart 
care models — healthcare executives can shift the 
narrative around cybersecurity from a compliance 
obligation to a value creator. Cyber creates value 
by preserving the ability to deliver safe, efficient 
and trusted care. A new storyline that speaks to 
cybersecurity’s potential to help the organization 
transform may be more successful in securing  
buy-in and investment from stakeholders.

Implementing 
AI and analytics 
without considering 
cyber is like buying 
a car without 
seatbelts.
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CHAPTER 4

In interviews, health cyber executives shared stories 
of cyber positions remaining open for years in 
some cases. Lack of qualified cyber staff is a top 
constraint for health organizations, meaning they 
have to increase their reliance on contractors or 
strategic providers. Return-to-office mandates for a 
workforce accustomed to remote work complicates 
the ability of health organizations to identify and 
retain talent. 

But it’s not only about quantity. With the industry 
needing individuals with more specialized skillsets 
to meet the evolving needs of organizations, health 
organizations struggle to find workers with that 
necessary experience. The workforce will have 
to evolve, as leaders we interviewed expressed 
frustration that tools often are funded more easily 
than the people who can use them properly. With 
some resources being very expensive to attract or 
retain as part of the organization’s core function, 
some may have to look at alternate sourcing models 
or strategic providers to add that skillset. 

Wanted: future ready talent 
and a workforce evolution

As part of prioritizing cybersecurity within 
the overall business, cyber expectations and 
training should be baked into more roles that are 
traditionally viewed as non-cyber. More than half 
of respondents (52%) said training and upskilling 
personnel is another effective tool in the arsenal to 
overcome cyber challenges. 

Key takeaway

While automation and AI can be a multiplier of cyber 
capabilities, not everything can be automated, as 
human validation and confirmation play a vital role. 
A sustainable path forward requires new workforce 
strategies: internal talent pipelines, cross-training 
engineers, automation and strategic sourcing. This 
is not only about closing staffing gaps. This will also 
require finding ways to rally leaders to recognize 
that people remain a critical cybersecurity enabler.

52%
of cyber executives said training and upskilling 
personnel is another effective tool in the 
arsenal to overcome cyber challenges.
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CHAPTER 5 Survey respondents reported heavy compliance 
workloads, and interviews revealed concerns that 
regulatory audits consume time without reducing 
risk. Several leaders expressed that attackers 
innovate faster than regulators, leaving providers 
stuck in a “checkbox security” model. The industry 
must advance from compliance burden to strategic 
risk management. 

Cyber executives said they want compliance policies 
that also allow them to be strategic and deliver 
better outcomes. Identifying intersection points in 
compliance requirements (regulatory, customer or 
contractual) and unifying related controls could also 
help reduce the burden. 

Legal concerns sometimes prevent the industry 
from sharing lessons that could help health 
organizations respond to evolving threats in the 

Beyond the cyber 
compliance checkbox

moment, said multiple health executives. Recalling 
one recent cyber event, one health cyber executive 
said: “It’s a year later, and we’re still not able to 
fully divulge what happened and share all of that 
learning. Everything that we went through as an 
organization, I know it would be helpful for other 
healthcare institutions.“

Key takeaway

Boards, regulators, and executives must be rallied 
around the idea that true protection comes not from 
paperwork but from measured, prioritized and well-
communicated risk reduction strategies embedded 
across the organization. Leaders should learn to 
view cybersecurity not only as protecting value, but 
creating value as it speeds the organization’s ability 
to adopt new technologies and build trust with 
healthcare consumers.

I am supportive of the need for 
regulations. But between SOX, PCI, 
HIPAA and every state writing their 
own privacy laws. It’s no wonder the 
threat actors are winning. 

– Healthcare cyber executive 

“

Cyber executives said they want 
compliance policies that allow them to be 
strategic and deliver better outcomes.
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CHAPTER 6 Damaging disruptions to care delivery often take 
place in the extended ecosystem, not within hospital 
walls. Third-party providers and vendors — integral 
to clinical operations and business continuity — have 
become high-value targets for cyber attackers, 
exposing weaknesses in supply chain and vendor 
security. Executives acknowledge that fragmented 
vendor oversight, regulatory complexity and 
insufficient contractual safeguards are amplifying 
these risks. Cyber leaders still struggle to get the 
insight they need about third or fourth parties, 
signaling a need to improve how risk assessments 
are conducted. 

Enforcing cybersecurity requirements in vendor 
contracts was a top challenge for 68% of 
respondents. Another 56% flagged regulatory 
concerns over third-party security.

Why third-party risk 
needs disruption

As for the top factors most critical in influencing 
their organization’s cybersecurity approach for 
the next year, 35% of respondents cited patient 
data protection and privacy concerns followed by 
regulatory pressures and changes at 29%, while only 
11% said third-party/vendor and supply chain risks. 

Key takeaway

The reality is that even if cyber incidents are the 
fault of a third-party vendor, the health organization 
still has the responsibility for determining the 
impact to key processes and the ability to deliver 
care. Because of this, health organizations need 
to increase their visibility and understanding of 
their ecosystem to accelerate response time, and 
quickly be able to triage what’s needed. Moving 
from a siloed, mostly internal focus to an ecosystem 
approach can help to bring vendors in to be part of 
the solution. The vendors on which the third parties 
might rely need to be brought in as part of the 
solution or process. 

My third-party and consequently 
fourth-party risk is probably our 
biggest challenge because our care 
centers are third parties. They then 
have their own set of fourth parties 
and because we’re doing value-based 
care, there’s all sorts of data being 
exchanged. So, all of that third-party, 
fourth-party management risk is 
probably the biggest challenge we face. 

– Healthcare cyber executive 

“

In this coming fiscal year, which areas of your business unit do you anticipate increasing 
investments? (The respondents were asked to select all that apply)

Q

Enforcing cybersecurity  
requirements in vendor contracts 68%

Regulatory concerns related to  
third-party security (e.g., HIPAA, HITECH) 56%

Vendor access management

Dependence on high-risk  
vendors with limited alternatives

55%

50%
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Consider two scenarios for how health organizations can approach cybersecurity. 

CONCLUSION

Health system 1 has C-suite leaders under cost pressure who view cyber as an IT 
function that should focus on keeping the organization in compliance with regulators. 
As a result, the cyber team works in isolation, and other parts of the organization 
that are divorced from cyber strategy may take actions that inadvertently make the 
health system more vulnerable to attacks and impact its ability to achieve key strategic 
objectives. A cyber incident occurs, and the organization is consumed with triaging and 
containing the breach while responding to the media firestorm and concerned patients. 
In the long term, the health system is distracted from other business priorities by legal 
and regulatory issues, while it tries to rebuild the trust of consumers and reverse the 
reputational damage.  

Health system 2 leaders embrace cybersecurity as a strategic priority and embed it 
as a core part of their business plans, investing in a robust, integrated, sustainable, 
adaptable and scalable set of capabilities. Teams across the organization understand 
how cyber is critical to the business strategy and what their role is in it. With the 
potential of AI to reduce costs for back-office operations and support clinical staff, 
the team knows that the cyber focus decreases the risk in deploying rapidly changing 
technology. Stakeholders working across the operation — in data, technology, clinical 
and administration — are educated on how to maintain proper vigilance and work hand 
in hand with the cyber team and the broader ecosystem to embrace a new technological 
opportunity that improves clinician and patient experiences and reduces administrative 
burden. The cyber function ties directly to the system’s ability to quickly respond to, and 
bounce back from, threats and not be derailed in pursuing strategic priorities.

One system focuses on cyber as a compliance and IT issue, a set of technical safeguards. 
But it is more than that. It is an imperative for leaders, a way to deliver on the promise of 
high-quality and cost-effective care to patients, and a strategic accelerant for innovation. 
When cyber is integrated into care delivery and operational and business strategy, it 
becomes more than compliance. It serves as a catalyst for trust, transformation, long-term 
resilience and care delivery that is future-proof.
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The survey was conducted to include 100 executives responsible for 
cybersecurity related decisions within their organization. 

** This includes provider-sponsored health plans, third-party administrators (TPAs) 
and managed services organizations (MSOs).

In addition, EY US and KLAS Research hosted a forum where healthcare cyber 
executives shared their views on cybersecurity resilience.

RESEARCH METHODOLOGY

Type of  
healthcare  

organization

Organization size

Annual revenue (recent fiscal year)

10,000 or more 47%
37%

13%

2%

1%

3,000–9,999

1,000–2,999

151–999

50–150

53% 
Providers 

28%  
Payers 

Medical device 
manufacturer/
distributor

9%

7%

3%

Academic 
medical center

Pharma company/
lab conducting 
pharma research 

22% 26%52%
$1 billion to  
$4.9 billion

$5 billion to  
$9.9 billion

$10 billion  
or more
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