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The Federal Trade Commission's (FTC) latest annual release estimated scams that were responsible for
$10 billion in losses in 2023, increasing by $1 billion from 2022. The significant increase in scam
losses has garnered attention from regulators and governments globally, driving enforcement action
against institutions that are not proactively protecting their customers as all signs suggest this trend
will increase through 2024.

Fostering a robust control framework to meet compliance expectations from regulators at the state, federal and global
levels have become increasingly difficult as customer demand has shifted to expect quicker money movement. As
institutions try to meet customer demands, real-time payments have reduced the time to identify and respond to
suspected fraud. Global institutions are finding various ways to enhance scam detection capabilities, such as in Australia
where institutions are slowing money transfers between individuals with no connections.! In the UK, legislators have
proposed a law to allow institutions to delay payments for up to four days when there is suspicion of fraud.2 Detection has
been further complicated as scams have become more sophisticated, with some leveraging artificial intelligence (Al) to
develop complex impersonation schemes that imitate individuals, businesses and governments. New technology has made
it more difficult for individuals to know whom they are speaking with.

EY professionals have helped clients mitigate the risks associated with scams by focusing priorities to identify relevant
typologies and enhancing their existing frameworks to better educate customers and limit exposure to the institution.
Identifying and thoughtfully understanding scam typologies is a useful tool in the fight against fraud as it helps group
scams into more consistent categories and clearly defines what type of scams are specifically impacting the business and
the related areas of exposure. Institutions are then better equipped to identify key control vulnerabilities through root
cause analysis and focus resources to combat their unique risks. Successful identification and categorization of scams can
also aid institutions in identifying high-risk product types (e.qg., cryptocurrency), their most vulnerable customers and the
most common methods of scammer outreach (e.g., social media). The FTC's latest annual release noted that scams
initiated through social media have increased from $250 million in 2022 to $1.4 billion in 2023. These numbers are likely
understated as victims are at times hesitant to report losses.

When regulatory bodies determine that institutions lack proper safequards against scams, those institutions can be held
financially liable. Historically, there has not been clear guidance on a firm's obligation to remediate scam victims, leading
to ambiguity and inconsistency in the reimbursement process. Many institutions handle reimbursement on a case-by-case
basis and have been inconsistent in reimbursing scam losses when customers are intentionally authorizing the fund
transfer (e.g., romance scams); however, this may no longer be sufficient. As regulatory scrutiny increases, institutions
must place greater emphasis on educating their customers to help them identify and prevent scams and minimize losses
before funds ever leave their accounts.



US Forensics Investigations & Compliance contacts
Ernst & Young LLP

Arpi Lal
Partner

+1212773 3038
arpi.lal@ey.com

Clay Roberts
Senior Manager

+12127739481
clay.roberts@ey.com

Nicholas Spinella
Manager

+1212773 6357
nicholas.spinella@ey.com

Casey Fitzgerald
Senior

+1212 4669767
casey.fitzgerald@ey.com

1. "Banks to delay instant money transactions in bid to combat explosion of scams as
government prepares major crackdown," Sky News Australia website,
https://www.skynews.com.au/australia-news/politics/banks-to-delay-instant-money-
transactions-in-bid-to-combat-explosion-of-scams-as-government-prepares-major-
crackdown/news-story/3ba334fad4bf19dbb46f8e2f19ee3abe, January 23, 2024.

2. "UK Publishes Draft Legislation to Combat Authorized Push Payment Fraud,"
PYMNTS website, https://www.pymnts.com/bank-regulation/2024/consumers-and-
small-businesses-to-help-set-open-banking-standards/, March 12, 2024.

EY | Building a better working world

EY exists to build a better working world, helping to
create long-term value for clients, people and society
and build trust in the capital markets.

Enabled by data and technology, diverse EY teams in
over 150 countries provide trust through assurance and
help clients grow, transform and operate.

Working across assurance, consulting, law, strategy, tax
and transactions, EY teams ask better questions to find
new answers for the complex issues facing our world
today.

EY refers to the global organization, and may refer to one or
more, of the member firms of Ernst & Young Global Limited,
each of which is a separate legal entity. Ernst & Young Global
Limited, a UK company limited by guarantee, does not provide
services to clients. Information about how EY collects and uses
personal data and a description of the rights individuals have
under data protection legislation are available via
ey.com/privacy. EY member firms do not practice law where
prohibited by local laws. For more information about our
organization, please visit ey.com.

Ernst & Young LLP is a client-serving member firm of Ernst &
Young Global Limited operating in the US.

About EY Forensic & Integrity Services

Embedding integrity into an organization’s strategic vision and
day-to-day operations is critical when managing complex issues
of fraud, regulatory compliance, investigations and business
disputes. Our international team of more than 4,000 forensic
and technology professionals helps leaders balance business
objectives and risks, build data-centric ethics and compliance
programs, and ultimately develop a culture of integrity. We
consider your distinct circumstances and needs to assemble the
right multidisciplinary and culturally aligned team for you and
your legal advisors. We strive to bring you the benefits of our
leading technology, deep subject-matter knowledge and broad
global sector experience.

© 2024 Ernst & Young LLP. All Rights Reserved.

US SCORE no. 23644-241US

2404-4526021
ED None

This material has been prepared for general informational purposes only
and is not intended to be relied upon as accounting, tax, legal or other
professional advice. Please refer to your advisors for specific advice.

ey.com/us/forensics


mailto:arpi.lal@ey.com
mailto:clay.roberts@ey.com
mailto:nicholas.spinella@ey.com
mailto:casey.fitzgerald@ey.com

	Slide 1
	Slide 2

