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Thailand’s Personal Data
Protection Act (PDPA)

The Personal Data Protection Act B.E. 2562 (2019)
will be fully effective on 1 June 2021.

What is the purpose of the PDPA?

The main purpose of the Act is to adequately
safeguard individuals’ personal data in order to:

» Protect data owners from violations of their
privacy, and

» Establish relief measures for data owners in the
event their personal data is misused.

In this context personal data is any data that allows
an individual to be identified, whether directly or
indirectly. It can be in any form, including paper, an
electronic format, text, photo, or audio. Examples are
personal identification number, race, medical history,
and CCTV records.

Applicable entities

The Act applies to both private and public entities
(and to individuals or juristic persons) who receive
personal data and are Data Controller or Data
Processor.

» Data Controller is a person making decisions on
the collection, use, and disclosure of personal
data

» Data Processor is a person who collects, uses, or
discloses personal data by order of or on behalf of
a data controller (service provider).
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What actions do business operators need to take
for PDPA compliance?

Business operators are required to revisit current
practices of collection, use, or disclosure of personal
data, and assess gaps between the current practices
and PDPA requirements to implement necessary
measures to protect personal data in compliance with
the PDPA.

Actions to be taken to comply with the PDPA include
(but are not limited to) the following:

1. Identify all items of “personal data” and
“sensitive personal data” in the operational
processes

2. Ensure that all personal data are collected,
used and disclosed under a right lawful basis

3. Prepare a Personal Data Protection Policy and
associated procedures

4. Revisit and modify (or prepare) consent,
contracts or terms of the agreement to align
them with the Act

5. Prepare a Data Subject Request Procedure to
use as guidance when a data subject exercises
his/her rights according to the Act

6. Prepare a Personal Data Breach Management
Procedure

7. Prepare a Third Party / Cross Border Data
Transfer Policy and Procedures

8. Prepare a policy and procedure for use when
outsourcing the processing of personal data

9. Reuvisit, rearrange, establish or improve data
security measures to safeguard personal data,
in line with the standards prescribed by the
Ministry of Digital Economy and Society

10. Post a Privacy Statement on the website

11. Train all relevant personnel to ensure they
understand PDPA requirements and the
procedures/measures the organization has
established for PDPA compliance

Personal data management involves all functions in an
entity and is a continuous activity.
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Effective and efficient personal data management
depends on the following:

» Governance by directors and executives and the
involvement of all personnel

» Design of processes to embed personal data
protection measures

» Use of technology to monitor operations,
violations of policies and established measures, as
well as to detect and respond to external threats

Penalties

» Criminal penalties - Imprisonment of up to 1 year
and/or fines of up to Baht 1 million. When the
offender is a juristic person, if a person
responsible for instructing or performing any act
omits to instruct or perform such act, that person
shall be liable under the same provision as the
juristic person.

» Civil liabilities - Punitive damages in addition to
actual compensation of up to 2 times the amount
of the actual damages.

» Administrative penalties - Non-compliance could
be punished with fines of up to Baht 5 million.

The principles and rationale for penalties do not differ
from those of the EU’s General Data Protection
Regulation (GDPR). The British Airways data breach in
2018 is an example of how such penalties apply. The
airline faced a USD 230 million (Baht 7 billion) fine for
a data breach affecting roughly 500,000 customers.
However, under the GDPR fines are up to the higher of
EUR 20 million and 4% of the company’s global annual
turnover, while in Thailand the maximum
administrative fines are relatively small at up to Baht
5 million.

However, if there are a number of injured persons,
business operators will be responsible for
compensating each person.

The Act also allows for imposition of prison terms of 6
months or 1 year for each violation of the Act by a
data controller, depending on the offense.
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EY | Building a better working world

EY exists to build a better working world, helping to create
long-term value for clients, people and society and build trust
in the capital markets.

Enabled by data and technology, diverse EY teams in over
150 countries provide trust through assurance and help
clients grow, transform and operate.

Working across assurance, consulting, law, strategy, tax and
transactions, EY teams ask better questions to find new
answers for the complex issues facing our world today.

EY refers to the global organization, and may refer to one or more, of
the member firms of Ernst & Young Global Limited, each of which is a
separate legal entity. Ernst & Young Global Limited, a UK company
limited by guarantee, does not provide services to clients. Information
about how EY collects and uses personal data and a description of the
rights individuals have under data protection legislation are available
via ey.com/privacy. EY member firms do not practice law where
prohibited by local laws. For more information about our organization,
please visit ey.com.

© 2020 EY Corporate Services Limited.
All Rights Reserved.
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This publication contains information in a summary
form. It is not intended to be used for decision-making
purposes and a professional advisor should be
consulted.

This publication contains information in summary form and is
therefore intended for general guidance only. It is not intended to be
a substitute for detailed research or the exercise of professional
judgment. Neither EY Corporate Services Limited nor any other
member of the global EY organization can accept any responsibility
for loss occasioned to any person acting or refraining from action as
a result of any material in this publication. On any specific matter,
reference should be made to the appropriate advisor.
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